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LE THA [
W1 ZEI9vkqvhrz-2 B
1.1 ARV FAVAVRTI—ANDTPI1A

AVY—=lbiR—b XERYD=Dhb Telnet A TEEAVITI-ACPIEATRIHEE . IV FQAIV R4
VRT1=A/CLD ICEN AN EEITVET

1.1.1 aAYY-)V s
IVY—=Ibik— FAOESE. L TOFIETITUVET,
BEHmAx:

HERATEOAETOIVY )R- MIRREOIVY - =TIV EE#E L. £ A A% PC I3ED COM R— MIHEREL
*9,PC ) COM ik— FEA—3F IV IZaL—ATHZEET(COM R— FES (L PC THEZRL TS,

TR EBERE LTS,

R—L—Fk 115200 Baud
T—3 8 Bit
AUL 21 L
Ay TE Yk 1 Bit
20—l £ 7L

(1) VY= FAVTrTIA—HRENAT—FEAALET, MEAZKEDI—F LI "admin”, NAT—FERE UL
“admin”EBOTVET,

(2) 1-YRENAT-FEANRZRE BECSULINY FEAAL, REOERTE . KU EROBER
TLOET,

(3) BT exit"INY FEMALEYYaVER T LET,

AVY=R— MDY AT LICE T LT OOT M VEEZRTLET .

Press ENTER to get started

Username:

BARYDE- FREROIEEER:

YATLET—FPYF LRI, “% Error in file startup—config, line 22: % No such port: GigabitEthernet 6/1”
DEHBIFT—AvE—IBRRENTEHZEE. AAVDHAD—EDAI v F R AEDBEHESNGVEEERLET,
FlELT, LEBDIF—Avt—IF. A1YF ID6 DAMYFHREEEINEEERLTVET,

COHEE. AMVTFRIEVIEEIS—TEHNFEH,

ARV ENO— DA VTR AZHIBRT 3581, AAVIADEZH AV N-ZHIBRU TS,

COERFEICONTIE, EARITY RO config B— FADI38. switch YV F1%FE>TERE LTS,

ﬂ

FXC5428



18] IRVR4U871-2

1111 1-Y7h90 b
1-HY0O7HDEALAIE., 1~15 BREICHDPNTNET,

T4 RRETE, ENENDTIEALAIGLLTOESNTT,

1. EEERTLAIN (LA 15) 0 TRATOMEBEICTDLARRETHD ., TINMADTATEEEARETT,

2. BEI-YRILAIL LRIV 10): AT IABBEUNDAT-IAELVHEEABTERRLED,
REELEELNTHENAIRETT,

3. HFARAEIFLAI (LA 5): KEDAT-AABLVRERNBERTI D EDHTRETT

[EER): 1) A—Y0BELANIUE. POEREOT I —TOB LAV EOEICRELTTSLY,
2) YATLAVTFIANIIII7DOPYIO—F, TIHHEERBRERE) #1TOBEILAIL 15
(BEEERII7HIV M INBREERGDET,

1.1.1.2 1I-Y07DEAVANIVORES %
PUTFIC, AYY RICLBRI-FLRIDEZREFECOVNTEHRALET,

GER): COREE. LA 15 OEBER (TP Mefol 1-H D R ERRETT .
VR ERO1I-YRBLTIIAT—RIZ"admin”/"admin” T,

1. AECOJ1 093k, OV T M’ eRTENET,

AVY=IVADIRY R4 VY R— L TVS I, “V"EANTRHET NIV FIRRENET

# 2
clear Reset functions
configure Enter configuration mode
copy Copy from source to destination
debug Debugging functions
delete Delete one file in flash: file system
dir Directory of all files in flash: file system
disable Turn off privileged commands
do To run exec commands in config mode
dotlx IEEE Standard for port-based Network Access Control
enable Turn on privileged commands
exit Exit from EXEC mode
firmware Firmware upgrade/swap
help Description of the interactive help system
ip IPv4 commands
logout Exit from EXEC mode
more Display file
no Negate a command or set its defaults
ping Send ICMP echo messages
reload Reload system.
send Send a message to other tty lines
show Show running system information
switch Config commands for the switches in the stack
terminal Set terminal line parameters
#

FXC5428 “
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— I

2. #Rl37T. config E—FICFBITLET,

“configure terminal” YV FEANT L. L TOBEIRTRINET,
VAT LEREFCOBEE CITVET,

# configure terminal
(config) #

3. RIC, A-HYUAINEHRETBICIE. “(configh#”[CHELVT, “username” IV REFERALET,
“username ?"EANTBRE. LT OEENRRINET,
(config) # username ?
<Username : word31> User name allows letters, numbers and underscores
(config) # username ?
username <username> privilege <priv> password encrypted <encry password>
username <username> privilege <priv> password none
username <username> privilege <priv> password unencrypted <password>

4. 1-YR BELAL BSE, TAT-FEENENERTE LTS,

CCTlE. HELTA—Y 4T guest” BFELAIVIZ'S” , BEEEIZ encrypted” . JSAT— RIC“guest” &
ABLES,
(config) # username guest ?
privilege Set user privilege level
(config) # username guest privilege ?
<privilegeLevel : 0-15> User privilege level
(config) # username guest privilege 5 ?
password Specify the password for the user
(config) # username guest privilege 5 password ?
encrypted Specifies an ENCRYPTED password will follow
none NULL password
unencrypted Specifies an UNENCRYPTED password will follow
(config) # username guest privilege 5 password encrypted ?
<Password : word4-44>The ENCRYPTED (hidden) user password. Notice the
ENCRYPTED password will be decoded by system
internally. You cannot directly use it as same as
the Plain Text and it is not human-readable text
normally.
(config) # username guest privilege 5 password encrypted guest ?
<cr>

5 LLET. 7OEALANIDEREIRT T TY,

POEAVRIVDERENTE T . BEARITY FE-RICEBEH LT logout " F(3 "exit” IV RICEN—B AN TS
PR, RELVEI-TFRENAD—REFE-STATI VL TESINCDIZE . 1 £ guest,
NAT— F:guest)

Username: guest
Password:

ﬂ
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1. EBERITLAIL (LA 15)

EEEUAITE, REOEXNBYATLERERTET SN ARETT,

MERETOPIEALAIVE, “15"TY,
ARICOTAVTBE, TAOVT ME#"ERTENET,

IVV=IVAMOITY FA V&S R—FLTIBEN, “EADTRETREOITY FBRRSNET,

# 2
clear Reset functions
configure Enter configuration mode
copy Copy from source to destination
debug Debugging functions
delete Delete one file in flash: file system
dir Directory of all files in flash: file system
disable Turn off privileged commands
do To run exec commands in config mode
dotlx IEEE Standard for port-based Network Access Control
enable Turn on privileged commands
exit Exit from EXEC mode
firmware Firmware upgrade/swap
help Description of the interactive help system
ip IPv4 commands
logout Exit from EXEC mode
more Display file
no Negate a command or set its defaults
ping Send ICMP echo messages
reload Reload system.
send Send a message to other tty lines
show Show running system information
switch Config commands for the switches in the stack
terminal Set terminal line parameters
#

ENEFNDHREAKIIOVTIE, LIEDIN1.2 DYV RICLBETEIESHBLT, REEIT RS,

2. BEI-YmIFLAIL (LAIL10)

FEI-YRFLANOI-YE AVTHVABBELUNDAT-IABSLVRERNBTERTULD, REELELL

NTBHENAIRETT , FIHARETOPIEALAILL, “10"TT,

BEI-YRIFLAELTRESNZI-YRENAT— FEFETAT1ULET,
“WOTOVTMIENT?" AN THE, UTOIXY FUA MR RENET

2
clear Reset functions
debug Debugging functions
disable  Turn off privileged commands
do To run exec commands in config mode
enable Turn on privileged commands
exit Exit from EXEC mode
help Description of the interactive help system
logout Exit from EXEC mode
no Negate a command or set its defaults
ping Send ICMP echo messages
show Show running system information

INFNORTAEICOVWTIE, LIENIN1.2 YV RICLEERTE 1R

SRULTREE T,

FXC5428 “
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3. FAFRIFLAI (LRI 5)

FARAFLALOI-H, KEDAT-AABLURERNBRERTTH_EDHAIRETT
FMHAARETOPIEALAIL, “5"TT,

HARLAIELTRESNEI-YRENSAD - FeETRTM1ULET,
“WOTOVTMIENT?" AN THE, LT OIXY RUAMIRRENET

# 2
clear Reset functions
debug Debugging functions
disable  Turn off privileged commands
do To run exec commands in config mode
enable Turn on privileged commands
exit Exit from EXEC mode
help Description of the interactive help system
logout Exit from EXEC mode
no Negate a command or set its defaults
ping Send ICMP echo messages
show Show running system information
#
PV ONEVE S
TR IVY-IVEERANDIZYI YavF -V TEHRBLEY,
T7VDavEF— m=
IRVEDERHO—MOXFZANTHE. IV FANIE LK
Tab RENET, BIZIE, "his"EA A LIZRIC, "Tab" £ -2 W] T &,
ATV R&(E  history " ERTRENFET,
Esc AvE—YBEmEZHATLED. YV ROTOVT FEEICEDET,
1 1DRICAALEIYY FERRLET,
! 1DRICAALEIYY FERTRLET,
—/— D=V eERAICEBLET,
Backspace H=YVIDORIDXF=HIBRLET,
space— showd¥ Y RBET " -More—“E R RSNEIRICEN LLEDIHER
i ERRLET,
? IRV RUARERTRLES,

ﬂ
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1.2 ARV FICLBERE
dVV=ILEEAOIYY FE—RICIE, LTO 4 2WHDET,
1. EXRIYVE

A4 VEOEARIIVRTT, ChoDIYY FICE . REEDERTE/AT—HA, %Y EI=DT A AD ping, YT—F
BEDHNFET, TAOVTMINERTSNET,
IRV ROEEMICONTIE, M1.2.1 ERIATVFIESBLTIZEL,

2. config AIYV K

“configure terminal” IV FEFE AT 3L, YO—)\l config E— RICADET,
HO—-N1Nb config E— FOIAIY FlE. KED— B DR TEETVET,

TOVT M. “(configl# ERTRENET,

IV ROEMICONTIE, 11.2.2 config E— FIYY RIS B LTS,

3. 1Y8IT—ARRE (R—MVLAN T —78&5%E) YV F

R—FOZREETIEEE. JO—)VI config B— KT interface GigabitEthernet x/y” I3V K.
F7z(3 “interface 10GigabitEthernet x/y" 2 A AT 3E. FOVT ME“(config-if)# ERRSINFET
Bz, “interface GigabitEthernet 1/5”(¢,ID"1" DA YFDik— 5" DHREEITVET

VLAN UL —T&HETREEE. JO—/V) config T— RIZT interface vlan x” YV FE{EHRTBE.
FOVTME” (config-if-vian)#” ICEINEHNET,
I ZIE . “interface vlan 100”&. TVLAN 100 DR EEITVET,

H0O-1Nb config B— RICTCDHEREE B SR TE L. “(config-if)#” TOV T MITR— MOEREEFT TSN,
BER—bOTO—1V config E— FELUR—ME— RO A THREEENCTEET, RELEHEDR—FT
BRCHNET,

IV ROFEEMICONTIE, M11.23 1 871—AFEIVY R IESBLTESL,

4. VLAN ®REIIVE

—B2ET3 VLAN SREEITOICIE. HO—/VL config E— FICT vian X"V FEA A LET,
FOV7 ME“(config-vian# " ERTSNFET,

HA=1Nb config B— FICTCDMBREZ B RNTERE UL, “(config-ifit” TOV T MITHR— PO EETO TS,
feER— bOTO—1V config E— FELUR— FE—FOBMA TR EEENCTIET, RELVEHEDR—FT
BHICENES,

IV ROEEMICOLVTIE, 1.2.4 VLAN RFITV FIESBL TS,

WETEDRE
RERRETIEARG. EARIVYEE-RICTUTOIYY FEA A LTS,

FXC5428 n



18 JIVF871—-2

———————————————————
1.2.1 &EFRIIVF
username/password [C“admin”/“admin"E A T B, BEEEHT— FICANET,

“EARTRE, ULTOESNIVY FIAMRTENET,

clear Reset functions

configure Enter configuration mode

copy Copy from source to destination

debug Debugging functions

delete Delete one file in flash: file system

dir Directory of all files in flash: file system
disable Turn off privileged commands

do To run exec commands in config mode

dotlx IEEE Standard for port-based Network Access Control
enable Turn on privileged commands

exit Exit from EXEC mode

firmware Firmware upgrade/swap

help Description of the interactive help system
ip IPv4 commands

logout Exit from EXEC mode

more Display file

no Negate a command or set its defaults

ping Send ICMP echo messages

reload Reload system.

send Send a message to other tty lines

show Show running system information

switch Config commands for the switches in the stack
terminal Set terminal line parameters

1. clear AYVF
HEHEHR® MAC 7 RLAT—JILER LY MELET,

access
access-list
dotlx

Access management
Access list
IEEE Standard for port-based Network Access Control

ip Interface Internet Protocol config commands

ipvé IPv6 configuration commands

lacp Clear LACP statistics

11dp Clears LLDP statistics.

logging Syslog

mac MAC Address Table

mvr Multicast VLAN Registration configuration

sflow Statistics flow.

spanning-tree STP Bridge

statistics Clear statistics for one or more given interfaces

ﬂ



18] IRVR4U871-2

2. configure YV F

A= IVEEEIO—/V config E— RICEET L. TOVT MI“(configt"ERRENET,
COE—FTE. BEELARED I AT LR EEITOCENTRETT,
“exit" NV FEEALT. MARELTSE-F2R T LET,

# configure ?
terminal Configure from the terminal

3. copy YV E
AHEONEAT)E LG TFTP =& RIC, HREDIE-E1TET,

# copy ?
flash:filename | tftp://server/path-and-filename File in FLASH or on TFTP
server
running-config Currently running configuration
startup-config Startup configuration

ATV ROEd KL copy <AE—3ER> CAF—5> el THHET,
CAE—&>-<AE-F>DERC, LLTD 1)~DhDEEISRIRLTA A LET,

1) flash:filename | tftp://server/path-and-filename
AEONBAEIFELR TFTP = NNOZRET—4TT,

2) running-config
RECTREBEFORET—ITT,
running-config DRA(L AN B ENFFICEESNET,
BEE®LRIUREEFER UGS, AIYY FIZT running-config % startup-config (2
JE-UTLEEL,

3) startup-config
RN ENRE 3R H &, running-config AEB B ERSNARET—HTT,

EiputT
(1) copy running-config flash:test
- COHE . ARBED running-config DEEERNBE. AEREATIRAT?M LA "test'T
]E_ Llij-o

(2) copy flash:Test2 startup-config
- COGE . ABABATIAD TV Test2" D% ENE%E . KO startup-config A
]E_ Llij-o

FXC5428 “



4. debug YV F
DHCP AJLIS=JL— LEBROR TP IOV T PO EELET,

# debug ?
ip Interface Internet Protocol config commands
prompt Set prompt for testing
show Show running system information
trace Trace setting

1) debug ip dhcp helper frame information
DHCP AL/=JL— LiEHRERRTSLHOITY FTY,

2) debug prompt <debug prompt>
A—-IFIOTOVT MR ERETHHOIVYRTT,

3) debug show ip http [ secure-certificate | secure-session
secure-statistics ]

BEBEROOATLBRERTT 5=HNITURTY,

4) debug trace hunt <line64>
FL—ZADEREZETVET,

5. delete AYVF
AEORNBATIRD T IV EEIBRLET,

# delete ?
<Path : word> Name of file to delete

ERpit R
delete flash:<7 7 A V4>

6. dir JYVF
ABEORABATIADI7MIVESBLET,

| Output modifiers
<cr>
# dir
Directory of flash:
r- 1970-01-01 00:00:00 652 default-config

rw 1970-01-01 00:13:32 1773 startup-config
2 files, 2425 bytes total.

r— BAHFAHDHEEERIY 1 THBEERLET,
rw, A ESARERIV AT THBIEERLET,

ﬂ
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7. disable YV F
ET—FER T IH0. L LKETRIRIDIEWVTDEALRINEE BN TEET,

CEERL)]: COORYRICELT, BRENB VT IEALAINCBEE T B LETEE R,

# disable 2
<0-15>
<cr>

8.do OV F
“do"MEAICIY Y FEANTBET, FDIVY FERITUET,

# do 2
LINE Exec Command

9. dotlx JYVFK
“dot1x initialize ?"E A AT BE, HTIAYV FERTRLET,

# dotlx initialize ?
interface Interface
<cr>

* dotlx initialize [ interface ( <port type> [ <plist> ] ) ]
dotlx DFHALEITVET
AVRII-AEARETHET, TN UFTI—AD dotlx EHMHEIELET,

10. enable YV F

FHEE—FICRBITT D, t LKBPDEALRIVOEENTEET
X AHEE-FADRBIT, FERBPIEALAIE 15 (R ETHRHICIE, HoMUH enable ) TAD— FEERTE L THS
BENBHIET,

# enable ?

<0-15> Choose privileged level
<cr>

11. exit ANV F
BEOARL—V3E—FEE T L, BIOE—FCREDET,
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12. firmware <V R

AEDT7— LII7DYNBZPTYTT - FETVET,
“firmware ?"EANTBIET, YTV FERRLET,

# firmware ?

swap Swap between Active and Alternate firmware image.
upgrade Firmware upgrade

1) firmware swap

BEDEROT7— LI 7ERBAT7— LIV EYINEZAET

2) firmware upgrade <tftpserver path file>

TFTP H—NEHRELT, KD T7— LVITEHETET,

13. help YV F
help IV RICED . A—3FHILTO7 "IV FOER A ERRREINET,

14.1P VR
DHCP HIUDTOLAEBRITISHDIVVFTY,
# ip ?
dhcp Dhcp commands

*ip dhcp retry interface vlan <vlan id>

$67E Lz VLAN A R 71—AICT. DHCP TN Ot AEBEEITLET,

15. logout JYV F
Ag79AOIYY RTY,

16. more YV F
AHEOABATIRELEE TFTP H—NAICRFEL TS config T71ILDFRERNEESBLET,

# more ?
<Path> File in FLASH or on TFTP server

17. no AYYV K

REIAIVEDHENC 0" &R ET, FOMERERESNCT BN, TIHEHARMEICRT ENTEET,
BIELT, “no ip address” IV FE A NTBHEEDFIEZ L FITRUET,

(1) 50-1%0 config T— RAERBITLET,

# configure terminal
(config) #
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(config) # interface vlan 1
(config-if-vlan)#

(config-if-vlan)# no ip address
(config-if-vlan) #

CNIZED, VLANL O IP 7 RUAB R R EDIREEICHDNFE T,

18. ping AN¥VF
BIEKICPING B2IEL. 2y NI—DEGSLUBENERBCITONTOIHEINERLET,

# ping ip?
ip IP (ICMP) echo
ipv6 IPv6 (ICMPvb6) echo

1) ping ip<v_ip addr> [ repeat <count>] [ size <size>] [ interval <seconds> ]
- repeat : Ping RATEIZ<EEE---1-60 @ T77)L+:5 [
-size : INGYMAZ<ERE---2-1452byte T4 M:56byte>
- interval :  Ping B{TMEIR<EEE---0-30 ' T77)L b0 F>

IPv4 7 FLAZIETE LT, R DIHRAL ping #ITVET,
Ping BfTEI%L-)\Ty M A X Ping RITRIREFNFNIEE ATRET. HICEEEELLBIMEE .
T4 MEICT Ping NETENET,

2) ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ] [ interval
<seconds> ] [ interface vlan <v_vlan id> ]

- repeat : Ping EfTEIH<EEH--1-60 @ T4l 5 ED>
-size : I\yMAZ<EEE---2-1452byte T J4)L F:56byte>
~interval : Ping E{TMHIfR<&EEEA---0-30 ¥ T4 ~0
- interface vlan:VLAN 4/ R 71—

¥VLAN 1 VA71—- A ETIDLENHNET,

IPv6 7 FLAR U VLAN 1 871— A& E LT, IR DImERAL ping ZITVNET

Ping RATEIE - /7y MM X - Ping RITRIREEN ENIEE RIAE T, FHICEZEELBIME S,
774V MEICT Ping NEfTENET,
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19. reload AY YV F
AHOBEEFIVEIETIRICERLET,

# reload ?
defaults Reload defaults without rebooting.
system Reload system.

1) reload defaults [ keep-ip ]

AEEMBIELET,
"reload defaults keep-ip"t ANILEEIGE(E. BE IP 7 RLAZREL. TS OREOMHALE
TOET,

2) reload system

AEILY T IRRICERALET,

20. send YV K
A—VEEVATLEBLTOAVE—IEEDET,
EEICKETBE, send IV RFIT— Avb—IBRRLET,

# send ?
* All tty lines
<0~16> Send a message to multiple lines
console Primary terminal line
vty Virtual terminal

(1) *(all tty lines)
AEEDI—IFIVCEHKELTVD L TOImERA I —IEERFELET,

(2) <0~16>
AEOI-IFIVHER LTS IHROPIERIGERLT, EDmEAARVE-VEEELET,

(3) console

AEDOIVY—IViR— FERAVTI-IHILCEBREL TS IRRA - JEEELET .

(4) vty
AHED vty R— FERVWTI—IFIUCER LTV IHROFNMEEISEIRLT, Z0mERAAVE—Y
EEELET,

ﬂ
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21. show YV F
VAT LOEKREZERFERIRTINET,

loop-protect
mac

mvr

ntp
port-security

# show ?
aaa Login methods
access Access management
access-list Access list
aggregation Aggregation port configuration
clock Configure time-of-day clock
ddmi DDMI Serial Info Table
dotlx IEEE Standard for port-based Network Access Control
green-ethernet Shows green ethernet status for the switch.
history Display the session command history
interface Interface status and configuration
ip Internet Protocol
ipmc IPv4/IPv6 multicast configuration
ipvé IPv6 configuration commands
lacp LACP configuration/status
line TTY line information
11dp Display LLDP neighbors information.
logging Syslog

Loop protection configuration

Mac Address Table information mac-auth-username
Multicast VLAN Registration configuration
Configure NTP

Port Security status - Port Security is a module with
no direct configuration.

privilege Display command privilege
pvlan PVLAN configuration
gos Quality of Service

radius-server
rmon
running-config
sflow

snmp
spanning-tree
switch

RADIUS configuration

RMON statistics

Show running system information
Statistics flow.

Display SNMP configurations

STP Bridge

show information about the switch

switchport Display switching mode characteristics
tacacs-server TACACS+ configuration

terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status

vlan VLAN status

voice Voice appliance attributes

web Web

(1) FYTIRVFEANTHE TNENEBIREEEERTLET.

help [EERDEFEHER T T BICIE. “show xxxx ?” (xxxx [FHTIATVK)EAALET,
LLTFIZ, “show port-security” 1YY FT help Xyt—IRRHIERULET,

# show port-security ?

port
switch

Show MAC Addresses learned by Port Security
Show Port Security status.
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(2) "show port-security port ?”E AT BE, RD help Avt—INRRSNET,

# show port-security port ?
\ Output modifiers
interface
<cr>

GigabitEthernet 2/1
MAC Address VID State Added Age/Hold Time

<none>
GigabitEthernet 2/2

<none>
GigabitEthernet 2/3

<none>
GigabitEthernet 2/4

<none>

COIAIY ROEMITONTIE. 11.2.5 show TV B IESBL TS,

22. switch ¥V F

A IF ARV ESNTVBIHEIC, OV FEANTITETIAI— A/ vF D EEH
BEMCITONET .

# switch stack ?
re-elect Force to re-elect master switch

* switch stack re-elect

IAI=219F e BEIRLET

ﬂ
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23. terminal YV F
AHEDI-IFIDEEEITVET,

# terminal ?

editing Enable command line editing

exec-timeout Set the EXEC timeout

help Description of the interactive help system
history Control the command history function
length Set number of lines on a screen

width Set width of the display terminal

editing

AHEDIIY FIMVDIT1y M EBICLET,

exec-timeout <min> [ <sec> ]
AEDI—IFINDRA LT M ZRELET .
84 L7 MEREEBER . 1-YEEBNCA-3IFIHo0T 7Y benZEd,
BI(E<min($)>E<sec(F)>ICTHRELET,

help
AEOI-IFIIONTOANTERRLET,

history
history YV FEA A UEBE(CRRSNZ IV FEROREHERELET,

length
AN —EICRRATECXFERTAIRNMRELET,
BERTHICELLRERTIINBLHEGH A, AN-2AF—FLF"G"F-&HT LT,
ENoEMLTRTRLET,

width
"EF-BEANUEHED 1 TCUCRRATREGRAXFHERTE LET,
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itidelo—— ]
1.2.2 config®E—FIYVF

VY= IVEEOEKRITY FE— RIZT configure terminal & A W T3, 7OV T ¥ (config) #7(C
TINENHNET,

AHEO—IBIEEREOVTE, COTE- FTREETVET,

config = RICT?"EANTBHE, UTFOHTITY FIRRSNET

aaa Authentication, Authorization and Accounting
access Access management

access-list Access list

aggregation Aggregation mode

banner Define a login banner

clock Configure time-of-day clock

default Set a command to its defaults

do To run exec commands in config mode

dotlx IEEE Standard for port-based Network Access Control
enable Modify enable password parameters

end Go back to EXEC mode

exit Exit from current mode

gvrp Enable GVRP feature

help Description of the interactive help system
hostname Set system's network name

interface Select an interface to configure

ip Internet Protocol

ipmc IPv4/IPv6 multicast configuration

ipve IPv6 configuration commands

lacp LACP settings

line Configure a terminal line

11ldp LLDP configurations.

logging Syslog

loop-protect Loop protection configuration
mac MAC table entries/configuration
mac-auth-username Mac auth username format

monitor Set monitor configuration.

mvr Multicast VLAN Registration configuration
no Negate a command or set its defaults

ntp Configure NTP

port-security Enable/disable port security globally.
privilege Command privilege parameters

qos Quality of Service

radius-server Configure RADIUS

rmon Remote Monitoring

sflow Statistics flow.

snmp-server Set SNMP server's configurations
spanning-tree Spanning Tree protocol

switch Config commands for the switches in the stack
tacacs-server Configure TACACS+

username Establish User Name Authentication
vlan VLAN commands

voice Voice appliance attributes

web Web

ﬂ
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1. aaa YV F
1-YOJ1URORIEARERELES,
COHEREICED, BIDIAT Y M URTI—AEN LTAMYFALT A1 VT B0 1 - R EEN AT 5EIC
BNFET,

“no”" &IV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

(config)# aaa ?
authentication Authentication

BT BMUATI-ABLURE A X DR EEITVET .

- BT R UATI— Al AT HhoEIRATEETT,
1) console: Y —)LDif R E#&
2) telnet: YJE—FIVY—IL 7Dt A (Telnet) AD R 18 iR
3) ssh: C¥IUTATRESNEYE- FIVY-ILTPHEA(SSH) ADR IR K
4) http:Web F57H& Web H— XD T HTML BEDIYTYYDEZERDEE IOV EERLE
RS

- REARKIEUTHOEIRAEETT,
1) local: R#E(CRESINZI—H R /N AD—RICTRIAETVET,
2) radius: RADIUS 2 &1TLET,
3) tacacs: TACACS+EREE&#1TLVET,

2. access YV F
EERAIP MIADREETVET,

“no” &IV ROREIICOFBIECLD, COBEREIFM TSN IICBNET

(config)# access *?
management Access management configuration

* access management <1-16> <1-4094> <ipv4 addr> [ to <ipv4 addr> ] { [ web ]
[ snmp ] [ telnet ] | all }

EEFIUTHBEERIICLET,
AEANTILATES IP PELAGE®, 20 IP 7 FLABERNTO7 D LAF ROFIRERET Hoeh
BLASE

3. access-list JYV F
ACL DR ERBBOLUAT—IAEERELET,

“no” EIVY Y FORIICOFBCEICLD, COMEREIT | I(CHDET,

(config) # access-list ?
ace Access list entry
rate-limiter Rate limiter

1) access-list ace[<Aceld : 1-8192>]|update]
PHEAARDIY M(1-8192) &R E/EH LET
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2)

access-list rate-limiter[<RatelLimiterList : 1~16>|pps]

L—M)ZyrOIE(1-16) EZELET,

4. aggregation YV F
COIXYRIZED, PHVT =230 DE— FERELET,

“no” &IV FORIICDIFBIEICLD. COMRELT ERhI(CBNET,

(config) # aggregation ?

mode Traffic distribution mode

* (config)# aggregation mode { [ smac ] [ dmac ] [ ip ] [ port 1 }

5. banner

COIRVRICED, PHVT =DV 0t E— FERELET,
FEVEEBMEDRERICIE LT, IL—LR7TIT—YavgioR— ME@EEy,

AIVE

SOV RICED NF—DEREZATVET .

(

config)# banner ?

LINE c banner-text ¢, where 'c' is a delimiting character
exec Set EXEC process creation banner

login Set login banner

motd Set Message of the Day banner

banner LINE
NF—DTFAMEANLET,
¥ CREUINXFERLET,

banner exec
IW—=RX0 A4 T (HERE LIzBE s Tl < (banner motd), /SA7— REREEN I LB M T —DK
RENFET,
[;¥52): banner exec DEICNF—ORYINOFEBELT. "$" . FEF#BE ., NF—ICEENEN
XFEFRALTTEL,

banner login
A4V F—&RELES,
AIVVFERITTREANFEDREICBIDT, NF—ELTRRSELEVXFHEA N (BHATH)
L. 5ET L Ctrl+D Z A AL TLEZSLY,
A4V =}, VE- M oOE#REICOT 4V TOV T hORTICRRENET

banner motd

WER(COTA Y VB (CH AT BN\ F—AvE—ITT

ﬂ
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6. clock AYVF

COAIVRICED, HY—51 LOZEEITVET,

“no" &IV FORTICOIBHEICED. COMREIR M RN I(CBNET

(config)# clock ?
summer-time Configure summer (daylight savings) time
timezone Configure time zone

1) clock summer-time <wordl6> date [ <1-12> <1-31> <2000-2097> <hh:mm>
<1-12> <1-31> <2000-2097> <hh:mm> [ <1-1440> ] ]

PI—B1 LOREETVET
BEMICERMICUINBNILICYATLERELET,

2) clock timezone <wordl6> <-12-12> [ <0-59> ]
AL -V DEFEETVET,

7. default IV F
L—PMIZy DR EE TIGH AR EEICURA NP LET,

(config)# default ?
access-list Access list

default access-list rate-limiter <RatelLimiterId : 1-16>

TISHARIRECUANTEL— NIV D ID(1716 FTHOE)EEIRLET,

8. do YV F
CDIRY RIZED, config B— FDFF, ARV FERITTEET,

“no” &IV RFOREIICOFHIECLD, COBEREII RN IICBNET

(config)# do ?
LINE Exec Command
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9. dotix OYYVF
802.1x HEBED— BRI R EETVET, “dotix ?"EANTBRE. L TOEELS TR RENET,

“no” #IV Y FORIICDFBCEICLD., COMEREIT | I(CRDET,

(config)# dotlx ?

authentication Authentication

feature Globally enables/disables a dotlx feature
functionality

guest-vlan Guest VLAN

max-reauth-reg The number of times a Request Identity EAPOL

frame 1is sent without response before
considering entering
the Guest VLAN

re-authentication Set Re-authentication state
system-auth-control Set the global NAS state
timeout timeout

1) dotlx authentication timer [inactivity <10-1000000> | re-authenticate
<1-3600>]

AR LERELET .

2) dotlx feature { [ guest-vlan ] [ radius-qos ] [ radius-vlan ] }

dotlx #EEDHO—-NIVEEERITVET,

3) dotlx guest-vlan [ <1-4095>| supplicant ]
H2ZRE VLAN @ ID #58E LET,
“X”:T1~4095 DEFH N DIEEHED VLAN ID TF,

COHRFEFLUTOE-RICEAINTT (FIZIE. MAC 7 RLAZIREG T35 &3, R—Fexa) 71D
BEEEA)

* Single 802.1X

* Multi 802.1X

* MAC-Based Auth

DIATUMILB PO ANMER NG E

RADIUS H—=NIZENDFM1 7V MDD AMEB SNTEE . HBUMERADIUS H—NICENUDIA MY
B4 L7 MBS EDWTNATT , D347V MIIERILRREERDET

1%%E#Fﬁﬁ(di fﬂ"(‘i?‘_ﬂiﬂ@wniﬂg?b\f(iﬂ'ﬁ/ Féﬂiﬁ/u

4) dotlx max-reauth-req <1-255>
ntmnlElE%l(l 255 @)Eu&}-& ngs_d-o

5) dotlx re-authentication

802.1x HEED BRI REE A MICLET,
“no dot1x reauthentication”JIYY RICED ., COMBEFERICLET,

COMEENENBIS A, BEREERR(CIEE LR ORE R . IEUGRESNEY TNV MNIF47
Y MNEBREESNET

802.1X HEEHZNIR— FOBEBFEICEN. AEICETLLVT N ANRE SN, B TUDY MUERESN TS
WHEINERHLET

MAC A—2ih— rOIE&(E, RADIUS $—SORENEESNIZBDBEHTT . A VFIIFATY
FEIDBERITONGULVN, R— EICDS17Y OB REHRTH LB TEEE .

ﬂ
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6) dotlx system-auth-control

NAS DR EETLET,

7) dotlx timeout [ quiet-period <10-1000000> | tx-period <1-65535>]
802.1X #REDFREI R E R ELET .

10. enable YV F

FEE— RICHATT B0/ IAT— FEERELET,
KIFHEE— RICRHEATIBIHICE. AT RICTHOM U enable /SAT— FEERE L THWMENHNET,

(config) # enable ?

Password Assign the privileged level clear password
secret Assign the privileged level secret

1) Enable password [ WORD | level ]
enable )SAD0—F&EFRELET,

2) Enable secret [ 0 | 5 ]
NAD—FORESL/FERFTILERELET,
-0 NAD—FEFEEELEL
-5: NAD-REREE1ETD

11.end YV F
HO—-Nb config E— K& T LET,

(config)# end ?
<cr>

12. exit AYVF
BEOARL—93VE—FEE T L, BIOE— FICREDET,

(config)# exit ?
<cr>
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13. gvrp NV R
gvrp HEREERICLET,
GVRP (GARP VLAN Registration Protocol) [&. VLAN 5% T /N1 AR CIoilk T 3LHICR TN R

SHETOPINTT, GVRP ZFERTBHE. 1 2DOTNAAGKY I —DICHEZTATO VLAN (L TFE TR E
SNET, F XYPI=D LMD ITATOT M AIF, SNHD VLAN ZEIRIICEERLET

“no” EIVY Y FOFIICOFBEICLD., COMEREIT &S I(CRDFET,

(config) # gvrp °?
max-vlans

Number of simultaniously VLANs that GVRP can control
time

Config GARP protocol timer parameters. IEEE 802.1D-2004,
clause 12.11.

1) gvrp max-vlans <1-4095>
GVRP [CENRIBFICHIEI AT BEX VLAN $20 LBR (1~4095 FTOE) #/ELET,

2) gvrp time { [ join-time <1-20> ]
<1000-5000> 1 }

GARP JOMILOAA LERELET,
{join | leave | leaveall}: 34 YDFEEERLET,

14. help YV F
help XY RIC&LD. 3—3IFITO 2" IRV FOE A A ENRRENET,

[ leave-time <60-300> ] [ leave-all-time

(config)# help ?
<cr>

15. hostname JYV K
2YRI=H EDARBEDZETERELET,
COATIE, KEED SNMP I—Y1Y MEREDRA MR ELTEERLET,

“no” &IV FOREIICOFBIECLD, COBEREIFMERN IICBNET

(config) # hostname ?

WORD This system's network name

hostname <word32>

RARR=LRTFAM=ATTIIZPRYMITAHLET (32 XFELURA),
FATRERXFE A-Z,a-2,0-9 BRU-()\1 7)) T,
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16. interface AYV F
AR ITI-ADREETVET,

“no” &IV FOFIICOFBIECLD. COBREIRM TSN IICBNET

(config)# interface ?

* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port

vlan VLAN interface configurations

COIAIV ROFEMICONTIE, 11.2.3 4UAT71—AFZTEIVY FIES LTS,

17.ip IV E
COITV R, P IREFHEEDRFECHERALES,

“no” &YV FORIICDIFBIEICLD., COMRELT ERhI(CBNET,

(config)# ip ?

arp Address Resolution Protocol

dhcp Dynamic Host Configuration Protocol
dns Domain Name System

helper-address DHCP relay server

http Hypertext Transfer Protocol

igmp Internet Group Management Protocol
name-server Domain Name System

route Add IP route

routing Enable routing for IPv4 and IPv6
source source command

ssh Secure Shell

verify verify command

1) ip arp inspection [ entry | translate | vlan ]
ARP A VARD YAV IERDRFEETNET

2) ip dhcp [ relay | snooping database <kword255> ]
JL-I-JI1V rOERERTELET,

3) ip dns proxy
DNS (Domain Name System) % —/\D{E&#1TLVET,

4) ip helper-address <ipv4 ucast>

DHCP UL—Y—NDBEETNET,

5) ip http [ secure-certificate | secure-redirect | secure-server ]

HTTP £¥1YF7E— FOZREEITVET,

6) ip igmp [ host-proxy | snooping | ssm-range | unknown-flooding ]
IGMP (Internet Group Management Protocol) AX—E VT D& E DR EEITVET,
IGMP Z2X—EVJ (3}, #4894 VLAN TOHBMICTEEY, 774X~k VLAN F2[3Z0DII2274
VLAN TI>EERICTEE B,

7) ip name-server [<ipv4 ucast> | dhcp ]

DNS H#—)EHRZHELET,
ﬂ
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8) ip route <ipv4 addr>

IPv4 D) — MEBRERELET,

9) ip routing
IPv4/IPV6 DIV —T1V THREERMICLET

10) ip source binding

IP Y= = FDINM T4 VT ERERELET .

11) ip ssh
ABEND SSH EGEAMICLET,

12) ip verify source translate

IPY=2H—R7—TIL OB MIEFRIIY MIAEEBLET

18. ipmc JYV F
IPv4/IPv6 TILFF v A7 RUADREEITUVET,

“no” &NV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

config)# ipmc ?
profile IPMC profile configuration
range A range of IPv4/IPvomulticast addresses for the profile

1) ipmc profile <wordlé6>

IP YILFFvA LD IPMC 70771V EERRLET,

2) ipmc range <wordl6> { <ipv4 mcast> [ <ipv4 mcast> ] | <ipv6 mcast>
[ <ipv6 _mcast> ] }

ERLLIE IPMC 707740L® IP IVFFv AP RL AR ERELET .

19. ipv6 YV K
VLAN FOAED IPv6 7 FLAZERTE LT,

“no” &IV RFORETICOFBIECLD. COBEREIFM TSN IICBNET

(config)# ipvé ?
mld Multicasat Listener Discovery
route Configure static routes

1) ipv6 mld [host-proxy | snooping | ssm-range | unknown-flooding ]

IPV6 DRI FFv A MERERELET,

2) 1ipv6 route X:X:X:X::X/<0-128>
IPv6 THE L) — MESRERELET,

ﬂ
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20. lacp YV F
R— M ETEMELTLVS LACP 7OMILESRFELET,

“no" &IV FORTICOIBEICED., COMRER M RN I(CBNET

(config)# lacp ?
system-priority System priority
(config) # lacp system-priority ?
<1-65535> Priority value, lower means higher priority

* Lacp system-priority <1-65535>
LACP JOMINDTIAAUT1ERELET

21. line YV F
AEOEERI-IFIEENEREELET,

“no” &IV RFOREIICOFHIECLD, COBEREIIM TSN IICBNET

(config)# line 2

<0~16> List of line numbers
console Console terminal line
vty Virtual terminal

1) line v<0~16>
BELEBEESDI—IFIERELET,
"line 0" IVY—Ilik— MERREDI—IFILERELET,
"linel~16": telnet FEMHEFDI—IFIERELET,

2) line console

AVY=bR— Mo LIS B0 -IHVEEEZRELET .

3) line vty <0~15>
telnet G OI—-IFIEEDZEEZLET,
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22.Ildp AYVE
R—MO LLDP #4855 LET .

“no” #IV Y FORIICDFBCEICLD ., COMEREIT | I(CRDET,

(config)# 1ldp ?

holdtime Sets LLDP hold time (The neighbor switch will
discarded the LLDP information after "hold time"
multiplied with "timer" seconds )

reinit LLDP tx reinitialization delay in seconds.

timer Sets LLDP TX interval (The time between each LLDP
frame transmitted in seconds)

transmission-delay Sets LLDP transmision-delay. LLDP transmission
delay(the amount of time that the transmission of
LLDP Fram es will delayed after LLDP configuration
has changed) in seconds.)

1) 1lldp holdtime <2-10>
LLDP =)L R34 LER BRI TR ELET,
COEEE#ZBET3L, LLDP (EHRIIMEINET,

2) 1lldp reinit <1-10>
LLDP M2 {ERFDEIESS LEM B TRELET,

3) 1lldp timer <5-32768>
LLDP % {EMIfmzf B CERELET,

4) 1ldp transmission-delay <1-8192>
LLDP NEE BT BATRELET

23. logging AYV F
ABOOTHEEERELET COREEIANICTIE. REOJTEEHICLET,

“no” &IV RORETICOFBIECLD, COBEREIFM TSN IICBNET

(config)# logging ?

host host
level level
on Enable syslog server

1) logging host logging host <hostname>
log Y—NDFAM VB ZHRELET,

2) logging level { error | info | warning }
Syslog #—1\NEEETHOTDLAINERELET
- error  : I5-EEELET,
- Info : 1EHR.EE, I5-EEELET,
- Warning : 2&£BLUI5-2£ELET,

3) logging on
syslog Y= N\EBHICLET,

ﬂ
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24. loop—protect AYY K
AHEAERTOIN—THRMBEEDE R/ E., Dy MYVEBERBEVIL-T707D03070— LOZEERREDERE
#LET,

“no" &IV RFOREIICOFBIECLD. COBEREIIT RN IICBNET

GER): —THRised, R—FECRENDETT,
“(config-if)#” [CTERE LTS,

(config)# loop-protect ?

shutdown-time Loop protection shutdown time interval
transmit-time Loop protection transmit time interval
<cr>

1) loop-protect shutdown-time <0-604800>
=T RHEFTR— MY vy MDY SN R ZRELET .
BMBER. T0~604800 #(7 ) 1. TOIDIE(F . R— MIEGIRE (ROT )M AN EEENT D
FTORE) & RLET

2) loop-protect transmit-time <1-10>
ER—rOI—TTOTIY3VDIL— LOEERRERELET
COBZED XS, EEMRERL. EHBERN1~10 #1TT,

25. mac AYVF

AHEEKD MAC 7RV ADZ B HAEERTELET,
“no” EV Y FORIICOIFBZEICLD ., COMEREIIT 8|S J(CRNFET,

(config) # mac address-table ?
aging-time Mac address aging time
static Static MAC address

1) mac address-table aging-time<0,10-1000000>
AEEOI—-I T84 LEkELET,
BHGEF E4L)IEM0,10~1000000 #1TT,
"0t AN UEZ AR, RO MAC 7 RLAT—I VT ZEMELBNET,

2) mac address-table static <mac_addr> vlan <vlan id> interface
<port type list>
37499 MAC 7 FL A%, $85E LiziR— b VLAN ID (CEIDHTET,
285495 MAC 7 ELADI— YT 77 M T E A,
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26. monitor YV F
Him NI TR B T SIORI A A b E A — OB EFVET,

“no” #IV Y FORIICDFBCEICLD., COMEREIT &S I(CRDET,

(config) # monitor ?

Destination The destination port. That is the port that trafficed
should be mirrored to.
source The source port(s) That is the ports to be mirrored

to the destination port.

1) monitor Destination interface

K MO S DT~ FOREETET,

2) monitor source interface

R DI TR DA E TR~ MR ELET

27. mvr YV F
R— PO MVR BEEZ R ELET

“no” EY Y FORIICDIFBZEICLD., COEREIIT S J(CDFET,

(config) # mvr ?

name MVR multicast name
vlan MVR multicast vlan
<cr>

(config) # mvr vlan ?
<vlan list> MVR multicast VLAN list

1) mvr name <MvrName : wordlé6>

MVR Y FFv AP ERELET .

2) mvr vlan <vlan list>
&% L VLAN ID TOH MVR

REETVES,
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28.no OYVF
HERER LT BN R EEETIGREECRLET,

“no" &IV FORETICOIBEICED ., COMREIRXM RN I(CBNET

(config)# no ?

aaa Authentication, Authorization and Accounting

access Access management

access-list Access list

aggregation Aggregation mode

banner Define a login banner

clock Configure time-of-day clock

dotlx IEEE Standard for port-based Network Access
Control

enable Modify enable password parameters

gvrp Enable GVRP feature

hostname Set system's network name

interface Select an interface to configure

ip Internet Protocol

ipmc IPv4/IPv6 multicast configuration

ipv6 IPv6 configuration commands

lacp LACP settings

11ldp LLDP configurations.

logging Syslog

loop-protect Loop protection configuration

mac MAC table entries/configuration
mac-auth-username

monitor Set monitor configuration.

mvr Multicast VLAN Registration configuration

ntp Configure NTP

port-security Enable/disable port security globally.

privilege Command privilege parameters

qos Quality of Service

radius-server Configure RADIUS

rmon Remote Monitoring

sflow Statistics flow.

snmp-server Enable SNMP server

spanning-tree STP Bridge

switch Config commands for the switches in the stack

tacacs-server Configure TACACS+

username Establish User Name Authentication

vlan Vlan commands

voice Voice appliance attributes

web Web
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29. ntp YV K
AN NTP 7OFIVERELET,

“no” EIV Y FORIICDFBCEICLD ., COMEREIT &S I(CRDET,

(config) # ntp ?
server Configure NTP server
<cr>

* ntp server <1-5> ip-address <hostname> <ipv4 ucast> <ipv6_ ucast>
NTP Z7ORILOFYFI=D84 LG—10 IP 7 FLAERELET .
B4 LY —NFRK 5 2FTHR—FSNTNET,

30. port-security YV F
2 9F&ERDR— b1 T1 2R ELET,

“no” &IV FORIICDIFBIEICLD. COMRELI TSN I(CNET,

(config) # port-security ?
aging Enable/disable port security aging.
<cr>

* port-security aging time <10-10000000>
K= MeF2UT1OI-I VT LERFELET,

ﬂ
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31. privilege YV F

ryRI-DEBRE (BEERMITLAL)F, EOFELAVEDITY PR INEREICRET SN TEE
T o HRECEICIFEL ANV ELEETHEN AT RETT (1~15 LAILET),

“no” &NV RFOREIICOFHIECLD. COBEREIIT ERN IICBNET

(config)# privilege ?

config-vlan VLAN Configuration Mode
configure Global configuration mode
dhcp-pool DHCP Pool Configuration Mode
exec Exec mode

if-vlan VLAN Interface Mode
interface Port List Interface Mode
ipmc-profile IPMC Profile Mode

line Line configuration mode
rfc2544-profile RFC2544 Profile Mode
snmps-host SNMP Server Host Mode
stp-aggr STP Aggregation Mode

1) privilege config-vlan level <0-15> <cmd>

VLAN REE— FOFELAIERELET,

2) privilege configure level <0-15> <cmd>

50— config E— FO4FHEL A EZRTELET,

3) privilege dhcp-pool level <0-15> <cmd>
DHCP -l R EE— FORFEL NI ERELET

4) privilege exec level <0-15> <cmd>

EXRIVVRE-FOHELAIERELET,

5) privilege if-vlan level <0-15> <cmd>
VLAN 1 V5371—2AE— ROFHEL NIV ERELET .

6) privilege interface level <0-15> <cmd>

R— MM UBTI—AE— FOSFELANILERELET,

7) privilege ipmc-profile level <0-15> <cmd>

IPMC 70774V E— FOEHELAIVERTELET,

8) privilege line level <0-15> <cmd>
Line 5XET— FOFFHELAINERELET

9) privilege rfc2544-profile level <0-15> <cmd>
RFC2544 JO774 IV E— FOFHEL NIV ERELET .

10) privilege snmps-host level <0-15> <cmd>
SNMP H# =)k A ME— FOFFHEL AV ERELET .

11) privilege stp-aggr level <0-15> <cmd>
STP 7JU5S—YavE— FORHEL AL ERELET,
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32. gos JIV K
YATLOD QoS HREERTELET,
Port-based QoS R (. “(config-iD#" DT DR— MEEE— FTHRELET,

“no” EIVY Y FORIICDFBEICLD ., COMEREI &S I(CRDFET,

(config)# gos ?
map Global QoS Map/Table
gce QoS Control Entry
wred Weighted Random Early Discard

1) gos map [cos-dscp | dscp-classify | dscp-cos | dscp-egress-translation
| dscp-ingress-translation]

AHD QoS VYT DEHRERELET .

2) qgos gce [<Id : 1-4096> | refresh | update ]
AHED QoS M QCE 1E#HEHELEY .

3) gos wred queue <Queue : 0~5>

AHD QoS DF1—-CEDHREETVET,

33. radius—server YV F
RADIUS PR — %R E LET , RADIUS R —\E &R K 5 2FTHR—FLTVET,

“no” &IV RFOREIICOFHIECLD, COBEREII RN IICBNET

(config) # radius-server ?

attribute

deadtime Time to stop using a RADIUS server that doesn't respond
host Specify a RADIUS server

key Set RADIUS encryption key

retransmit Specify the number of retries to active server
timeout Time to wait for a RADIUS server to reply

1) radius-server attribute [32 <id> | 4 <ipv4> | 95 <ipvé6> ]
Y% RADIUS —/\MD NAS 3 AIF. IP 7 RLA(IPv4/IPV6) &ER ELET

2) radius-server deadtime <1-1440>
RADIUS H=N\DTY A4 L(1~1440 BAL:#)ERELET, TYRIM LI, GIEIYDIA MOIG
LR U= NI LTHLWIIA MOEEEF BT R OBRTT,
TYRAALENLIENE REMEICERE T BE. COMBENBRICHBIETN, EROT— ) IWRESINT
WBIEEDHERELET,

3) radius-server host <HostName : wordl-255>

RADIUS F2iEH—NC IP 7 RLA(1~225 FTOE)EEN L TET,

4) radius-server key <line 1-63>

RADIUS FBiEH—NICV—DLy bF—(1~63)5EIN Y TET,

5) radius-server retransmit <1-1000>

RADIUS 23—/ \ANB# T 3[E$(1~1000 EFTHE)EZELET,

6) radius-server timeout <1-1000>
KIELTLWBY—NEEELET,
B4 L7 M OIE. T1~10001FDETT , 34 L7 MIH— 1\ oDEE DR K FHEFFRE T,
-----------------------------lIIIII'gIIIIII
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Y=\ 1 LIL—LRICHELBMEE, TKRIE 1A BLT, ROBEHBY - NCREETVET

(FTRETSIZE) o
34. rmon JYVF

AHED RMON #REEERE LET . RMON IV =T8T IV —T 1R EHEER). TIb—T 2BE). TIb—T 3(P5— L.
T=T IARYMISENENT DN TVET

RMON YL —7%&%ZFET3ICIE, UTOIIY FEFERLET,

“no”" &Y RFOREIICOFHIEICLD. COBEREIIM RN IICBNET

(config)# rmon ?
alarm

Configure an RMON alarm
event

Configure an RMON event

1) rmon alarm <1-65535> { 1fInOctets | ifInUcastPkts | ifInNUcastPkts |
ifInDiscards | ifInErrors | ifInUnknownProtos | ifOutOctets |
ifOutUcastPkts | ifOutNUcastPkts | ifOutDiscards | ifOutErrors } <uint>
<1-2147483647> { absolute | delta } rising-threshold
<-2147483648-2147483647> [ <0-65535> ] falling-threshold
<-2147483648-2147483647>

[ <0-65535> 1 { [ rising | falling | both ] }
RMON 75— L%&%®/ELET, 75— LIV M ID (&, [1~65535 D& F TR E A HETT

(1) rmon alarm x sample-type [absolute | delta]
RAMECLLER LT, BIRUVEZEHOY VTV TLEOEE AEERRLET,
“X"[310~65535 ¥ JOFERNDIY M)D index [CHNFET,
BUTNDRATEUTOEBNTT,

- absolute : YVTIEEEZEAFLET,
- delta : HUTLHEOEREZEHLET,
(2)

rmon alarm x startup-alarm [falling | rising | both]
RHECLEER LT BIRUVEE RO VTV TEBEOR L 5 iEERIRLET , Index [, M1~65535 F
OEERNDIY FTT,

HUTNDRA TR LT OESNTY,

- falling : H¥FOEH falling threshold (SEEE MR L. 75— LEHULET,
- rising : WHDIEH rising threshold B2 B &E, 75— LEHLET,
* both

: XP)DOIEN falling threshold (7R MEE . £ rising threshold B AIHE
(i?ﬁ‘bﬁ'ﬂj bij—o

2) rmon event <1-65535> [ log ] [ trap <wordl127>] { [ description<1linel27>1] }
RMON ARV MEEEELETS

* event
* log
= trap

ARV D ID & 1~65535 DEETHEELET
D ARV MOATT=TIUITY NUDMER SN ET

SNMP Fow7HN 1 DFRBBEHOEEAT—VaVILE ESNET,
+ description: COAAY ;&ERBATZIAY MRIEELE T, (88 :0~127 X5F)
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35. sflow IV F

A1 9F D sFlow ALDADFZREDEZR) VT /EEEITIENTEET, HiR—FLTWBRILDAG 1 HOHTT,
CC T3, sFlow IUDAZEIC, sFlow I=Y1V M) IP B4, sFlow ILDADIP 7 RL A, iR— BB &R EARET
ER

“no” &IV ROREIICOFBIECLD, COBEREIIM TSN IICBNET

(config) # sflow ?

agent-ip The agent IP address used as agent-address in
UDP datagrams. Defaults to IPv4 loopback
address.

collector-address Collector address

collector-port Collector UDP port

max-datagram-size Maximum datagram size.

timeout Receiver timeout measured in seconds. The

switch decrements the timeout once per second,
and as long as it is non-zero, the receiver

receives samples. Once the timeout reaches 0,
the receiver and all its configuration is reset
to defaults.

1) sflow agent-ip { ipv4 <ipv4 addr> | ipvé6 <ipv6 addr> }
sFlow LDACZEIC, sFlow I—-J1V MO IP 7 RLAZERELEY,

2) sflow collector-address|[ receiver <rcvr idx list> ] [ <ipv4 var> | <
ipv6 var> | <domain name> ]

sFlow JLDACZEIC, sFlow ILYAD IP 7 RLARRFELET . IPv4 BLU IPV6 7 L AN R—F&
nTunEy,

3) sflow collector-port <Collector Port : 1-65535>
sFlow JLDACEIC, sFlow ALYADR— ESERELET . HRLR—MES(M1~65535]T
7

4) sflow max-datagram-size <DatagramSize : 200-1468>

sFlow JLDAZEIZ, sFlow ILDADT =AY A XD ERERE LET, SR E R se B EEEDEE
r200-14681TCY,

5) sflow timeout [ receiver <rcvr idx list> ] <timeout>
sFlow JLDACEIC, sFlow ILDRDAA L7 beRELET
BUTIVTEATIETOERDOBETT . B LT7I T BE. T4V MREEICRDET

sFlow BEE(S . R— MR TI BRI IELNET , 20MthDR— O sFlow F25E(F “(config-ifj#"E— K
(“interface ethernet x/y"I3Y B)TITVET,
FEICOULVTIE, “sflow” IV FES B LTS,

ﬂ
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36. snmp-server YV F
AN SNMP HREERERICAVET,

“no”" &IV FDRICDOFBECLD., CORETERNIICHNETS,

(config) # snmp-server ?

access access configuration

community Set the SNMP community

contact Set the SNMP server's contact string
engine-id Set SNMP engine ID

host Set SNMP host's configurations
location Set the SNMP server's location string
security-to-group security-to-group configuration

trap Set trap's configurations

user Set the SNMPv3 user's configurations
version Set the SNMP server's version

view MIB view configuration

<cr>

snmp-server access <GroupName : word32>

SNMPVv3 TO7HEADEZEETVET,

snmp-server community [v2c <wordl27> | v3 <wordl27> ]

SNMP 7O RIADTHEAEHRI T RN 1=TA7HEANF S EHELET

snmp-server contact <line255>

HLERR(REERSTROERL) BEEHRELET.

snmp-server engine-id local <wordl0-32>
SNMP #=)\DIV IV ID &ERELET,

snmp-server host <word32>

SNMP H—/\DiRA FDEREEITIVET,

snmp-server location <line255>

AEOFRESFEHRELET .

CERR] THFANXFINCEAR-2EEHBUTIS Y, FlE AR-2E5 I AF CEAE T A
AFUTLEEL,

snmp-server security-to-group model { vl | v2c | v3 } name <word32> group
<word32>
# L1\ SNMP (Simple Management Protocol) /)L —7&#l& SNMP 1—4H% SNMP Ea1—(c3v/
33T ERELET,
« v1:EF1UF EFIVE SNMP N—Y3y 1ICRELET,
« v2c:tFa1)T1ETIVE SNMP N—Y3Y 2¢ ICERELET,
« v3:EFa1UF EFIVE SNMP N—Y3y 3 ICRELET,

snmp-server trap
SNMP $—=1\D by T 2R FELEYT , BEECEKBUIIZ AT M AN SNMP M5y T2 £ ETER L
(CLET

snmp-server user <word32> engine-id <wordl0-32> [ { md5 <word8-32> |
sha <word8-40> } [ priv { des | aes } <word8-32> ] ]

SNMPV3 1-H 0% EELET,
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« auth-md5 /Y27 — F:HMAC-MD5-96 FESE LA ETRUET , #22 FH(0 DES F—DEREFE £ DT
HONAT—EEA D ULTEEN, (55 :8~32 3XF)

- auth—sha /SAD— F:HMAC-SHA-96 EREE LA ETRUET, #23 O DES F— DT A D=
HONAT—EEA DI ULTEES, (85F :8~40 3XF)

10) snmp-server version { vl | v2c | v3 }

SNMP ON\—YaVERIRLET,
SNMP N—=3300AFavld. SNMP v1, SNMP v2c, SNMP v3 T%,

11) snmp-server view <word32> <word255> { include | exclude }
SNMP (Simple Network Management Protocol) H—/\ Ea— IV MNOERFEEEHRETVE
ER
- view(E1—R): ERFLEEHFINIE1-LI-FOINIEEELET . 4RIlELI- FOSRICE
FAEhEY, (& 1~30 X5F)
- included :1EELEE1I-DEENEENTVSLERLET,
- excluded $EEULLE1-DREBAEENTWVENIEZRLET,

37. spanning-tree YV F
AEEOZNZVTIW-TOrINERELET,

“no” &NV RFOREIICOFBIECLD. COBEREIIT ERN IICBNET

(config) # spanning-tree ?

aggregation Aggregation mode

edge Edge ports

mode STP protocol mode

mst STP bridge instance
recovery The error recovery timeout
transmit BPDUs to transmit

1) spanning-tree aggregation

ANZVTI-DPT I - REERELET .

“spanning—tree aggregation”& A FAL T Enter” ¥—&#H 7. L TOEENR RTINS,
FNENFRTEEITO WS,

(config-stp-aggr) # ?

do To run exec commands in config mode

end Go back to EXEC mode

exit Exit from current mode

help Description of the interactive help system
no Negate a command or set its defaults

spanning-tree Spanning Tree protocol

2) spanning-tree edge [ bpdu-filter | bpdu-guard ]
IvIiR— b ETEMCT IHEETERLET
* bpdu-guard: IyYik—Fr0) BPDU —FEHZICLET,
* bpdu-filter: TyYiR—+0) BPDU Z4L3EEHICLET,

3) spanning-tree mode [ mstp | rstp | stp ]
ANV -DARL—avE— F(MSTP, RSTP, STP) ##IRULET,
+ stp: A2V WY— FORIV(STP) EEHICLETS,
< rstp (SEYR 22U 9Y— ORIV (RSTP) EEHICLET,
- mstp IVFTIL AIZVH Y- FORIL(MSTP) 2ERICLET,

ﬂ
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L

[#RER]:MSTP = kT, TII AT NI AN RSTP 2 AL TLVBIHEIC RSTP #FAL.
BT N AN STP #FERA LTS5 & STP 2FERALET,
RSTP £—RFTIE. BET )M AN STP &FEHLTWRIBE. T/ AL STP #EALET,

4) spanning-tree mst [<Instance : 0-7> | forward-time <4-30> | max-age <6-40>
| max-hops <6-40> | name <word32> revision <0-65535> ]

DIAT LD MSTP DR ERMRERELET

GEER): MSTYU=JavOFATOT /M A&, VLAN yEVY | REVE VIV E S HLPIE VY
AN RIUTHEILENHNET,
5) spanning-tree recovery interval <30-86400>
IvIR—rOIF=YANIDRA LTI M ERELET
ChIE. error-disabled KEEDR— MBI 2 FTORFFTY,

6) spanning-tree transmit hold-count <1-10>

1 FRFICEE T3 BPDU JL—LEERTELET,
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38. switch JYVF
CCTE A1 F DAY RER R ELET
ARG T AR EIRRPLIN—TA VT EREEEAIVINDE A/ YF CEH /LR MIEMICIIEHDA
19FH 1 BEORBHBAIYFELTEMELET (AAVDADE AV FCEICR EEITODLENHIFER. )
B—0OY TRy RTO—FFv AR RANNCHBR AV FERK 16 BFTCEETRETT,

“no” &IV RFOREIICOFBIECLD. COBEREIIM RN IICBNET

(config) # switch ?
stack Stack configuration
(config)# switch stack ?
<1l-16> Switch ID
disable disable stacking
enable enable stacking
interface Configure stacking interface
priority Configure master election priority
swap Swap switch ID

switch stack [<1-16> | disable | enable | interface | priority | swap ]

ABYDDFMREETVET

1) switch stack <1-16> mac <mac-address>
AM1YF ID (1-16 OFETIEE )L mac 7 RLAZERELET,
COIRY FIRAIYOMERE BN BFEER E TEE B,

2) switch stack disable
AAYDEREE BIILET,

3) switch stack enable

ARy HREERMICLET,

4) switch stack interface 10GigabitEthernet [ x/1,2 | x/1,3 | x/1,4 |
x/2,3 | x/2,4 | x/3,4 ]
ABYDICfE AT %R— & 10Gigabitd ik— bDFN S 2 R— FOEAENBTHRELET,
"X": 219F ID BANET,

5) switch stack priority [ <1-16>| local ] <1-4>
ARYHIAR—BH DD T4 A T1—1E(1-4 DEFE TIEE) % ID(1-16)F (3 local #EE LT
HELET,

T ) T4 — BN —F/NSVEBRNARYII AR —EBNET,
COIRY R, ARV BEENBFEER ETEE B,

6) switch stack swap [<1-16> <1-16>]
BELE2AMYTF ID ZRIDAMYF ID ALERLET,
COIRV IR ARYOHERE BN B LR E TEE B,

ﬁ
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39. tacacs—server AYY K
TACACS+EEEIH—N&ERELET(RK 5 2F7T),

“no” &IV FDRICDFBECLD, COREIERNIICHNETS,

(config) # tacacs-server ?

deadtime Time to stop using a TACACS+ server that doesn't respond
host Specify a TACACS+ server

key Set TACACS+ encryption key

timeout Time to wait for a TACACS+ server to reply

tacacs-server deadtime <1-1440>
& LB TACACS+HY—\DFE AEE LT 2ETORRE(TY FM L) ERTE LET (&EF : 1~1440
BRI #),
TYRR LI, BIEYDI A MODISEICE B LS — N LTHLWWOI A MDEEETETTHHE0
FETT . CNICED, T—NDME LK REICHDEHIBTL. BIEZHELET,

CERLTYREALETOI LN REVMEICRE T HE. COMBENARCBNETH, BROY—/\H
RESNTVISEDHHEELET .

tacacs-server host{ <wordl-255> | <ipv4 ucast> | <ipv6 ucast> } [ port
<0-65535> ] [ timeout <1-1000> ] [ key <linel-63> ]

TACACS+H—N\EEELET,

tacacs-server key <linel-63>
TACACS+DRESF—&RTELET (FFH: 1~63XF),
F—XFH: T AETACACS+H— DD TR TOTACACSHBIEDRII S LU S 1L+ — %15
ELET, COF—(F. TACACS+T—EV THEASNTLIESLIC—BH LTI B ELH
nEY,

tacacs-server timeout <1-1000>
B4 L7 FO{E (1~1000) M OFETT , 84 L77 MEIH— b DS B DR K FFHERFITT,
=134 LIL— LA ELVEMEE [ ARLELTWSEA B LT, ROFHLGY—NADREEE
TOWET (TRERHE)
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40. username YV F
FR1I-YOERETVET,

“no” #IV Y FDRIICDFBCEICLD ., COMEREIT &S I(CRDET,

(config) # username °?
<Username : word31>

User name allows letters, numbers and underscores

username <word31> privilege <0-15> password [ encrypted <word4-44> | none
| unencrypted <line31>]

FR1I-Y01-Y4- A0 F-EROBREEITVET,
T4 RRETE ENENDTIEALAILLTFOESNTT,

1. BEEARTLAIN (LA 15) TRTOHEBECT DL ARIBETHD, T/ A ADTATEEEAIETT,
2. BEI-YREFLAVIANAAYTFTIAERUNDAT-IABLURERNBTER TN, B E
EERELNTHENAIRETT,

3. FARAFLAXIKLAW 5), KEDAT-AABLVRERNBRERTI H_EDHETRETT o

COIRY FOERAEZDFMICONTIE, TI-YDT7ILALNIDERTE FHE 1S RU TS,

41. vlan AYVF
VLAN R EZITVET,

“no” &NV RFOREIICOFHIECLD, COBEREIIT RN IICBNET

(config)# vlan ?

<Vlan_list> ISL VLAN IDs 1~4095
ethertype Ether type for Custom S-ports
protocol Protocol-based VLAN commands

1) vlan <1-4095>
VLAN ID %35 LE T (86 : 1~4095),

2) vlan ethertype s-custom-port <0x0600-Oxffff>
Custom S-ports O ethertype #%E LET,

3) vlan protocol { { eth2 { <etype> | arp | ip | ipx | at } } | { snap { <oui>
| rfc-1042 | snap-8021h } <pid> } | { llc <dsap> <ssap> } } group <grp_ id>

FORINAR—A VLAN DIEBRERTELET,

VLAN OERE(L. VLAN config E— FTTL\ET,
BHMICONTIE. 124 VLAN BRFEIYIV R IESBLTESL,

ﬂ
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42. voice YV K
Voice VLAN BEEEERTELET, Voice VLAN BEAEICEN. IP Phone M5 71D D& H . VLAN (GXE Al el
FS49DDT AT T4EED)AD M5 T719DEBBICEIN LS TET,

“no”" &NV RFOREIICOIBIEICLD. COBEREIIT RN IICBNET

(config) # voice ?

vlan Vlan for voice traffic
(config)# voice vlan ?

aging-time Set secure learning aging time

class Set traffic class

oui OUI configuration

vid Set VLAN ID

voice vlan [ aging-time <10-10000000> | class <0-7> | oui <oui (1line32)>
| vlan < 1-4095> ]
Voice VLAN #REZRE LET,

(1) voice wvlan aging-time <10-10000000>
Voice VLAN secure learning DI—Y V084 LR ELET,
X E AT RETS ERBA(EM 10~100000001#TY , EF1T/4E—F. FLZBEERHE— RHTHEZ)
BSECERALET., ZNUNDIZER. N\—FDI70I- IV T84 LICENERBDET,
EBROI—-I VT84 LiE[age_time; 2 * age_time]TT,

(2) Voice wvlan class <0-7>
Voice VLAN F5249DDD5 AR E LET (8 FH : 0-7),
Voice VLAN ED F5749DI3TARTIOHSAICEASNET

(3) voice vlan oui <OUI value> description <line32>

OUl {BERLUZMNERBAX (32 XFELUR)ERELET,

(4) Voice wvlan vid < 1-4095>
Voice VLAN @ VLAN ID 5% %E L%,
VLAN ID OfE(Z, 11~4095]T7,

43. web JYV K
WEBEEEEICHIZ1—FOPIEALANDBZEETVET,

“no” &V ROREIICDIFBHIEICLN, COMBEILT RN IICBNET

(config)# web ?
privilege Web privilege

(config) # web privilege group <cword> level { [ cro <0-15>1] [ crw <0-15> ]
[ sro <0-15> ] [ srw <0-15> 1 }

TROLAIVERELET,
<cword> : WEB DEBETIN-T2HRELET,
cro : ConfigurationRead-only <0-15>
crw  : Configuration/Execute Read/write <0-15>
sro : Status/Statistics Read-only <0-15>
srw  : Status/Statistics Read/write <0-15>
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1.2.3 41V371—AKRFEIYVF

h— FOREBER LU VLAN J)L —THEED R E#1TOICIE. config T— FIZT interface” VY FEFALET,
config B— FD“(configl#” FOV T MR T, "interface 2’ A ALET,

(config) # interface ?

* All switches or All ports

GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port
vlan VLAN interface configurations

1) interface *

FRTOAVF. HIWNIR— MBERSNET

2) interface GigabitEthernet x/y
1~24 DFHEY M —BRIID" A1 9F ID xIh—F Yy DR EEITVET,
xly D¥&TE A i%($ interface GigabitEthernet 1/5°(3, A4 F ID1 Mik— b 5.,
“interface GigabitEthernet 1/5. 6. 10-15" (A4 vF ID1 DiR—F 5, 6, 10, 11, 12, 13, 14, 150
BREETVNET, X Z0IYVRICLD, “(config)#” hin“(config-ifi#” 7OV T MIFITLET,

EMICOLVTIE, RIEM1.2.3.1 48712 config YV RIS B LTESL,

3) interface 10GigabitEthernet x/y
25~28 M 10 FHEY M =PRI D" A1 YF ID x/iR—bF y'DFEETVET,
¥ COAIYRICED. “(config)y#” i o (config-if)#” 7OV T MC#BITLET,

BHMICOWVTIE, ARIBN1.2.3.1 1871 A config ATV F1ESRBLTUZELY,

4) interface vlan x <1-4095>
VLAN Group x 41V371—A(COZmEN X"1&. VLAN ID) &R E LET
VLAN 1V371—=2AD IP 7 RLADEN HTEITIH S, COIYY FEFERAL TS,
¥ COARY RIZED. “(config#” i b “(config-if-vian)#" FOV T MIF4TLET,

[EER):
—A289% VLAN ORI vian”d9Y RICTITVET,
SEMBICOULVTIE, T1.2.4 VLAN BREIVV R I#SBLTEEL,
interface vlan “x"J3Y RIC&LD. VLAN 4 UBII—ADHRENTELT,
BIZIE. VLAN A1VR71—2A0 IP 7 RLADEN HTIE, 2OV RTERE LTEEL,

(config) # interface vlan 1
(config-if-vlan)# ip address 192.168.11.198 255.255.255.0
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1.2.3.1 1871—2A config DYV F

AR TI—2A config B— FOERFZTEE— RIE., “(configt” SOV T PRRSNFET,
h—PDREETIE S (L. config E— FT%interface GigabitEthernet x/y "IV FEFERALTCREEITVET,
"X ICIF A FIDI, "y ICFR— FREHRENEFNADET,

BIZIE. “interface GigabitEthernet 1/5” D&, ID" 1" DA/ YFDiR— 5" DR EETVET,

R—FERTEHEICE. LTORBSENBIET .

- interface GigabitEthernet x/y
“x": 249F ID
“" - NEE
AURT1—2A config YV FOFREIFAMYF ID X" DiR— Ny [COHEREINET,

* interface GigabitEthernet x/y,z...
“X”:Z'f“}i‘: D
“YHELU " R EE
AUBTI—2A config IV FDEREIF A/ YF ID X" OR—F"y", 2" [SEASNET,
BIZI1E ., “interface GigabitEthernet 1/2.4” MIFEIZ. A1 YF ID“17M Port”2”, Port”4” ([CERAINET,

* interface GigabitEthernet x/y—z
“x": 24vF 1D
VBLV " R—- I EE
4871~ 2 config YV FORFE A1 YF ID"x"DiR— My~ " [CERAINET,
BIZ L, “interface GigabitEthernet 1/4-7"MIHF & (L. A4 YF ID"1"DiR— 4" 7" ([CEASNET,

(1) HIELT. “interface ethernet 1/5"E A DT BE, LTDLIICRRENET,

(config)# interface GigabitEthernet 1/5
(config-if) #

(config-if)# ?

access-list Access list

aggregation Create an aggregation

do To run exec commands in config mode

dotlx IEEE Standard for port-based Network Access Control
duplex Interface duplex

end Go back to EXEC mode

excessive-restart Restart backoff algorithm after 16 collisions
(No excessive-restart means discard frame after 16

collisions)
exit Exit from current mode
flowcontrol Traffic flow control
green-ethernet Green ethernet (Power reduction)
gvrp Enable GVRP on port(s)
help Description of the interactive help system
ip Internet Protocol
ipv6 IPv6 configuration commands
lacp Enable LACP on this interface
1ldp LLDP configurations.
loop-protect Loop protection configuration on port
mac MAC keyword
mtu Maximum transmission unit
mvr Multicast VLAN Registration configuration
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— I

name
no
port-security
pvlan

gos

rmon

sflow
shutdown
snmp-server
spanning-tree
speed

switchport

Port name

Negate a command or set its defaults
Enable/disable port security per interface.
Private VLAN

Quality of Service

Configure Remote Monitoring on an interface
Statistics flow.

Shutdown of the interface.

Set SNMP server's configurations

Spanning Tree protocol

Configures interface speed. If you use 10, 100, or
1000 keywords with the auto keyword the port will only
advertise the specified speeds.

Switching mode characteristics

1. access—list IV K
AV RE7OEAVANERETHIVY RTT,

“no” EIV Y FORIICDFBCEICLD., COMEREIIT &S I(CRDET,

(config-if)# access-list ?

action
logging

policy
port-state

rate-limiter
redirect
shutdown

Access list action

Logging frame information. Note: The logging feature
only works when the packet length is less than 1518
(without VLAN tags) and the System Log memory size and
logging rate is limited.

Policy

Re-enable shutdown port that was shutdown by
access-list module

Rate limiter

Redirect frame to specific port

Shutdown incoming port. The shutdown feature only works
when the packet length is less than 1518 (without VLAN
tags)

access-list action { permit |

deny }

ANAEHIC—BULIEE 0TI ABFEEE LET .

-deny Z{EELIZIZE

D TORAEEELET,

- permit ZEE LLIZE © PORAZRAILET,

access-list logging

AT EHRERELET .

OJ#EE., )STy ML ZXH 1518 REDIHE (VLAN 8515L) . h O VAT LAY DAY XE
Y L—rDHEIBSN TS EDHERHTT,

access-list policy <0-255>

PHEA)AMDRIY—%ERE LET (0-255 XFLA),

access-list port-state

TOEAUARDIR— MREEERELET

access-list rate-limiter <1-16>

POEAIADOL— MlREERELET

access-list redirect interface { <port type id> | <port type list> }

POEAIADIHA LI M URTII-2ERELETS .

ﬁ
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7) access-list shutdown

POEAIAD Dy MV ERFELES .

2. aggregation VYV F
POUT =3V DREETVET,

“no" &IV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

(config-if)# aggregation ?
group Create an aggregation group

aggregation group <uint>

WBEURITTIT =23V =T DAV N-ik— MR ELET,

3.do OYVF
4 VR871—2A config E— FCEARIYV FEETLET,

“no” EIV Y FORIICDFBEICLD., COMEREIT &S I(CRDFET,

(config-if)# do ?
LINE Exec Command

4. dotlx JYVF
iR— FCECRYMI=DPHE A0V MO— L REE R ELET,

“no” &IV RFOREIICOFHIECLD., COBEREIIT RN IICBNET

(config-if)# dotlx ?

guest-vlan Enables/disables guest VLAN

port-control Sets the port security state.

radius-qgos doEnables/disables per-port state of RADIUS-assigned
QoS.

radius-vlan Enables/disables per-port state of RADIUS-assigned
VLAN.

re-authenticate Refresh (restart) 802.1X authentication process.

1) dotlx guest-vlan
B AL VLAN ZE 3/ EHICLET
AV871-A L THERBSN TRV -YHT AL VLAN [E7DEATERLIICLET,

[(¥5): AR VLAN B'EZRFEH THEDBIGE . R—MEBESNTOELER—MIBBIMICT A
VLAN [ZIDA L. iR— MIEESNZET AR VLAN Hh BB LET . 5 A VLAN ADI AL
B RERTREICT BICIE. IR— FEST A VLAN OFERIAVIICLE TS,

2) dotlx port-control
K= FOEBKREOFBIHFIHEAZICLET,
- auto: AYATI—ATH 802.1x BRI EEMICLET ., T, R—bEDFA TV MED 802.1x BRFER
BCEINT, RRSNKBFEERBINTOE VKR EICR- BB IEET,
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- force-authorized: 41 V3 71—ATM 802.1x FRII&#EMICLET, T, BBIAEXM|ELT, KBk
KEFEFEBEINTOLBIKREICR— MERSEET, R—MI. D317V
FD 802.1x A—ADFRFEL LT, BED 71V DB EERZEELET,

» force-unauthorized : & FZEBEN TULVEIMREEICR— FMEBRESE, D17V MILBTATOEIIE

KREJ|FTHET, COMVATI-REN LETRTOPI L AEER LFE
E

TIMAE, SOV T1- AN LTI 7Y MEBE Y —EAR R TEEE
ho

3) dotlx radius-gos
RADIUS X &M QoS OFR— rIRREZ B EMICLET

4) dotlx radius-vlan
RADIUS 5ty VLAN O&ih— FOIREEEHF SIIEMICLET,
5)

dotlx re-authenticate

DT IOERHIBBRAERIICLET,

5. duplex YV F
h— RO duplex FBREEITVET,

“no” &NV RFOREIICOFBIECLD. COBEREIIT RN IICBNET

(config-if)# duplex ?

auto Auto negotiation of duplex mode
full Forced full duplex.
half

Forced half duplex.

* duplex { auto | full |half }

duplex # auto/full(£ Z ) /half(E ZF)DVTNMNIERELET,

[;X:2) duplex DEREHLNTEEZDIE. h—FHT10M R—FF=IET100M BEER—FIDBEDH T,
F1000M/10G R—hrIIF 2 ZEEE T,

6.end JIYVFE
EARITYVRE-RICREDET,

“no” &IV FOREIICOFBIECLD, COBEREIFMERN IICBNET

(config-if)# end ?
<cr>

7. excessive-restart YV F
JUIaVEERBICNYDAI7)I) A LEBHRUET,

“no”" &IV RFOREIICOFBIECLD. COBEREIIT RN IICBNET

(config-if) # excessive-restart ?
<cr>
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* excessive-restart

half duplex TR a0 OFETER 16 BIREULEE. \WWOAI7ITVXLE
B2AS— L CRAEEIL-LOBEZRELET,

8. exit AYVF
WITOARL—3 - FEE T L, TOE-RIRDET,

(config-if)# exit
(config) #

9. flowcontrol YV F
BEULEAVA71-A LO70—-HliHEE R/ BHICLET,

“no” EIV Y FORIICOFBEICLD., COMEREI &S I(CRDFET,

(config-if)# flowcontrol ?
off Disable flow control.
on Enable flow control.

(config-if)# flowcontrol { on | off }
700V bO—)LiREE A h(on) F(E SN (of)ICRELET,
10. gvrp IYVF
gvrpREE A SR ELET,
GVRP (GARP VLAN Registration Protocol) [&. VLAN 1§ % T\ AR CIail T 3NICR TN 2]
ZAETOMIILTT, GVRP 2EATRE. 1 20T ARRY FI—DICHBRTATO VLAN (CLHTFETHRE
SINET, F 2YRI-DEOMDTARTOT M AL, Thod VLAN EERICEEIELET,

“no” EV Y FORIICOIFBEICED., COMEREIIT 8|S J(CHNFET,

(config-if)# gvrp ?
<cr>

11. help ¥V R
help XY RICED . 3—3FILTO "7V FDFERA A ZRRRINET,

(config-if)# help ?
<cr>
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12.ip IIVEF

A8—2y 70O (arp/dhep/igmp/verify)E 5% E LET,

“no” #IV Y FORIICDFBCEICLD ., COMEREIT &S I(CRDFET,

(config-if)# ip ?
arp Address Resolution Protocol
dhcp
igmp Internet Group Management Protocol
verify verify command

Dynamic Host Configuration Protocol

1) ip arp inspection { check-vlan | logging | mode }
ARP V2R3V DR EETVET .

2) ip dhcp snooping trust
DHCP AX—EVH D FSA MR- MIERELET,

3) ip igmp snooping [filter <wordl6> | immediate-leave | max—-groups <1-10>
| mrouter ]
IGMP AX—EVTREEITVET .

4) ip verify source limit <0-2>

IPY—2H—FERELET,

13.ipv6 YV F
AURTI—2AD IPv6 DREELET,

“no" &IV RFOREIICOIHIECLD. COBEREIIT RN IICBNET

(config-if)# ipvé6 ?
mld Multicasat Listener Discovery

ipv6 mld snooping [ filter<wordl6> | immediate-leave
| mrouter | ]

| max-groups<1-10>
MLD(Multicast Listener Discovery) A2—E V&%

BRELET,
14. lacp YV F

fBER— T LACP #REEEMICLET,
COMBEICED, R— OB EEERELET

“no” &IV RFOREIICOFHIECLD, COEREII RN IICBNET

(config-if)# LACP 2
key Key of the LACP aggregation
role

Active / Passive

(speak if spoken to) role
<cr>

1) lacp key { <1-65535> | auto }

LACP Oih— MEE X —%[E E % T (1-65535 D& CHeE)Fh($ auto’ IR ELET
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2) lacp role { active | passive }
LACP ®O—)l % active”E/z(d"passive”|CERE LET

15. lldp VYV F
LLDPHREFERTELET,

“no” &IV ROREIICOFHIECLD, COBEREIIM RN IICBNET

(config-if)# 1ldp 2
cdp-aware Configures if the interface shall be CDP aware
(CDP discovery
information is added to the LLDP neighbor table)

receive Enable/Disable decoding of received LLDP frames.
tlv-select Which optional TLVs to transmit.
transmit Enable/Disabled transmision of LLDP frames.

1) 1ldp cdp-aware
CDP-Aware #EeZH %HCLET (CDP [£“Cisco Discovery Protocol’#gLEY)
“no lldp cdp-aware”JvY RICkD ., COMREREMICLET,
CDP ARL—Y3v(E2E Uiz CDP 7L—LDOT1— FIES L) ICHIBRN HIF T (AK#kh 5 CDP JL—
Li%{EIFTEEEA), CDP JL—LlE, R—FD LLDP KB SBIEEDHTI-T14VTENET,
CDP TLVs (& LLDP 24 N—T=J UK G T B 71—V RICIVEVT LG A OHT1— F(ES1E)E
Ny,
FNLSND TLVS [FITARTHEESNE T ERE A 6% CDP TLVs BLURBEE SNz CDP JL— L&
LLDP #EHERICIIR TSNEEA).

[EER):
FARTDHR— T CDP-Aware NNENRIGE . AT RIN—EENHLDZIEL CDP JL—LEERE
LF7T, —20ih— T CDP-Aware NE$IIGE . CDOP JL— LIIAMTHRIGLET,

2) 1lldp receive
LLDP #BENIL—LZEEHMIRELET .
3) 1ldp tlv-select { management-address | port-description |
system-capabilities | system-description | system-name }

BEE LIEIEIRER (TLV) ERR A YFR— b LLDP TEET3LIHRELET,

4) 1ldp transmit
LLDP #8EDIL— LEEEEMCHRELET,
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16. loop—protect YV K
K= DI —TTOTHaVREE B ICRELET,

“no” &IV ROREIICOFBIECLD. COEREII RN IICBNET

(config-if) # loop-protect ?

action Action if loop detected
tx-mode Actively generate PDUs
<cr>
1) loop-protect action { [ shutdown ] [ log ] }

IW—THRHEBRORE(R— DYy MOV FELEOTH D) ZRELET .
"loop-protect action log shutdown"%7z(&"loop-protect action shutdown log"& A 1 L1315
B, Yy MovENTH I ANREICENET .

2) loop-protect tx-mode
W=T70FD 308N PDU #EE B IR ELET,

17. mac JYYVF
MAC 7 FLADZEE HBEE B MR ELET,

“no” &IV RFOREIICOFHIECLD, COREREIIM RN IICBNET

(config-if) # mac ?
address-table MAC table configuration

* mac address-table learning secure

MAC 7 FLADFE e Z R ELET,

18. mtu JIVF
FYPI=DICBVTEE TR T -ANRKIER)\M MR THRELET,

“no” &NV RFOREIICOFHIECLD, COBEREIIN RN IICBNET

(config-if)# mtu ?
1518-10056 Maximum frame size in bytes.

* mtu <1518-10056>
MTU(Maximum Transmission Unit)&(d, BIEHHRBEN—ECEETESRATIEETRLE
T, MTU D{E%(1518-10056 DEEE THE )R ELET .

CEEC): MTU SR EVFERNRMICT AR FENTE, REMBEXEFEER LSERIIENTEE
I, HEFICLIBERBENMEVRE TR, EANSNMEINIS-BEICLEBENELT
BEDENTFEEDHIET .

ﬂ
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19. mvr JYVF

R—FD MVR #EEERELET,

“no” &IV ROFTICOFBIECLD. COBREIRM TSN IICBNET

(config-if) # mvr ?
immediate-leave Immediate leave configuration
name MVR multicast name
vlan MVR multicast vlan

1) mvr Immediate Leave

MVR QRN RIEREE A RNCRELET

2) mvr name <wordlé6> type { source | receiver }
mvr name <word16>(C%19% MVR iR— M4 F% source F7(3 receiver [CERELET

3) mvr vlan <vlan list> type { source | receiver }

vlan <vlan_list>[Cx 9% MVR h— M4 F&"source” 7z (3 "receiver’|C R E LET .

- receiver-port : MIAZER— b, MOVIFFr AT R0 EDHETIHEE. R—breLI—N
—h—hreULTERELET, IGMP/MLD Ayt—J%FTTIEICLD, ILFFrA
MIV=TOAVNICEZZBE SN, T-A0ZERITVEEA,

- source-port  : Y—AR—hFELTINFFr AT —HDEZEETI7VIIUOR— MR ELE
T, MAFEEREY—AR— MIERTELRTEF R,

[EE]): MVR Y—-2iRk— &, EEFA VLAN iR— MeEET I LR HERESNE R,

20. name YV F
R—brRERELET,

“no” &IV RORETICOFBIECLD, COBREIRM TSN IICBNET

(config-if) # name ?
<line32> Maximum length: 32

- name <line32>
h—FE% 32 XFLATHRELET,
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BEETEINCT DD, REBELIHREEICRLES,

(config-if)# no ?

access-list
aggregation
dotlx

duplex

excessive-restart

flowcontrol

green—-ethernet

gvrp

ip

ipv6

lacp

11ldp
loop-protect
mac

mtu

mnvr

name
port-security
pvlan

gos

rmon

sflow
shutdown
snmp-server
spanning-tree
speed
switchport

Access list

Aggregation keyword

IEEE Standard for port-based Network Access
Control

Set duplex to default.

Restart backoff algorithmafter 16 collisions
(No excessive-restart means discard frame
after 16 collisions)

Configure flow control.

Green ethernet (Power reduction)

Enable GVRP on port (s)

Internet Protocol

IPv6 configuration commands

Enable LACP on this interface

LLDP configurations.

Loop protection configuration on port

MAC keyword

Maximum transmission unit

Multicast VLAN Registration configuration
Port name

Enable/disable port security per interface.
Private VLAN

Quality of Service

Configure Remote Monitoring on an interface
Statistics flow.

Shutdown of the interface.

Set SNMP server's configurations
Enable/disable STP on this interface
Configure speed to default.

Switching mode characteristics

ﬂ
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22. port-security YV F
K= rEFIVT1EBMCEELET .

“no”" &IV FDRICDOIFBECLD., CORETERNIICHNETS,

(config-if)# port-security ?

maximum Miximum number of MAC addresses that can be learned on this
set of interfaces.

violation The action involved with exceeding the limit.

<cr>

1) port-security maximum [ <1-1024> ]

R—FCEETES MAC 7 FLARKE(1-1024 DFEETHEE) XK ELET .

2) port-security violation { none | trap | trap-shutdown | shutdown }
= MeFaUT1—ENER DRI (none/trap/trap-shutdown/shutdown N 5:&4R) &% E LET .

- none:  FBEHINTLS MAC 7 RLALN TR L TCERIE S, Wy NI ESNET,
EEL, EF1)FHERDFEEULEIHZEATE SNMP F597% Syslog Avt—JIEES
NBEEBL T BERAVVA-MEMTEELHVEE v, trunk R— MIZOE— R
BE CEF R,

- trap: FIVTHRERNBEELLGEIC, MYTEEELET,

- trap-shutdown: E¥1) 72 ROIFELLIZEIC. MyTEEFEL. R—FeIvyVIILET,

- shutdown : BHIN TS MAC 7 RLALSN T L TEIGE . R— NI errdisable £40,

Iy MIIVENET , e, SNMP F5y 7% Syslog Avt— bk {EShET,

23. pvlan JYVF
754 K-k VLAN 22 FELET,

“no” EV Y FORIICOIFBEICLD ., COMEREIIT 8|S J(CRNFET,

(config-if)# pvlan ?
isolation Port isolation

* pvlan isolation

iK—rEPA1YL—YavR— MIRELET,
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24. qos JYVE
QoS H#HEEERTELET,

“no” &IV ROREIICOFBIECLD. COEREII RN IICBNET

(config-if)# gos ?

cos
dpl
dscp-classify
dscp-remark
dscp-translate

Class of service configuration

Drop precedence level configuration
DSCP ingress classification

DSCP egress remarking

DSCP ingress translation

map QoS Map/Table configuration
policer Policer configuration

queue-shaper Queue shaper configuration

shaper Shaper configuration

storm Storm policer

tag-remark Tag remarking configuration

trust Trust configuration

Wrr Weighted round robin configuration

1) gos cos <0-7>
CoS MYSAfE(0-7 MEE THEE) BB ELET
R—FMEFESNTULVBIGE . R—FDT 74V b CoS fElE, R—FTRIETIATBLOI Ty bAGD
CoS ENEINATICHERASNET,

2) gos dpl <0-3>
ih— 0 DPL(Drop Precedence Level :0-3 Q& THEE) R ELET,

3) qgos dscp-classify { zero | selected | any }

R—F A 751 DSCP ¥EEDDF A% (T3&%E (zero/selected/any h'o1RIR)ERELET

4) gos dscp-remark { rewrite | remap }

A 71 DSCP 51 MéBEDFELE (rewrite/remap D 5:EIR)ERELET,

5) qgos dscp-translate
iR—hA 71 DSCP Z#tkrez BRI ELET

6) gos map cos-tag cos <0~7> dpl <0~1> pcp <0-7> dei <0-1>
= MEARTYI—-D#EED Map 0 CoS fE(T0~71THE3E). DPL fE(T0~11THEE). PCP E(T0
~7]TE%E). DEI {E(T0O~1] TIRE)&HELET,

7) gos policer <100-13200000>
=k ABRY Y v—0DL— ME(100-13200000 kbps DEF THEE) R ELET,

8) gos queue-shaper queue <0~7> <100-13200000>
<0~7>THELEF1—0H S Y1—)1—-0OL— ME(100-13200000 kbps DEFTHEE) &% E LE
ER

9) gos storm { unicast | broadcast | unknown } <100-13200000>
AR—=L3Y bA—)Li%RED T L — LFE Bl (unicast/broadcast/unknown HhmE1R)E
L— Mi&(100-13200000 kbps DEEFE THEE)EXELET

10) gos tag-remark { mapped | pcp <0-7> dei <0-1> }
R— M AT —-DHEEE Mapped E— RICRELET,
h— M AT —-DHERED PCP {E(0-7 THEE)L DEI fE(0-1 THERE) ERELET,

ﬂ
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11) gos trust dscp
DSCP #EEEH IR ELET .

12) gos wrr <1-100> <1-100> <1-100> <1-100> <1-100>
F1—-0FAfE(0~5 FT)D WRR {E%(1~100 DFEFH TRE)RELET

25. rmon JIVF
RMON HEBEDER EEITVET,

“no” &NV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

(config-if)# rmon ?

collection Configure Remote Monitoring Collection on

rmon collection history <1-65535> [ buckets <1-65535> ] [
<1-3600> ]Jrmon collection stats <1-65535>

RMON DEEBIREDHEEITVET,

interval

1) rmon collection history <1-65535> buckets <1-65535>
#Et0D RMON IREREI I —T(CHRE LNy MIERELET S
BELBIMGEE. T4 bOT501(C5NFET (856 : 1~65535),

2)

rmon collection history <1-65535> interval <1-3600>
RMON iR s FlFm%a% e L& (8EF : 1~3600 #),
T77)V FTld 1800 FCHRESNTLET .

3) rmon collection stats <1-65535>
RMON #EEHIFERINENREELET (#iFH:1~65535),

26. sflow JIYV K
sFlow JLDADFZREEITVET,

“no”" &IV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

m

(config-if)# sflow ?

counter-poll-interval The interval - in seconds - between counter poller

samples.
max-sampling-size Specifies the maximum number of bytes to transmit
per flow sample.
Specifies the statistical sampling rate. The
sample rate is specified as N to sample 1/Nth of
the packets n the monitored flows. There are no
restrictions on the value, but the switch will

adjust it to the closest possible sampling rate.

sampling-rate

1) sflow counter-poll-interval <1-3600>

DoVRR—)VF DY) REFRER B AL TR E LET(11~3600 7 IFTOIE).
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2) sflow max-sampling-size <14-200>
sFlow F=R(ZH VUV SNy Mol KT )N b IE—T 20 &R E LET (14~200 bytes
FTOE) AT YA IRAVE—D]R A A X ICWELBMEE . YTV TF—Rd R ESNE
ER

3) sflow sampling-rate <1-4294967295>
ISy MU0 ket EQY VTV T - MesRELET (WU T T - 1~4294967295 )
D YUTNL—FENEREL, R—FCEZEINL) Ty UNEB TENEREHLES .
YIVITUETRTOT-ANEHSNADIITRHNFE,
PR=-bSNTWBVIYTIVTL— MEBERSNES S, —FENI YTV T - MCBEBI#ICER
BLET,

27. shutdown YV F
h—rEIPY YV LET,

“no” &IV RFOREIICOFHIECLD. COBEREIIT RN IICBNET

(config-if)# shutdown ?
<cr>

28. snmp-server YV F
SNMP #—)\%%E LET,

“no” &IV RFOREIICOFHIECLD, COEREII RN IICBNET

(config-if)# snmp-server ?
host Set SNMP host's configurations

* snmp-server host <word32>

SNMP H—NDiRA M ZEERELET (32 XFLH)
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29. spanning-tree YV F
= rDANZUTY) - B R ELET,

“no”" &IV FOREIICOIBIECLD. COBEREIIT RN IICBNET

(config-if)# spanning-tree ?

auto-edge Auto detect edge status

bpdu-guard Enable/disable BPDU guard

edge Edge port

link-type Port link-type

mst STP bridge instance

restricted-role Port role is restricted (never root port)
restricted-tcn Restrict topology change notifications
<cr>

1) spanning-tree auto-edge
TUyIR— FCEBIMICIYIR— MR T2HEEE A RICLET, R— NC BPDU NR{FENTNE
IhERETHIENTRECHENET , “no spanning-tree autoedge“1vY RICEN, COMEBERERNI(C
LET,

2) spanning-tree bpdu-guard
iR— 0 BPDU Guard #EEEEMICLET . COMBENBEIHE(E. B3 BPDU 2257 5L
R— MIEIICHENET,
E#&OTVyIREICR LT, IYIR—FOAT—RARCOFRFEICIEFZELEE . TN,
error-disabled JKEEDR— M. RHRICTUYIR— FOIS—EIEDHREDRRELDINOTT,
“no spanning-tree bpduguard“IY Y RICED., COMBEZEMICLET

3) spanning-tree edge
IyIUR—CEMES 277V BB RICRELET (R— MR E b Sn 3L, FIEIKEE TR IV IiR—bT
E)ELET), "no spanning-tree edge-port“IYY RICED, COMRERESNICLET
IyIR—bI737F R— MITy VB [CERERINTOINEOINERT I TT (T YRR
NIV, 747—TAVTKRBICBTTIRER. ITyUR—PC BETYIHBMERINTNZEE)
DANMEOR— bEDEEBDETS,

4) spanning-tree link-type { point-to-point | shared | auto }

A= hOEER AR (TRAV M-IV b TRE L TEB IOV ZRELET .

5) spanning-tree mst <instance> cost { <cost> | auto } spanning-tree mst
<instance> port-priority <prio>

A= I)—0 MST(Multiple Spanning Tree)DEREZLET,

5-1) spanning-tree mst <instance> cost { < 1-200000000> | auto }
R—=FONNATAMEERELET, (1-200000000 7= ($ B Eh)auto [CERFE LB EE, NAIARME
BEITRESNET,

5-2) spanning-tree mst <instance> port-priority <0-240>

R—bDTFAA)T1ERELET , (0~240 £TOIE)

6) spanning-tree restricted-role
MSTP TOENMEERIRLET . COMBENBRIBIE AR, ANZVTV)-DTHA )T B IMEET
t. CIST, MSTI BEDIL— MR—beLTEIRT B LR TEE R A,
COIR— MV — FiRk— MEBIRSN RIS, KB R— PeLTEIRSNET
KRER-FERETRE, A VTV -0EEIMINSEEIHNET,
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FRTOTVyINEBREOHIETICHEVATEEMENHZDT, 2y MI-DEBECLNRYFI—DD
BBENOT VIR ANZIT I -0F 0747 MO - LB ES AL VLI EEITICENTE
7,

COMEREL, “I— M- REEENE T, “no spanning-tree restrictedrole“13Y RIZLD, COHEAE
EEMICLET,

7) spanning-tree restricted-tcn
MSTP @ TCN TOR— FOBIMEEFIBRLET .
CORBENADLIEER, RIEVEMOY-OZEREBMELUVEDMDR— MO MROY-DEEE
MEEELEBh, RESINDE, ANZVTVW-070T47 MROY-DERDH . S TEEULAE
BB — R IR T R E T HENHNFET
REER. 2V T-DORZBINCHE TV IBU— I3V RAT FLATZ9 I VTSRV, FEe,
FYRI=DOHRZEEICHZ TV IR EEENT 2B HIETICEVRIREMEN DS, YRR
SNTLS LAN UV REDSERICER TDZCTEHIC, 2UMI-DEBE([CI TRESNS
ER

30. speed YV F
R—POBEREEZRTELET,

“no”" &IV RFOREIICOIBIECLD. COBEREIIT RN IICBNET

(config-if) # speed ?
10 10Mbps
100 100Mbps
1000 1Gbps
10g 10Gbps
auto Auto negotiation

1) speed 10 :10M DEIEEEICHRELET,

2) speed 100 :100M OB EERE (LR ELET,

3) speed 1000 :1000M(1G)BIERE. E-EE— RISFRELET,
4) speed 10G  :10G DBERE. e ZEE—-FICEELET,

5) speed auto :auto—negotiation E— FICEREULET,

G5!
CDIYY RTIS duplex DFZRENTEEE A, 10M F2IE 100M EER— FD duplex FRETIHESE. A
VRIT—AHFEIIY EDI5. duplex I F1EHE>TERTE L TEELY,
136, 1000M/10G Dik— M duplex (FE£ —EBE T,

ﬂ
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31. switchport IYYF
R— O VLAN O E Z1TVET,

“no" &IV FORETICOIBEICED . COMREIR MR I(CBNET

(config-if)# switchport ?
access Set access mode characteristics of the interface
forbidden Adds or removes forbidden VLANs from the current list of
forbidden VLANs

hybrid Change PVID for hybrid port
mode Set mode of the interface
trunk Change PVID for trunk port
vlan VLAN commands

voice Voice appliance attributes

1) switchport access vlan <vlan_ id>

Access T— FEEDiR— b VLAN ID R ELET,

2) switchport forbidden { add | remove } { { vid <vlan id>} | { name <word> } }
$857E L7z VLAN ID % forbidden VLAN NESNT $h., F=(S forbidden VLAN hoEIBRULET,

3) switchport hybrid { acceptable-frame-type | allowed | egress-tag |
ingress-filtering | native | port-type }

M)y RE—ROR— FOREEITVET
4) switchport mode { access | trunk | hybrid }

ih— k@ VLAN [ZB8 T3 E— F(access/trunk/hybrid h' o3& R) &R E LET

5) switchport trunk { allowed | native | vlan }

FSUDE— FED VLAN DB EZTVET,

6) switchport vlan ip-subnet id <vce id> <ipv4> vlan <vid> switchport vlan
mac <mac_addr> vlan <vid> switchport vlan protocol group <grp id> vlan
<vid>

VLAN DR FE(IP YTy —=2/MAC 7 RLAR—=Z/FO PR -2)EFTVET,

6-1) switchport vlan ip-subnet id <1-128> <ipv4> vlan <vlan_ id>
IP 7%y FR—2 VLAN O EEITVET,

6-2) switchport vlan mac <mac_addr> vlan <vlan id>
MAC 7 FLAXR—2Z VLAN DR EEITLET,

6-3) switchport vlan protocol group <grp id> vlan <vlan id>
JORIVAR—2A VLAN DR FEEITVET

7) switchport voice vlan { discovery-protocol | mode | security }

BE VLAN OB MEZRELET .
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1.2.4 VLANEEEII YV F

VLAN 1 V371— 2D/ EE{TIICIE. config £— FICTinterface vian x” IYY FEFERALET,
config €= F® “(configy#” AV 7 MZHEWT, "interface vian X't A LET
"X"[Zld VLAN ID A A LET,

FIZIE, “interface vlan 100" (. VLAN100 DREETLET,
VLAN [CIP 7 FLAZEINETRHE AR, COATY FEERLTZEL,

EEE]:
VLAN JIL—FO¥ER BN config B— KD “vian” 13y KTIT2 TS,
FEHMBICOLVTIE, TVLAN BRIV F1ZS B LTS,

HlELT, VLAN1I0O @ VLAN 4 V5 71—2 config E— RICABIBEEDA ABFEUTFISRLET,

(1) config E=F® “(configl#” FAV T MIEEINT., "interface vlan 100" A K LET,

(config)# interface vlan 100
(config-if-vlan)#

(config-if-vlan)# ?

do To run exec commands in config mode

end Go back to EXEC mode

exit Exit from current mode

help Description of the interactive help system
ip IPv4 configuration

ipvé6 IPv6 configuration commands

no Set a command to its defaults

1) do IYUK config E—FTEARITV FEETLET,

2endIYVFE  EAITURE—FETRYET,

Jexit IXVF  BEDIAL—23avE-RE¥ T L. BIOE- FICRDET,

4) help JYVE  help IRV RICED B—3FITO 2" IV FOE A A ENRRSNET,
5)ip IXVE IPv4 ERELFET

6)ipv6 IXVE  IPv6 ERELET .

7)no YU R T 74 ILNERTETE (ip/ipv6) ITRYET
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1.2.5 showdIVF

show JYVRICEN, VAT LOEKREZERIERIRRINET,
“show ?7EAATRE, LTOHITIATY FBRRSNET,

# show ?
aaa Login methods
access Access management
access-list Access list
aggregation Aggregation port configuration
clock Configure time-of-day clock
ddmi DDMI Serial Info Table
dotlx IEEE Standard for port-based Network Access Control
green-ethernet Shows green ethernet status for the switch.
history Display the session command history
interface Interface status and configuration
ip Internet Protocol
ipmc IPv4/IPv6 multicast configuration
ipvé IPv6 configuration commands
lacp LACP configuration/status
line TTY line information
11dp Display LLDP neighbors information.
logging Syslog
loop-protect Loop protection configuration
mac Mac Address Table information
mac-auth-username
mvr Multicast VLAN Registration configuration
ntp Configure NTP
port-security Port Security status - Port Security is a module with
no direct configuration.
privilege Display command privilege
pvlan PVLAN configuration
qos Quality of Service
radius-server RADIUS configuration
rmon RMON statistics
running-config Show running system information
sflow Statistics flow.
snmp Display SNMP configurations
spanning-tree STP Bridge
switch show information about the switch
switchport Display switching mode characteristics
tacacs-server TACACS+ configuration
terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status
vlan VLAN status
voice Voice appliance attributes
web Web

CCTClE, IATOATY FTRRSND” | “[COWVTEREALET,

show JXV KT, FEROFIRDLIIC "?” XV REANTEET, ANFEELRIYY RIRTRENET,
451):

(1) “show aaa " E#AHLET

# show aaa ?
| Output modifiers
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— TE—

LTOARVET" | "BRRSNET,
(2) RIC. “show aaa | ?"EAFLET

# show aaa | ?

begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match

“ TUBEOIRY FIdsd LR 3 XV RICENET,
LATFIZ, "show aaa" 1YY RICHITB R RHIERLET,

B show aaa | begin <line>JYVF
line>AEEDXEFI

“show aaa” YV FEETULEBBICRREINBIERDISE, linedlCAAUEXFIE—HTEIXFESLITH
HERORTERIBLET,

151 -
# show aaa | begin 1
Console : local
telnet : local
ssh : local
http : local

B show aaa | exclude <line>JIVF
line>AEEDXEFI

“show aaa”" IV FEEITULEBBICRRINBERDISL, linedlCADUVEXFINE—HTIXFEELITE

BROTERRLES,
LE

# show aaa | exclude t
console : local
ssh : local

B show aaa | include <line>JYY K
line>EENDXFF

“show aaa”" IV REEITULEBEICRTRINBIFRDIL. linedlCAHUEXFIE—HITIXFEED
TOHERTLET,

# show aaa | include ssh
ssh : local

ﬁ
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1. show aaa AYY K
AAA FBEIDAT—AAIEHRERRLET,

# show aaa

Console : local
telnet : local
ssh : local
http : local

2. show access management{ * } JYV F

EEAIP MANEEERERRTLET,
* LTFO—EhEENEEERIRUEGE . Y LEEROAERTLET,

“show access management "¢ AT RE, LTOYIIIY FRARFSINET,

# show access management ?

<AccessIdList : 1~16> ID of access management entry
| Output modifiers

statistics Statistics data

<cr>

# show access management 2
Switch access management mode is disabled
W: WEB/HTTPS

S: SNMP

T: TELNET/SSH

Idx VID Start IP Address End IP Address WS T
2 100 192.168.1.2 192.168.1.2 NYY

3. show access management statistics Y F
EEAIP Ny MO RHRERRLET .

# show access management statistics
Access Management Statistics:

HTTP Receive: 0 Allow: 0 Discard: 0
HTTPS Receive: 0 Allow: 0 Discard: 0
SNMP Receive: 0 Allow: 0 Discard: 0
TELNET Receive: 0 Allow: 0 Discard: 0
SSH Receive: 0 Allow: 0 Discard: 0
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— I

4. show access-list{ * } QY F

ACL MEETEHRERTLET .

* UTO—ENoREOHEBEERLLGE . ZE ULFEROSERTLET .

“show access—list 2"E A HTBE, LTFOHTIVY FBRRENET,

# show access-list ?

Output modifiers

ace Access list entry
ace-status The local ACEs status
interface Select an interface to configure
rate-limiter Rate limiter
<cr>
i)
# show access-list
Switch access-list ace number: 0
Switch access-list rate limiter ID 1 is 1 pps
Switch access-list rate limiter ID 2 is 1 pps

Switch access-list rate limiter
Switch access-list rate limiter

GigabitEthernet 1/1
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
GigabitEthernet 1/24
10GigabitEthernet 1/

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-1list
access-1list
access-1list
access-list
access-1list
access-1list
access-1list
access-1list
1

ID 15 is 1 pps
ID 16 is 1 pps

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

10GigabitEthernet 1/1 access-list action is permit

ﬂ
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10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1list
access-1list
access-1list
access-1list
access-list
access-list
access-1list

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-list
access-list
access-1list
access-list
access-1list
access-1list
access-list
access-1list

18] IRVR4U871-2

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

5. show access-list ace statistic {* } YV F

ACL DIV MN—-1EHRERTLET,
* UTO—EhEENEEERRLBE ., ZULEEROHERTLET,

“show access-list ace statistics ?"E AT dE, UTOHTITY FHKRRENET,

# show access-list ace statistics ?

<AceId : 1~8192> ACE ID
| Output modifiers
interface Select an interface to configure
rate-limiter Rate limiter
<cr>
151 -
# show access-list ace statistics
ID SID Policy Frame Action Rate L. Counter
10 Any Any Any Permit Disabled 85018
20 1 Any Any Permit Disabled 0

6. show access-list ace statistics interface {* }JYYF

AV871-AILRFE SN ACL BREE|MERLET
* UTO—ENoRENHBEERULG S ZY ULFEROSERTLET.

” show access-list ace statistics interface ?”"¢ AT 3, LTFOHTIYY FBRRSNET,
# show access-list ace statistics interface ?
| Output modifiers
* All switches or All ports

GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port
rate-limiter Rate limiter

<cr>
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— TE—

# show access-list ace statistics interface GigabitEthernet 1/1
ID SID Policy Frame Action Rate L. Counter

2 Any Any Any Permit Disabled
Switch access-1list ace number: 1
GigabitEthernet 1/1 :

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
10GigabitEthernet

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
access-1list
1/1 :

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

access-list
access-1list
access-list
access-1list
access-list
access-list
access-1list
access-1list

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1list
access-list
access-1list
access-1list
access-1list
access-1list
access-list
access-1list

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

ﬁ
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7. show access-list ace statistics rate-limiter {* }JYVF
ACL OIVM)—1EHREL—MIYMETE
* LTO—EhsEENEEHERUEGE. ZAUEEROHSFERTUET,

E#HERTLET,

“show access-list ace statistics rate-limiter 2”& A 1 93&, LLFOHY T FERRSNET,

# show access-list ace statistics rate-limiter ?
1~16>

Rate limiter ID
Output modifiers
Select an interface to configure

# show access-list ace statistics rate-limiter
Frame Action Rate L. Counter

<RatelimiterList
lnterface
<cr>

51 -

ID SID Policy

2 Ay  Any  Any

Switch access-list

Any

Permit Disabled 150

ace number: 1

Switch access-list rate limiter ID 1 is 1 pps
Switch access-list rate limiter ID 2 is 1 pps

Switch access-1list rate limiter ID 14 is 1 pps
Switch access-list rate limiter ID 15 is 1 pps
Switch access-list rate limiter ID 16 is 1 pps

8. show access-list ace—status {* }JYYVF

FORIEIC ACL IV M —DAT—HAEHRERRLET,
* UTO—EHLEENEEEERUGA. RULEEROHIERTLET,

“show access—list ace—status ?"E AT RE, LTFDHTITY FERFRSNET,

# show access-list ace-status ?

Output modifiers

ACEs that are configured by ARP Inspection module
ACEs that did not get applied to the hardware
to hardware limitations

The
The
due
The
The
The
The
The

ACEs

that are configured by DHCP module

ACEs that are configured by IP Source Guard module

ACEs
ACEs
ACEs

Switch

that are configured by IPMC module
that are configured by Loop Protect module
that are configured by users manually

arp-inspection
conflicts
dhcp
ip-source-guard
ipmc
loop-protect
static
switch
<cr>
-
# show access-list ace-status
User
S Static
IPSG: IP Source Guard
IPMC: IPMC
ARPI: ARP Inspection
DHCP: DHCP
LOOP: Loop Protect
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User ID Frame Action Rate L. CPU Counter Conflict
DHCP 1 uDP Deny Disabled Yes 0 No
DHCP 2 UDP Deny Disabled Yes 0 No

Switch 1 access-list ace number: 2

9. show access-list interface { * }JYVF

AU87T—AICEREENT ACL D action [EHROAERTLET,
* UTO—EHEENEEEERUEGE. ZY UEEROHPERTLET,

“show access-list interface ?"E AN T 3L, LU TOHTIVY FERFRSNET,

# show access-list interface ?
| Output modifiers
* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port
10GigabitEthernet 10 Gigabit Ethernet Port
ace Access list entry
rate-limiter Rate limiter
<cr>

# show access-list interface

GigabitEthernet

1/1

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

GigabitEthernet

1/24

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet
GigabitEthernet

1/24
1/24
1/24
1/24
1/24
1/24
1/24
1/24

access-1list
access-1list
access-list
access-list
access-1list
access-1list
access-1list
access-list

10GigabitEthernet 1/1

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is O

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

action is permit

policy ID is 0

rate limiter ID is disabled
redirect is disabled
logging is disabled
shutdown is disabled
port-state is enabled
counter is 0

10GigabitEthernet 1/1 access-list action is permit

ﬂ
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10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-1list
access-1list
access-1list
access-1list
access-list
access-list
access-1list

10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet
10GigabitEthernet

access-list
access-list
access-1list
access-list
access-1list
access-1list
access-list
access-1list

policy ID is O

18] IRVR4U871-2

rate limiter ID is disabled

redirect is disabled
logging is disabled
shutdown is disabled

port-state is enabled

counter is 0

action is permit
policy ID is 0

rate limiter ID is disabled

redirect is disabled
logging is disabled
shutdown is disabled

port-state is enabled

counter is 0

10. show access-list rate-limiter { * }JOYVF
ACL OL— NIy MEERBRERTLET,
* LTO—ENFENEEEHERUEGE. R4 UEEHROHSERTUET,

“show access-list rate-limiter ?“E A AT 3L, UTFOYTITY FERTRENFET,

# show access-list rate-limiter ?
<RatelLimiterList

|

ace
interface
<cr>

1~16>

Rate limiter ID

Output modifiers
Access list entry
Select an interface to configure

# show
Switch
Switch

Switch
Switch
Switch

access-list
access-list
access-list

access-list
access-list
access-list

rate-

rate
rate

rate
rate
rate

limiter
limiter
limiter

limiter
limiter
limiter

14 is 1 pps
15 is 1 pps
16 is 1 pps
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11. show aggregation{ * } YV F

=PIV - Va0 DR ERRERTLET .
* UTO—ENoREOHEBEERLLGE . ZY ULFEROSERTLET .

“show aggregation 2"¢ AN TRE, LTOYIIYY FRRTEINET,

# show aggregation ?
| Output modifiers

mode Traffic distribution mode
<cr>
R
# show aggregation
Aggr ID Name Type Speed Configured Ports Aggregated
Ports
2 GLAG2 Static Undefined GigabitEthernet 1/4-5 none

12. show aggregation mode Y F
R—bPHIF =30 DE— MERERTUET,

# show aggregation mode
Aggregation Mode:

SMAC : Enabled

DMAC : Disabled

IP : Enabled

Port : Enabled

13. show clock AYY F
BTOYATLA LESRERTLET,

“show clock 26 A AT 3L, LTFOHITIVY FEARFRSNET,

# show clock ?
detail Display detailed information
<cr>

# show clock
System Time : 1970-01-01T02:04:18+00:00

ﬂ
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14. show clock detail AYY K
VAT LA LEROFHERRLET,

# show clock detail

System Time : 1970-01-01T02:04:22+00:00
Timezone : Timezone Offset : 0 ( 0 minutes)

Timezone Acronym

Daylight Saving Time Mode : Disabled.

Daylight Saving Time Start Time Settings
Week:
Day:
Month:
Date:
Year:
Hour:
Minute:

Daylight Saving Time End Time Settings
Week:
Day:
Month:
Date:
Year:
Hour:
Minute:

Daylight Saving Time Offset : 1 (minutes)

OO O OO oo

O O O OO oo
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15. show ddmi {interface} { * }A¥Y K

DDMI DAT—AAIETHERTLET,
* UTO—EHEENEEEERUGAE. RYULEROHFERTLET,

“show ddmi 26 A HTBE, LTFOYTIVY FBRRENET,

# show ddmi
Serial Info Table

10GigabitEthernet 1/1
Serial Info Table
Status : N/A
Vendor

PartNo

SerialNo

Revision

DateCode

Transceiver: N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00

10GigabitEthernet 1/2
Serial Info Table
Status : N/A
Vendor :

PartNo

SerialNo

Revision

DateCode

Transceiver: N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00

10GigabitEthernet 1/3
Serial Info Table
Status : N/A
Vendor

PartNo

SerialNo

Revision

DateCode

Transceiver: N/A

Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00

10GigabitEthernet 1/4

Serial Info Table

ﬂ
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Status : N/A
Vendor

PartNo

SerialNo
Revision
DateCode
Transceiver: N/A
Ddm Info Table

Type AlarmMax AlarmMin WarnMax WarnMin Current
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00
N/A 0.00 0.00 0.00 0.00 0.00

16. show dot1x statistics all {* }JYVF

802.1x M EAP )Ny b LUSEEE) Sy MEHRER RULET,
* UTO—EHLEENEEELERUGE. RYULEROHFERTLET,

“show dot1x statistics all ?”EANTBE, UTOHTIYY RERRSNET,
# show dotlx statistics all ?
| Output modifiers
interface Interface
<cr>

# show dotlx statistics all

GigabitEthernet 1/1 EAPOL Statistics:

Rx Total:

Rx Response/Id:

Rx Response:

Rx Start:

Rx Logoff:

Rx Invalid Type:

Rx Invalid Length: 0

GigabitEthernet 1/1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses:
0

Rx Other Requests:

Rx Auth. Successes:

Rx Auth. Failures:

GigabitEthernet 1/2 EAPOL Statistic

Rx Total:

Rx Response/Id:

Rx Response:

Rx Start:

Rx Logoff:

Rx Invalid Type:

Rx Invalid Length: 0

GigabitEthernet 1/2 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses: 0

Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

Tx Total: 0
Tx Request/Id: 0
Tx Request: 0

O O O O oo

Tx Total: 0
Tx Request/Id:
Tx Request: 0

eNeoNeoNeNeoNoN N eNoNe)
o
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GigabitEthernet 1/24 EAPOL Statistics:
Rx Total: 0 Tx Total: 0

Rx Response/Id: 0 Tx Request/Id: 0
Rx Response: 0 Tx Request: 0
Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

GigabitEthernet 1/24 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses: 0
Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

10GigabitEthernet 1/1 EAPOL Statistics:

Rx Total: 0 Tx Total: 0
Rx Response/Id: 0 Tx Request/Id: 0
Rx Response: 0 Tx Request: 0
Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

10GigabitEthernet 1/1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses: 0
Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

10GigabitEthernet 1/2 EAPOL Statistics:

Rx Total: 0 Tx Total: 0
Rx Response/Id: 0 Tx Request/Id: 0
Rx Response: 0 Tx Request: 0
Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

10GigabitEthernet 1/2 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses: 0
Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures:

ﬂ

FXC5428



1E JIVEMURI1—A
17. show dot1x statistics eapol {* }JYVF

EAP I\7y bDIEHRERTLET,
* LLTFO—Eh B ENEEERIRUEGE . Y LEEROAERTLET,

” show dot1x statistics eapol ?"E A AT RE, UTOYTIVY FERRENET,

# show dotlx statistics eapol ?
| Output modifiers

interface Interface

<cr>
il -
# show dotlx statistics eapol

Rx Tx Rx Tx Rx Tx Rx Rx

Rx
Interface Total Total Respld RegId Resp Reg Start
Logoff Error
GigabitEthernet 1/1 0 0 0 0 0 0 0 0
0
GigabitEthernet 1/2 0 0 0 0 0 0 0 0
0
GigabitEthernet 1/24 0 0 0 0 0 0 0 0
0
10GigabitEthernet 1/1 0 0 0 0 0 0 0 0
0
10GigabitEthernet 1/2 0 0 0 0 0 0 0 0
0

18. show dot1x statistics radius{ * } YV F

Ell‘.\%IE}(’T“J |\G)¢Eﬁt$&§§ﬁ< bi?o
* LTO—ENoRENEB GERULGS . Y ULBEHROAERRLET,

“show access management ?"E AT 3E, LLTOHTIVY FRRENFET,

# show dotlx statistics radius ?

| Output modifiers
interface Interface
<cr>

# show dotlx statistics radius

Rx Access Rx Other Rx Auth. Rx Auth. Tx MAC
Interface Challenges Requests Successes Failures Responses
Address
GigabitEthernet 1/1 0 0 0 0 0
GigabitEthernet 1/2 0 0 0 0 0
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GigabitEthernet 1/24 0 0 0 0 0
10GigabitEthernet 1/1 0 0 0 0 0
10GigabitEthernet 1/2 0 0 0 0 0

19. show dot1x status{ * } QYK

HITOD 802.1x XY FI=HT7DE A —NOAT—AAERER RLET .
* LTFO—Eh B ENEEERIRUEGE . Y LEEROAERTLET,

“show dot1x status ?"E AN TBE, UTDOHTIYY RRRSNET,

# show dotlx status ?
| Output modifiers

brief Show status in a brief format
interface Interface
<cr>

# show dotlx status interface *
GigabitEthernet 1/1

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

ﬂ
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10GigabitEthernet 1/2

Admin State Port State Last Source Last ID

Force Authorized Globally Disabled - -
Current Radius QOS Current Radius VLAN Current Guest VLAN

20. show dot1x status brief{ * }AYYF

IH1TM 802.1x Y FI=H7DEAY—NDAT—AAEREE ZHICRRTUET,
* LTO—EhsEENEEEERUEGE. ZALEEROHSERTUET,

“show dot1x status brief 2" A AT 3L, UTFOHTIVY FIRFRESNET,

# show dotlx status brief ?
| Output modifiers

interface Interface

<cr>
4
# show dotlx status brief
Inf Admin Port State Last Src Last ID Q0S  VLAN
Guest
Gi 1/1 Auth Disabled - - - - _
Gi 1/2 Auth Disabled - - - - _
Gi 1/24 Auth Disabled - - - - -
10G 1/1 Auth Disabled - - - _ _
10G 1/2 Auth Disabled - - - - _
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21. show history YV F

AALEIIVEOBERERRLET,

“show history ?"E AN TBE, UTOYTIVY RERRENET,

# show history ?

| Output modifiers

# show history
show access-list
show access-list
show access-list
show access-list
show access-list
show access-list
show access-list

ace-status

ace-status arp-inspection

ace-status arp-inspection conflicts dhcp
interface GigabitEthernet 1/5

interface

rate-limiter

rate-limiter ace statistics

show access-1list rate-limiter ace statistics interface GigabitEthernet 1/3

show aggregation

show aggregation mode

show clock

show clock detail

show history

22. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y)]capabilities T

VR

R—bD IV Y- NDEHRERTLET,

# show interface 10GigabitEthernet 1/1 capabilities
10GigabitEthernet 1/1 Capabilities:

SFP Type: None
SFP Vendor name:
SFP Vendor PN:

SFP Vendor revision:

ﬁ
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23. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y)] name IV F
R—MIRESNLERRTERTRLET,

# show interface GigabitEthernet 1/1 name
Interface Name

24. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y}] statistics
{*}OIVF

h—hO#EEHEHRERTLES .
* UTO—ENoREOHEBGERLLG A ZEULFEROSERTLET .

51 LT show interface GigabitEthernet 1/1 switchport 2”& AT 3E. LLTFOHTIVY FBRREN
7,

# show interface 10GigabitEthernet 1/1 statistics ?
| Output modifiers

bytes Show byte statistics.
discards Show discard statistics.
down Show ports which are down
errors Show error statistics.
filtered Show filtered statistics.
packets Show packet statistics.
priority Queue number

up Show ports which are up
<cr>

# show interface 10GigabitEthernet 1/1 statistics
10GigabitEthernet 1/1 Statistics:

Rx Packets: Tx Packets:

Rx Octets: Tx Octets:

Rx Unicast: Tx Unicast:

Rx Multicast: Tx Multicast:

Rx Broadcast: Tx Broadcast:

Rx Pause: Tx Pause:

Rx 64: Tx 64:

Rx 65-127: Tx 65-127:

Rx 128-255: Tx 128-255:
Rx 256-511: Tx 256-511:
Rx 512-1023: Tx 512-1023:
Rx 1024-1526: Tx 1024-1526:
Rx 1527- Tx 1527-

Tx Priority
Tx Priority
Tx Priority
Tx Priority
Tx Priority
Tx Priority
Tx Priority
Tx Priority
Tx Drops:

Tx Late/Exc. Coll.:

Rx Priority
Rx Priority
Rx Priority
Rx Priority
Rx Priority
Rx Priority
Rx Priority
Rx Priority
Rx Drops:
Rx CRC/Alignment:
Rx Undersize:

Rx Oversize:

FXC5428 “
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Rx Fragments: 0
Rx Jabbers: 0
Rx Filtered: 0

25. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y)] status YV
N
= brDAT—HAIERERRLET,

# show interface GigabitEthernet 1/1 status

Interface Mode Speed & Duplex Flow Control Max Frame Excessive
Link Users State MAC Cnt

GigabitEthernet 1/1 enabled Auto disabled 10056 Discard
Down (ACL) ---- No users 0

26. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y}] switchport
{*}IIVF
ih— O vian REERBLVAT-IAERRLET,
*x L TFO—ENEENEBEEIRUES ., Y LEEROBERRLET,

"show interface GigabitEthernet x/y switchport "¢ AhT3E, L TOYTIYY FRFRSNET,
(LA R, "show interface GigabitEthernet 1/1 switchport ?"¢ A A U5 & DR REITT,)

# show interface GigabitEthernet 1/1 switchport ?
| Output modifiers

access Show access ports status
hybrid Show hybrid ports status
trunk Show trunk ports status
<cr>

il -

# show interface GigabitEthernet 1/1 switchport
Name: GigabitEthernet 1/1

Administrative mode: access

Access Mode VLAN: 1

Trunk Native Mode VLAN: 1

Administrative Native VLAN tagging: disabled
Allowed VLANs: 1-4095

Hybrid port configuration

Port Type: C-Port

Acceptable Frame Type: All

Ingress filter: Disabled

Egress tagging: All except-native

Hybrid Native Mode VLAN: 1

Hybrid VLANs Enabled: 1-4095

ﬂ
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27. show interface [[GigabitEthernet | 10GigabitEthernet]{Port list in x/y)] veriphy I
F

# show interface GigabitEthernet 1/1 veriphy

Starting VeriPHY - Please wait
Interface Pair A Length Pair B, Length Pair C Length Pair D

Length

28. show interface vlan{vlan-list) ¥ K
Vian DX EERERTLET,

“show interface vlan ?"E AT B, UTOHTIYY RRRSNET,

# show interface vlan ?
| Output modifiers

<vlan list> VLAN list
<cr>

# show interface vlan 1

VLAN1
LINK: 00-17-2e-1b-b7-ff Mtu:1500 <UP BROADCAST RUNNING MULTICAST>

IPv4: 192.168.1.1/24 192.168.1.255
IPv6: feB80::217:2eff:felb:b7ff/64 <ANYCAST TENTATIVE AUTOCONE>

29. show ip arp YV R
Arp T-JIVIETRZRRULET,

“show ip arp ?"EAATRE, LTOHTITY FERFRSNET,

# show ip arp ?
| Output modifiers

inspection ARP inspection
<cr>

# show ip arp
192.168.1.148 via VLAN1:00-12-2e-bd-fb-9a
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30. show ip arp inspection { * }JIVFK

Arp AV ARD Y3V DAT—RAERER T UET,
* LTO—ENFENEEEHERUEGE. R4 UEEHROHSERTUET,

“show ip arp inspection ?"EANTRE, LTFOYTITY PR RENET,

# show ip arp inspection ?

entry arp inspection entries
interface arp inspection entry interface config
vlan VLAN configuration

<cr>

# show ip arp inspection
ARP Inspection Mode : disabled

Port Port Mode Check VLAN Log Type
GigabitEthernet 1/1 disabled disabled NONE
GigabitEthernet 1/2 disabled disabled NONE
GigabitEthernet 1/24 disabled disabled NONE
10GigabitEthernet 1/1 disabled disabled NONE
10GigabitEthernet 1/2 disabled disabled NONE

31. show ip arp inspection entry{ * 1 Y F
Arp AV ARD Y3V DIV M) —1FHRERTUET,
* UTO—ENSEEDEBEEERLEGES . RS LEBEROAERTLET,

“show ip arp inspection entry ?"E A AT RE, UTOHTIVY FBERTRENET,

# show ip arp inspection entry ?

dhcp-snooping learn from dhcp snooping
interface arp inspection entry interface config
static setting from static entries
<cr>
K
# show ip arp inspection entry
Type Port VLAN MAC Address IP Address
Static GigabitEthernet 1/1 1 00-00-00-00-00-01 192.168.1.1

32. show ip arp inspection vlan {vlan-list)JYY F
Vian CEIC Arp AV ARD Y3V DAT—AAEHRERTLET,

# show ip arp inspection vlan 1
VLAN  VLAN mode VLAN Log Type

1 disabled NONE
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33. show ip dhcp detailed statistics {* }dIVF

DHCP D347 hOfiEtE#RER RLET,
* UTO—EhEENEBEEBERUESEE . ZY UEEROHPERTLET,

(1) “show ip dhcp detailed statistics ?"EA AT dE, LTFOYTIYY FERTENET,

# show ip dhcp detailed statistics ?

client DHCP client

combined Show all DHCP related statistics
normal-forward DHCP normal L2 or L3 forward
relay DHCP relay

snooping DHCP snooping

# show ip dhcp detailed statistics client
GigabitEthernet 1/1 Statistics:

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK: 0
Rx NAK: 0 Tx NAK: 0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0
GigabitEthernet 1/2 Statistics:
Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK: 0
Rx NAK: 0 Tx NAK: 0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0
GigabitEthernet 1/24 Statistics:
Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK: 0
Rx NAK: 0 Tx NAK:

0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
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Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK: 0
Rx NAK: 0 Tx NAK: 0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0

10GigabitEthernet 1/2 Statistics:

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0
Rx ACK: 0 Tx ACK: 0
Rx NAK: 0 Tx NAK: 0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0

ERETERESOCHRAHETAET

(2) “show ip dhcp detailed statistics client ?"E AN TBE, LTFOHTITY FERFRENET,
# show ip dhcp detailed statistics client ?
| Output modifiers
interface Select an interface to configure
<cr>

# show ip dhcp detailed statistics client interface 10GigabitEthernet 3/1
10GigabitEthernet 3/1 Statistics:

Rx Discover: Tx Discover:
Rx Offer: Tx Offer:

Rx Request: Tx Request:
Rx Decline: Tx Decline:
Rx ACK: Tx ACK:

Rx NAK: Tx NAK:

Tx Release:

Tx Inform:

Tx Lease Query:

Tx Lease Unassigned:

Rx Release:

Rx Inform:

Rx Lease Query:

Rx Lease Unassigned:

ﬁ
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Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0
34. show ip dhcp relay{ * } IV K
IL-I-VIV OB ERHBERTLET .
* LTFO—ENoREDEBETERLGE . RALLEROAERTLET,
“show ip dhcp relay ?"E AN TBE, UTOYTIYY FRRRENET,
# show ip dhcp relay ?
| Output modifiers
statistics Traffic statistics
<cr>
i
# show ip dhcp relay
Switch DHCP relay mode is disabled
Switch DHCP relay server address is 0.0.0.0
Switch DHCP relay information option is disabled
Switch DHCP relay information policy is keep
35. show ip dhcp relay statistics YV F
DHCP Ayt —YDifistEHRERRLES .
# show ip dhcp relay statistics
Switch DHCP relay mode is disabled
Switch DHCP relay server address is 0.0.0.0
Switch DHCP relay information option is disabled
Switch DHCP relay information policy is keep
Server Statistics:
Transmit to Server 0 Transmit Error N
Receive from Server 0 Receive Missing Agent Option: O
Receive Missing Circuit ID 0 Receive Missing Remote ID 0
Receive Bad Circuit ID 0 Receive Bad Remote ID 0
Client Statistics:
Transmit to Client 0 Transmit Error 0
Receive from Client 0 Receive Agent Option : 0
Replace Agent Option 0 Keep Agent Option : 0
Drop Agent Option 0
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36. show ip dhcp snooping{ * } YV F
DHCP ARX—EVHDR— FRES LUV IA-SHEERTLET,
* UTFO—ENIFENERETEIRUVES. Y UHEHROA TR TUET,

“show ip dhcp snooping ?"E AT RE, LLTFOHTIVY RERRENET,

# show ip dhcp snooping ?
| Output modifiers

interface Select an interface to configure
table show ip dhcp snooping table
<cr>

il -

# show ip dhcp snooping

Agent URL is

Timeout interval is 300

Write delay interval is 300

DHCP snooping is configured on following
GigabitEthernet 1/1 trusted
GigabitEthernet 1/2 trusted

GigabitEthernet 1/24 trusted
10GigabitEthernet 1/1 trusted
10GigabitEthernet 1/2 trusted

37. show ip dhcp snooping table JYY F
DHCP M UTA I T—T I DiEHRERRLET .

# show ip dhcp snooping table

Entry ID 1

MAC Address : 00-12-2e-bd-fb-9a
VLAN ID N

Expired Lease Time : 2d23h59m48s

Source Port : GigabitEthernet 1/22
IP Address :192.168.11.59

IP Subnet Mask : 255.255.255.0

DHCP Server Address : 192.168.11.1
Total Entries Number : 1

38. show ip http server secure status JY F
BITOHTTP EF1)T4E-FDAT—HAAERTLET,

# show ip http server secure status

Switch secure HTTP web server is disabled
Switch secure HTTP web redirection is disabled
Switch secure HTTP certificate is presented

-----------------------------lllllliﬁilllll
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39. show ip igmp snooping { * }JYYF
IGMP 2X—-EF VT DR EERERTLET,
* UTO—ENEENEEERIRLEGES . RS UEEROAERTLET,

“show ip igmp snooping ?"EA AT R LTFOHTIVY FEARFRSNET,

# show ip igmp snooping ?
| Output modifiers

detail Detail running information/statistics of IGMP snooping
group-database Multicast group database from IGMP

mrouter Multicast router port status in IGMP

vlan Search by VLAN

<cr>

# show ip igmp snooping
IGMP Snooping is disabled to stop snooping IGMP control plane.

40. show ip interface brief YV F
VLAN 1 V371—AZt0) IP 1R ERTLET,

# show ip interface brief
Vlan Address Method Status
1 192.168.1.1/24 Manual UP

41. show ip name-server JYV K
DNS #—N\tEHERRLET,

# show ip name-server
Current DNS server is not set.

42. show ip route JYY F
Z2EULEI-MERERRLET,

# show ip route

127.0.0.1/32 via 127.0.0.1 <UP HOST>
192.168.1.0/24 via VLAN1 <UP HW RT>
224.0.0.0/4 via 127.0.0.1 <UP>
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43. show ip source binding { * }OYVF
IPY—2H—RFDONA T4 VT ERERTLET,
* LTO—ENnEE0EEEERULEES . ZULEEROAEREUET,

“show ip source binding ?"EAHTRE, LTOYITIYY FBRRESNET,

# show ip source binding ?

dhcp-snooping learn from dhcp snooping

interface ip source binding interface config
static setting from static entries

<cr>

# show ip source binding
Type Port VLAN IP Address IP Mask

Static GigabitEthernet 1/22 1 192.168.11.189 255.255.255.0

44. show ip ssh YV F
1T SSH B EFEHRERTLET,

# show ip ssh
Switch SSH is enabled

45. show ip statistics{ * 1YV F

IPva N5y b OfREHERER RUET,
* UTO—EHOEENEEEERUGAE. RYULEROHFERTLET,

“show ip statistics ?"EAATRE, UTFOHTITY R RENET,
# show ip statistics ?

| Output modifiers
icmp IPv4 ICMP traffic
icmp-msg IPv4 ICMP traffic for designated message type
interface Select an interface to configure
system IPv4 system traffic
<cr>

# show ip statistics
IPv4 statistics:
Rcvd: 3335 total in 502767 bytes
2698 local destination, 0 forwarding
0 header error, 2 address error, 0 unknown protocol
0 no route, 0 truncated, 637 discarded
Sent: 1383 total in 1007320 bytes
1383 generated, 0 forwarded
14 no route, 0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 2110 received in 276601 bytes
0 sent in 0 byte

ﬁ
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Bcast: 1464 received, 0 sent
IP interface statistics:
IPv4 Statistics on Interface VLAN: 1
Rcvd: 3335 total in 502767 bytes
2698 local destination, 0 forwarding
0 header error, 2 address error, 0 unknown protocol
0 no route, 0 truncated, 637 discarded
Sent: 1383 total in 1007320 bytes
1383 generated, 0 forwarded
0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 2110 received in 276601 bytes
0 sent in 0 byte
Bcast: 1464 received, 0 sent
IPv4 Statistics on Interface VLAN: 10
Rcvd: total in 0 byte
local destination, 0 forwarding
header error, 0 address error, 0 unknown protocol
no route, 0 truncated, 0 discarded
total in 0 byte
generated, 0 forwarded
discarded
reassemble (0 reassembled, 0 couldn't reassemble)
fragment (0 fragmented, 0 couldn't fragment)
fragment created
received in 0 byte
sent in 0 byte
Bcast: 0 received, 0 sent
IPv4 ICMP statistics:
Rcvd: 1 Message, 0 Error
Sent: 14 Messages, 13 Errors
ICMP message statistics:
IPv4 ICMP Message: Echo Reply
Rcvd: 0 Packet
Sent: 1 Packet
IPv4 ICMP Message: Destination Unreachable
Rcvd: 0 Packet
Sent: 13 Packets
IPv4 ICMP Message: Echo
Rcvd: 1 Packet
Sent: 0 Packet

Sent:

Frags:

Mcast:

Coo0oo0oco0oo0oCooo®

46. show ip verify source{ * } YV F
IPY-2AN—-FOREFEHRERTLET,
* LTO—ENEFENEEEERULES. ZAULEROHSERTUET,

“show ip verify source ?"EANTBRE, UTOHITIYY FRRREINFET,
# show ip verify source ?
interface ip verify source interface config
<cr>

# show ip verify source
IP Source Guard Mode : disabled
Port Port Mode Dynamic Entry Limit
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GigabitEthernet 1/1 disabled unlimited
GigabitEthernet 1/2 disabled unlimited
GigabitEthernet 1/24 disabled unlimited
10GigabitEthernet 1/1 disabled unlimited
10GigabitEthernet 1/2 disabled unlimited

47. show ipme profile{ * } YV F

IP YILFEvA LD IPMC FO771 )V iEHRERTLET,
x UTFO—EhRENEEEERUEE . ZU LEROAERTLET,

“show ipmc profile 2" AN TBE, LTFOHTIIY MR RENET,

# show ipmc profile ?
| Output modifiers

<ProfileName : wordl6> Profile name in 16 char's
detail Detail information of a profile
<cr>

# show ipmc profile
IPMC Profile is currently disabled, please enable profile to start filtering.

48. show ipmc range{ * } YV F

HELEIP ULFXv AL RLADEFAERRULET,
* LTO—EhsEENEEEERUEGE. ZAUEEROHFERTUET,

“show ipmc range ?"E A AT RE, UTOYTIVY FBRRENET,

# show ipmc range ?

| Output modifiers

<EntryName : wordl6> Range entry name in 16 char's
<cr>

# show ipmc range

Range Name . test

Start Address: 224.1.1.25
End Address : 224.1.2.125
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49. show ipv6 interface{ * } YV K

AV871—2A0 IPv6 AT—AAERB LM EHERERRTLET,
* UTO—ENEENEEEERUEEE . ZY UEEROHPERTLET,

“show ipv6 interface ?"E AT BE, UTOHITITY FRKRRENET,
# show ipv6é interface ?
| Output modifiers
vlan VLAN of IPv6 interface
<cr>

# show ipv6 interface
IPv6 Vlanl interface is down.
Internet address is fe80::217:2eff:felb:b7ff
Static address is not set
IP stack index (IFID) is 2
Routing is disabled on this interface
MTU is 1500 bytes
IPv6o Statistics on Interface VLAN: 1
Rcvd: 0 total in 0 byte
0 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 4 total in 288 bytes
4 generated, 0 forwarded
0 discarded
Frags:0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
0 received in 0 byte
4 sent in 288 bytes
0 received, 0 sent

50. show ipv6 mld snooping { * }OYV K

IPv6 DRI FFrAMETRERRTLET,
* UTO—ENEENEEEERUGE . RY ULEROHPERTLET,

“show ipv6 mld snooping ?"E A AT 3L, L TFOYTIVY FBRRENET,

# show ipv6 mld snooping ?
| Output modifiers

detail Detail running information/statistics of MLD snooping
group-database Multicast group database from MLD

mrouter Multicast router port status in MLD

vlan Search by VLAN

<cr>

# show ipv6 mld snooping
MLD Snooping is disabled to stop snooping MLD control plane.
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51. show ipv6 neighbor{ * } YV F

IPv6 DA N—1EHRERTLET,
* UTO—EHEENEEEERUEGA. RYULEROHSERTLET,

“show ipv6 neighbor 2"E AN TBE, L TOYITIYY FBERREINET,

# show ipv6 neighbor ?
| Output modifiers
interface Select an interface to configure
<cr>

# show ipv6 neighbor

fe80::217:2eff:felb:b801 via VLANl: 00-17-2e-1b-b8-01 Permanent/REACHABLE
fe80::2ae:5cff:fe00:ae5c via VLANl: 00-ae-5c-c7-ab-d7 Dynamic/DELAY
fe80::2ae:bbff:fe00:aebb via VLANl: 00-ae-bb-4f-ed-c2 Dynamic/PROBE

52. show ipv6 route {* }JIYFK

IPv6 CEE LI - MEHRERRLET,
* UTO—EHEENEEEERUGE. RY ULEROHPERTLET,

“show ipv6 route ?"EAATRE, UTOHTITY RERRENET,

# show ipv6 route ?
| Output modifiers
interface Select an interface to configure
<cr>

# show ipv6 route
::1/128 via ::1 <UP HOST>

53. show ipv6 statistics {*} JIVF

IPv6 Ny hOfEHERER RUET,
* UTO—ENEENEEEERLZEGE. RYLLEROHIERTULET,

“show ipv6 statistics ?"E A DT BE, UTOHTIVY R RENET,

# show ipvé6 statistics ?
| Output modifiers

icmp IPv6 ICMP traffic
icmp-msg IPv6 ICMP traffic for designated message type
interface Select an interface to configure
system IPv6 system traffic
<cr>
i

# show ipv6 statistics
IPv6 statistics:
Rcvd: 32 total in 1840 bytes
32 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 25 total in 1568 bytes
29 generated, 0 forwarded
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0 no route, 0 discarded

Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created

Mcast: 32 received in 1840 bytes
25 sent in 1568 bytes
Bcast: 0 received, 0 sent

IP interface statistics:
IPv6 Statistics on Interface VLAN: 1
Rcvd: 32 total in 1840 bytes
32 local destination, 0 forwarding
0 header error, 0 address error, 0 unknown protocol
0 no route, 0 truncated, 0 discarded
Sent: 25 total in 1568 bytes
25 generated, 0 forwarded
0 discarded
Frags: 0 reassemble (0 reassembled, 0 couldn't reassemble)
0 fragment (0 fragmented, 0 couldn't fragment)
0 fragment created
Mcast: 32 received in 1840 bytes
25 sent in 1568 bytes
Bcast: 0 received, 0 sent
IPv6 ICMP statistics:
Rcvd: 32 Messages, 0 Error
Sent: 27 Messages, 0 Error
ICMP message statistics:
IPv6 ICMP Message: Multicast Listener Report
Rcvd: 0 Packet
Sent: 10 Packets
IPv6 ICMP Message: Router Solicitation (NDP)
Rcvd: 26 Packets
Sent: 12 Packets
IPv6 ICMP Message: Neighbor Solicitation (NDP)
Rcvd: 0 Packet
Sent: 5 Packets
IPv6 ICMP Message: Neighbor Advertisement (NDP)
Rcvd: 3 Packets
Sent: 0 Packet

54. show lacp internal AYY F
BT0 LACP REFEHRERRLET,
151 -

# show lacp internal
Port Mode Key Role

Gi 1/1 Disabled Auto Active
Gi 1/2 Disabled Auto Active

Gi 1/24 Disabled Auto Active
10G 1/1 Disabled Auto Active
10G 1/2 Disabled Auto Active
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55. show lacp neighbor IV K
AigE LACP THEHRLTLS R N—1FEHRERRLET,

# show lacp neighbour
Aggr ID Partner System ID Partner Prio Partner Key Last Changed

1 00:17:2e:21:84:82 32768 3 00:00:58
Port State Key Aggr ID Partner Port Partner Port Prio

1 00:17:2e:21:84:82 32768 3 00:00:58

Port State Key Aggr ID Partner Port Partner Port
Prio

Gi 1/3 Enabled 3 1 3 32768

Gi 1/4 Enabled 3 1 4 32768

56. show lacp statistics AYV K
LACP R Lizih— b)) Vry MR EHESRER RLET,

# show lacp statistics

Port Rx Frames Tx Frames Rx Unknown Rx Illegal
Gi 1/22 0 5 0 0
Gi 1/23 0 0 0 0

57. show lacp system-id YV F
IR4TD LACP YATLID tEHRERTULET,

# show lacp system-id
System Priority: 32768

58. show line {* }JYVF

EE7IEAE- FOBHRERTLET,
* UTO—ENoREOHBEERULG S ZY ULFEROSERTLET,

“show line ?"EA AT BE. UTOHTITY FRRRENET,
# show line ?
| Output modifiers
alive Display information about alive lines
<cr>

# show line
Line is con O.
* You are at this line now.

ﬂ
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Alive from Console.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 15.
Elapsed time is 0 day 0 hour 25 min 2 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 0.
Not alive.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 0.
Elapsed time is 0 day O hour 0 min 0 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 1.
Not alive.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min O second.
Current session privilege is 0.
Elapsed time is 0 day 0 hour 0 min 0 sec.
Idle time is 0 day 0 hour 0 min 0 sec.

59. show lldp neighbors{ * } YV K

LLDP TEB LR N—1EHRERRLET,
* UTO—ENEENEEEERUEGE. ZYUEEROHPERTLET,

“show lidp neighbors ?“"E AT 3L, UTOHTITY FHRRENET,
# show 1lldp neighbors ?
| Output modifiers
interface Interface to display.
<cr>

# show 1lldp neighbors
No LLDP entries found
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60. show lldp statistics{ * } YV F

LLDP TERGULERAN—DIY M —ERB LV Ty MEEHERER RLET,
* UTO—EHEENEEEERUGE. RYULEROHPERTLET,

“show lidp lidp statistics ?"EAFITBE, LLTFOYTITY RIRRENET,
# show 1ldp statistics ?
| Output modifiers
interface Interface to display.
<cr>

# show 1ldp statistics
LLDP global counters
Neighbor entries was last changed at 1970-01-01T00:00:00+00:00 (12490 secs.
ago)
Total Neighbors Entries Added 0.
Total Neighbors Entries Deleted 0.
Total Neighbors Entries Dropped 0.
Total Neighbors Entries Aged Out 0.
LLDP local counters
Rx Tx Rx Rx Rx TLV Rx TLV Rx
TLV
Interface Frames Frames Errors Discards Errors
Unknown Organiz. Aged

GigabitEthernet 1/1 0 0 0 0 0 0 0
gigabitEthernet 1/2 0 0 0 0 0 0 0
0

éigabitEthernet 1/24 0 0 0 0 0 0 0
SOGigabitEthernet 1/1 0 0 0 0 0 0 0
20GigabitEthernet 1/2 0 0 0 0 0 0 0
0
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61. show logging {* 1YV F

TRTED system log LY system log FREERRLET,
* LLTFO—Eh B ENEEERIRUEGE . Y LLEROAERTLET,

“show logging ?"E AT B, UTOHTIYY RRRSNET,
# show logging ?
<logging id: 1-4294967295> Logging ID
| Output modifiers

error Error
info Information
switch Switch
warning Warning
<cr>

i

# show logging

Switch logging host mode is enabled

Switch logging host address is null

Switch logging level is information

Number of entries on Switch 1:

Info HE:

Warning: O

Error : O

All : 4

ID Level Time Message

1 Info 1970-01-01T04:47:26+00:00 Link down on switch 1, port 3
2 Info 1970-01-01T04:47:29+00:00 Link up on switch 1, port 3
3 Info 1970-01-01T04:47:30+00:00 Link down on switch 1, port 4
4 Info 1970-01-01T04:47:34+00:00 Link up on switch 1, port 4
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62. show loop—protect { * }OYVF
W=TINIBHDRESLUVAT-IAERRLET,
* UTO—ENoRENEBEEIRLESS. Y LEEROAERTLET,

“show loop-protect ?"E AN T 3L, UTOHTIVY RFRRSNET,
# show loop-protect ?
interface Interface status and configuration
<cr>

# show loop-protect
Loop Protection Configuration

Loop Protection : Disable
Transmission Time : 5 sec
Shutdown Time : 180 sec

GigabitEthernet 1/1
Loop protect mode is enabled.
Action is shutdown.
Transmit mode is enabled.
No loop.
The number of loops is 0.
Status is down.
GigabitEthernet 1/2
Loop protect mode is enabled.
Action is shutdown.
Transmit mode is enabled.
No loop.
The number of loops is 0.
Status is down.

GigabitEthernet 1/24

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 0.

Status is down.
10GigabitEthernet 1/1

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 0.

Status is down.
10GigabitEthernet 1/2

Loop protect mode is enabled.

Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 0.

Status is down.

ﬁ
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63. show mac address—table{ * }AYY F

MAC 7 RLAT—TILELUZDOMEEDIERER RLET .
* UTFO—ENRENEBEERUIGS. Y LLBEHROHERTLET,

“show mac address-table 2"t A 1T 3L, UTOHTIYY FRRRENET,

# show mac address-table ?
| Output modifiers

address MAC address lookup
aging-time Aging time
conf User added static mac addresses
count Total number of mac addresses
interface Select an interface to configure
learning Learn/disable/secure state
static All static mac addresses
vlan Addresses in this VLAN
<cr>
R

# show mac address-table

Type VID MAC Address Ports

Static 1 ff:ff:ff:ff:ff:ff GigabitEthernet 1/1-24 10GigabitEthernet

1/1-4 CpPU

64. show mac address—table aging—time JYY F
MAC 7 RLAT=TIWDI—I VTR LR RUET

# show mac address-table aging-time
MAC Age Time: 300

65. show mac address—table count{ * } YV F

MAC 7 RLAT—JI 02 E #HERTLET,
* UTO—ENLEENEEEHERUGE. RYLLEROSPERTLET,

“show mac address—table count 2" A A T3, LTOYTITY FEERRSNET,

# show mac address-table count ?
| Output modifiers

interface Select an interface to configure
<cr>

# show mac address-table count
Port Dynamic addresses

1 0
2 0
3 2
24 0
25 0

FXC5428 m



18 JIVF871—-2

— I

26 0
27 0
28 0

Total learned dynamic addresses for the switch: 2
Total static addresses in table: 4

66. show mac address—table learning{ * } AY F

MAC 7 RLAT—JI 02 EE- FERRLET,
* LTO—EhoEENEEEERUEGE. ZALEEROHSERTLET,

“show mac address—table learning 2" AT 3L, LTFOYIIAYY FERRENET,

# show mac address-table learning ?
| Output modifiers
interface Select an interface to configure
<cr>

# show mac address-table learning
Port Learning
GigabitEthernet 3/1 Auto
GigabitEthernet 3/2 Auto
GigabitEthernet 3/3 Auto

10GigabitEthernet 3/1 Auto
10GigabitEthernet 3/2 Auto

67. show mac-auth—-username I3 F
MAC 7 FUASRSE 1 —HiEshER = ULET,

# show mac-auth-username
mac auth username format:with-hyphen lower-case

68. show mvr {*}JIVF
MVR BREHBLUVAT—HAERRLET,
* LTFO—EhoBEOEBSERULLES ., ZULLEROAERTLET,

“show mvr ?"EAATRE, UTFOHTITY FERFRSNET,

# show mvr ?
| Output modifiers

detail Detail information/statistics of MVR group database
group-database Multicast group database from MVR
name Search by MVR name
vlan Search by VLAN
<cr>
-

# show mvr

ﬁ
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MVR is currently disabled, please enable MVR to start group registration.

69. show ntp status YV F
AHED NTP HEEDR EBERERTLET,

70. show port—security port { * }JIV K

# show ntp status
NTP Mode : disabled
Idx Server IP host address

(a.b.c.d) or a host name string

AEOER—FOR— MEF1UT/OEHRERRLET,

* UTO—ENoRENEBEERULIGE.

FZEULEROBERTLET,

“show port-security port ?"E AN TBE, UTOHTITY FRARRENET,

FXC5428

# show port-security port ?

| Output modifiers

interface
<cr>

# show port-security port
GigabitEthernet 2/1

<none>
GigabitEthernet 2/2

<none>

GigabitEthernet 2/24

<none>

<none>
10GigabitEthernet 2/2

Added Age/Hold Time
Added Age/Hold Time
Added Age/Hold Time
Added Age/Hold Time
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MAC Address VID State Added Age/Hold Time

71. show port-security switch { * }JYYF

A FEEDR— MeF1UTERERRLET,
* UTO—ENREOHBGERLLGE . ZE ULFEROAERTLES .

“show port-security switch ?”E AN T3E, LTFOH TV FERRESNET,
# show port-security switch ?
| Output modifiers
interface
<cr>

# show port-security switch
Users:

L = Limit Control

8 = 802.1X

D = DHCP Snooping

V = Voice VLAN

Interface Users State MAC Cnt

GigabitEthernet 2/1 ---- No users 0
GigabitEthernet 2/2 ---- No users 0
GigabitEthernet 2/3 ---- No users 0
GigabitEthernet 2/22 ---- No users 0
GigabitEthernet 2/23 ---- No users 0
GigabitEthernet 2/24 ---—- No users 0

72. show privilege YV F
AEOEHAEDHELANIIOVTOREFRERTUET,

| The order is as the input sequence and |
| the last one has the highest priority. |
privilege configure level 15 interface
privilege configure level 15 default
privilege configure level 15 vlan
privilege interface level 10 switchport
privilege interface level 10 speed
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73. show pvlan{ * } YV F

AHENDT54 K-k VLAN DR EEHERTLET
* UTFO—ENRENEBEERUIGE. Y LBEHROHERTLET,

“show pvlan ?“E A AT RE, UTOYTITIY RPIRTRENFET,

# show pvlan ?
interface List of port type and port ID, ex, Fast 1/1 Gigabit 2/3-5
Gigabit 3/2-4 Tengigabit 4/6

# show pvlan interface *

Port Isolation

GigabitEthernet 1/1 Disabled
GigabitEthernet 1/2 Disabled
GigabitEthernet 1/3 Disabled
GigabitEthernet 1/24 Disabled
10GigabitEthernet 1/1 Disabled
10GigabitEthernet 1/2 Disabled

74. show qos {* 1YV F

AHED QoS HREERTLET
* UTO—ENoREOHEBEERLLGE . ZY ULFEROHIERTLET .

“show gos ?"EAATRE, UTFDHITIYY FERFRSNET,

# show qos ?
| Output modifiers

interface Interface
maps Global QoS Maps/Tables
qce QoS Control Entry
wred Weighted Random Early Discard
<cr>
R

# show gos

interface GigabitEthernet 1/1

qos cos 0

qos dpl 0

gos trust dscp disabled

gos policer mode: disabled, rate: 500 kbps

gos shaper mode: disabled, rate: 500 kbps

qos queue-shaper queue 0 mode: disabled, rate: 500 kbps, excess: disabled

gos wrr mode: disabled, weight: g0:17 gl:17 g2:17 g3:17 g4:17 g5:17
qos tag-remark classified

gos map cos-tag cos 0 dpl 0 pcp 1 dei O
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qos dscp-translate disabled

qos dscp-classify disabled

gos dscp-remark disabled

qos storm unicast mode: disabled, rate: 500 kbps
qos storm broadcast mode: disabled, rate: 500 kbps
gos storm unknown mode: disabled, rate: 500 kbps

gos wred:
Queue Mode Min Th Mdp 1 Mdp 2 Mdp 3
0 disabled 0 1 5 10

0 (BE) disabled 0 0
1 disabled 0 0

gos map dscp-ingress-translation:

DSCP Translated DSCP

qgos map dscp-classify:

DSCP Classify
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75. show qos maps { * }JIV K

AHED QoS IVTDIERERRLET,
* UTO—EhEENEBEEBERUESEE . ZY UEEROHPERTLET,

“show gos maps ?“"EANTBE, UTOHTITY R RENET,

# show gos maps ?
| Output modifiers

cos-dscp Map for cos to dscp
dscp-classify Map for dscp classify enable
dscp-cos Map for dscp to cos

dscp-egress-translation Map for dscp egress translation
dscp-ingress-translationMap for dscp ingress translation
<cr>

# show gos maps
gos map dscp-cos:

DSCP Trust Cos Dpl
0 (BE) disabled 0 0
1 disabled 0 0

gos map dscp-ingress-translation:

DSCP Translated DSCP

qgos map dscp-classify:

DSCP Classify
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76. show qos qce {* }JYVE

A0 QoS M QCE fFHERTLET,
* UTO—EHLEENEEEHERUGE., RYULEROHPERTLET,

“show qos qce ?"EAATRE, UTFOHTITY FERRENET,

# show gos gce ?
<Id : 1-4096> QCE ID
| Output modifiers

# show gos gce 1
static gce 1:

port: 1-28

key parameters:
tag:

type:any

vid: any

pcp: any

dei: any
smac:any
dmac:any

frametype: etype any
action parameters:
cos: 6

dpl: default

dscp: default

77. show qos wred VYV F
AHED QoS DF1—CEDHRFEERTLET,

# show gos wred

gos wred:

Queue Mode Min Th Mdp 1 Mdp 2 Mdp 3
0 disabled 0 1 5 10

1 disabled 0 1 5 10

2 disabled 0 1 5 10

3 disabled 0 1 5 10

4 disabled 0 1 5 10

5 disabled 0 1 5 10

ﬁ
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78. show radius—server{ * } AYV F

AHED RADIUS Y- N EFHRERTLET,
* UTFO—ENHENEETERULIGE . RBVEEBROAERRLET,
“show radius-server 2"t ANTBE, LTOHTITY IR RENET,
# show radius-server ?
| Output modifiers
statistics RADIUS statistics
<cr>

# show radius-server

Global RADIUS Server Timeout : 5 seconds
Global RADIUS Server Retransmit : 3 times

Global RADIUS Server Deadtime : 0 minutes
Global RADIUS Server Key :

Global RADIUS Server Attribute 4

Global RADIUS Server Attribute 95

Global RADIUS Server Attribute 32

No hosts configured!

79. show rmon alarm { * }J3IVF
AN RMON 75— LD EFHRERRLET,

* UTO—ENRENEBEERUIGS . Y LLBEHROHERTLET,

“show rmon alarm ?"¢ A AT 3L, UTFOHTIVY FBRRENET,
# show rmon alarm ?
<1~65535> Alarm entry list
| Output modifiers

<cr>
i
# show rmon alarm 1
Alarm ID : 1
Interval : 2000
Variable : .1.3.6.1.2.1.2.2.1.13.1
SampleType : absoluteValue
Value : 0
Startup : risingOrFallingAlarm
RisingThrld : 2000000
FallingThrld : 200000
RisingEventIndex : 0

FallingEventIndex : O
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80. show rmon event { * }JYYFK

AHED RMON ARV MR EEHRERTLET .
* UTO—EHLEENEEEHERUGE., RYULEROHPERTLET,

“show rmon event ?"¢ AT 3E, LTOHTIYY FBRRENET,

# show rmon event ?

<1~65535> Event entry list
| Output modifiers

# show rmon event 1
Event ID : 1

Description

Type ! none
Community : public
LastSent : Never

81. show rmon history {* 1J3IVF

AHD RMON EZ M -0 EFEHRERTLET
* UTO—ENoREQHEBEERULG S ZY ULFEROSERTLET,

“show rmon history 2t AN TBE, UTOHTIATY FRRRENET,

# show rmon history ?
<1~65535> History entry list
| Output modifiers

<cr>
IE

# show rmon history

History ID : 1
Data Source : .1.3.6.1.2.1.2.2.1.1.10
Data Bucket Request : 50
Data Bucket Granted : 50
Data Interval : 1800
History ID : 2
Data Source : .1.3.6.1.2.1.2.2.1.1.11
Data Bucket Request : 50
Data Bucket Granted : 50
Data Interval : 1800
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82. show rmon statistics { * }AYYF

AN RMON #iEtE#RERRULET,
* UTO—ENRENEEERERUESEE . ZY UEEROHPERTLET,

“show rmon statistics ?"E AN TRE, UTOHTIYY FRRREINET,
# show rmon statistics ?
<1~65535> Statistics entry list
| Output modifiers

# show rmon statistics 1
Statistics ID : 1
Data Source : .1.3.6.1.2.1.2.2.1.1.12
etherStatsDropEvents : 0
etherStatsOctets 0
etherStatsPkts 0
etherStatsBroadcastPkts 0
etherStatsMulticastPkts 0
etherStatsCRCAlignErrors 0
etherStatsUndersizePkts 0
etherStatsOversizePkts : 0
etherStatsFragments HE
etherStatsJabbers : 0
etherStatsCollisions 0
etherStatsPkts640ctets 0
etherStatsPkts65tol270ctets 0
etherStatsPktsl28to2550ctets 0
etherStatsPkts256to5110ctets 0
etherStatsPkts512t010230ctets 0
etherStatsPktsl1024to0l15180ctets: 0

83. show running—config { * }JYVF

A THREBELTVIREFMERTLET .
* UTO—ENoREOHEBEERLLGE . ZY ULFEROSERTLET .

“show running—config ?"¢E A 1T 3L, LLFOHYTIYY FRRRENET,

# show running-config ?
| Output modifiers

all-defaults Include most/all default values

feature Show configuration for specific feature
interface Show specific interface(s)

line Show line settings

vlan VLAN

<cr>

# show running-config

Building configuration...

username admin privilege 15 password encrypted YWRtaW4=
I

vlan 1
|

vlan 3
|
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vlan 10
|

vlan 20

|

ip route 0.0.0.0 255.255.255.0 192.168.1.1
spanning-tree mst name 00-ff-ff-ff-ff-ff revision O
voice vlan oui 00-03-6B description Cisco phones

interface GigabitEthernet 1/1
no spanning-tree

!

interface GigabitEthernet 1/2
no spanning-tree

|

interface GigabitEthernet 1/3
no spanning-tree

interface vlan 1
ip address 192.168.1.1 255.255.255.

line vty 14
I

line vty 15
|

end

84. show running—config all-defaults Y F
LTCOREONHEZRRLET,

# show running-config all-defaults
Building configuration...

no logging

no logging on

no logging host

logging level info

username admin privilege 15 password encrypted YWRtaWd=
no access management

no loop-protect

loop-protect transmit-time 5
loop-protect shutdown-time 180

ﬂ
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85. show sflow JYVF

B0 sflow DIERERRTLET,
* LTO—EhsEENEEHERUEGE. ZAUEEROHSFERTUET,

“show sflow ?"E AN TR UTOHTIVY FERFRSNET,
# show sflow ?
| Output modifiers
statistics sFlow statistics.
<cr>

# show sflow
Agent Configuration:

Agent Address: 127.0.0.1
Receiver Configuration:

Owner . <none>

Receiver : 0.0.0.0

UDP Port : 6343

Max. Datagram : 1400 bytes
Time left : 0 seconds

No enabled collectors (receivers) Skipping displaying per-port info.

86. show sflow statistics receiver YV F
D sflow DL Y—NOHEHERERRTLET,

# show sflow statistics receiver
Tx Successes Tx Errors Flow Samples Counter Samples

87. show sflow statistics samplers Y F

RO sflow DYV T5—DHEHERERRLET,
* LLITO—ENEFENEEEERUEGE. R4 UEEHROHSERTUET,
“show sflow statistics samplers 2”& A AT 3L, LTFOHTIVY FBERRENET,

# show sflow statistics samplers ?
| Output modifiers

* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port

10GigabitEthernet 10 Gigabit Ethernet Port

<range list> runtime, see sflow icli functions.c
<cr>

# show sflow statistics samplers
Per-Port Statistics:

Interface Flow Samples Counter Samples
GigabitEthernet 2/1 0 0
GigabitEthernet 2/2 0 0
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GigabitEthernet 2/3 0 0

GigabitEthernet 2/24 0 0
10GigabitEthernet 2/1 0 O
10GigabitEthernet 2/2 0 0

88. show snmp {*}JIVF

AHE0D SNMP X EEHRER RTLET
* UTO—EHLEENEEEERUGE. RYULEROHPERTLET,

“show snmp ?"EANTBE, LTOHTIVY FBRRENET,

# show snmp ?
| Output modifiers

access access configuration

community Community

host Set SNMP host's configurations
mib MIB (Management Information Base)
security-to-group security-to-group configuration
user User

view MIB view configuration

<cr>

# show snmp
SNMP Configuration

SNMP Mode : enabled

SNMP Version : 2c

Read Community : public

Write Community : private

Trap Mode : disabled

SNMPv3 Communities Table:

Community : public

Source IP : 0.0.0.0

Source Mask : 0.0.0.0
Community : private

Source IP : 0.0.0.0

Source Mask : 0.0.0.0

SNMPv3 Users Table:

User Name : default user
Engine ID : 800007e5017£000001
Security Level : NoAuth, NoPriv
Authentication Protocol: None

Privacy Protocol : None

SNMPv3 Groups Table;

Security Model vl

Security Name : public

Group Name : default ro group
Security Model vl

Security Name : private

Group Name : default rw group
Security Model : v2c

Security Name : public

Group Name : default ro group
Security Model 1 v2c

Security Name : private

Group Name : default rw group

ﬂ
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Security Model : v3

Security Name : default user
Group Name : default rw group
SNMPv3 Accesses Table

Group Name : default ro group
Security Model T any

Security Level : NoAuth, NoPriv
Read View Name : default view
Write View Name : <no writeview specified>
Group Name : default rw group
Security Model T any

Security Level : NoAuth, NoPriv
Read View Name : default view
Write View Name : default view
SNMPv3 Views Table

View Name : default view

OID Subtree .1

View Type : included

89. show snmp access { * }JYVF

SNMP 792 ATV MERTLET,
* UTO—EHEENEEEERUEGE. ZY UEROHPERTLET,

“show snmp access ?"E AN TBE, LTOHTIVY R RENET,

# show snmp access ?
| Output modifiers

<GroupName : word32> group name
<cr>
i
# show snmp access
Group Name : default ro group
Security Model :any
Security Level : NoAuth, NoPriv
Read View Name : default view
Write View Name: <no writeview specified>
Group Name : default rw group
Security Model : any
Security Level : NoAuth, NoPriv
Read View Name : default view

Write View Name: default view

90. show snmp community v3 { * ]IV F

AN SNMPV3 1312718 RUIP REERRLET,
* UTO—ENBEENEEERIRULEEE . RS UEEROAERTLET,

“show snmp community v3 ?"E AN TR UTOHTIYY FRFRESNET,

# show snmp community v3 ?
| Output modifiers
<Community : word32> Specify community name
<cr>

# show snmp community v3
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Community P
Source IP 0
Source Mask : O.
Community o)
Source IP 0
Source Mask 0

91. show snmp host { * } YV F

SNMP KA MDEE E IR ERRLET
* UTO—ENLEENEEELERUZGE. RYLEEROSIERTLET,

“show snmp host 2"E AN TIE, UTOHTITY FPIRRENET,

# show snmp host ?

| Output modifiers
<ConfName : word32>Name of the host configuration

aaa AAA event group
interface Interface event group
switch Switch event group
system System event group
<cr>
il -
# show snmp host
Trap Global Mode : Enabled
Trap test (ID:0) is Disabled
Community : Public
Destination Host : 0.0.0.0
UDP Port : 162
Version : V2C
Inform Mode : Disabled
Inform Timeout : 3
Inform Retry : 5

92. show snmp mib context AY K
THE AR RelR AN MIB 1E#RERRULET,

# show snmp mib context

BRIDGE-MIB
- dotldBase (.1.3.6.1.2.1.17.1)
- dotldTp (.1.3.6.1.2.1.17.4)
ENTITY-MIB

- entityMIBObjects (.1.3.6.1.2.1.47.1)
EtherLike-MIB :

- transmission (.1.3.6.1.2.1.10)
IEEE8021-BRIDGE-MIB

- ieeeB8021BridgeBasePortTable (.1.3.111.2.802.1.1.2.1.1.4)
IEEE8021-MSTP-MIB :

- ieee8021MstpMib (.1.3.111.2.802.1.1.6)
IEEE8021-PAE-MIB :

- ieee8021lpaeMIB (.1.0.8802.1.1.1.1)
IEEE8021-Q-BRIDGE-MIB :

- ieee8021QBridgeMib (.1.3.111.2.802.1.1.4)
IEEE8023-LAG-MIB :

- lagMIBObjects (.1.2.840.10006.300.43.1)
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SFLOW-MIB

- sFlowAgent (.1.3.6.1.4.1.14706.1.1)
SMON-MIB

- switchRMON (.1.3.6.1.2.1.16.22)
SNMP-FRAMEWORK-MIB

- snmpEngine (.1.3.6.1.6.3.10.2.1)
SNMP-MPD-MIB

- dotldTpHCPortTable (.1.3.6.1.2.1.17.4.5)

- snmpMPDStats (.1.3.6.1.6.3.11.2.1)
SNMP-USER-BASED-SM-MIB

- usmStats (.1.3.6.1.6.3.15.1.1)

- usmUserTable (.1.3.6.1.6.3.15.1.2)
SNMP-VIEW-BASED-ACM-MIB

- vacmContextTable (.1.3.6.1.6.3.16.1.1)
- vacmSecurityToGroupTable (.1.3.6.1.6.3.16.1.2)
- vacmAccessTable (.1.3.6.1.6.3.16.1.4)
- vacmMIBViews (.1.3.6.1.6.3.16.1.5)
93. show snmp mib ifmib iflndex YV K
AHED Ifmib DEHRERTLET
# show snmp mib ifmib ifIndex
ifIndex ifDescr Interface
1 Switch 1 - Port 1 GigabitEthernet 1/1
2 Switch 1 - Port 2 GigabitEthernet 1/2
3 Switch 1 - Port 3 GigabitEthernet 1/3
24 Switch 1 - Port 24 GigabitEthernet 1/24
25 Switch 1 - Port 25 10GigabitEthernet 1/1
26 Switch 1 - Port 26 10GigabitEthernet 1/2
27 Switch 1 - Port 27 10GigabitEthernet 1/3
28 Switch 1 - Port 28 10GigabitEthernet 1/4
50001 VLAN 1 vlian 1
60001 IP Interface 1 vlian 1

94. show snmp security—to—group { * }JYVF

SNMP txaUFJ I —TIV M)ERRLET,
* UTO—EHOEENEEELERUGA. RYULEROHIERTLET,

“show snmp security—to—group ?"¢ AT 3L, LTOHTIYY FBRRENET,

# show snmp security-to-group ?
| Output modifiers

vl vl security model
v2c v2c security model
v3 v3 security model
<cr>

# show snmp security-to-group
Security Model vl
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Security Name : public

Group Name : default ro group
Security Model vl

Security Name : private

Group Name : default rw group
Security Model : v2c

Security Name : public

Group Name : default ro group
Security Model : v2c

Security Name : private

Group Name : default rw group
Security Model : v3

Security Name : default user
Group Name : default rw group

95. show snmp user {*}JIVFK

SNMP 1—-HD1E#HRERTLET,
* LTFO—EhEENEEERIRUEGS . Y LEEROAERTLET,

“show snmp user 2"E A AT BE, LTFOYTIVY FBRRENET,

# show snmp user ?
| Output modifiers

<Username : word32> Security user name
<cr>
i

# show snmp user

User Name : default user

Engine ID : 800007e5017£000001

Security Level : NoAuth, NoPriv

Authentication Protocol : None

Privacy Protocol : None

96. show snmp view { * }JIVF

SNMP E1—0DfEHRERR~LET,
* LTFO—EhEENEEERIRUEGE . ZYLEEROAERTLET,

“show snmp view ?"EAHTRE, LTFOHTIYY FERTFENET,

# show snmp view ?
| Output modifiers

<ViewName : word32> MIB view name
<cr>
IR
# show snmp view
View Name : default view
OID Subtree : .1
View Type : included

ﬁ
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97. show spanning-tree {* }J3IVF

AEOANZVTI)-DFREERTLET,
* UTFO—ENRENEBEERUIGS. Y LLBEHROHERTLET,

“show spanning-tree "¢ AN T3 UTOHTIYY FERFTSNET,

# show spanning-tree ?
| Output modifiers

active STP active interfaces
detailed STP statistics
interface Choose port

mst Configuration

summary STP summary

<cr>

# show spanning-tree
CIST Bridge STP Statu

Bridge ID : 32768.00-17-2E-FF-FF-FF
Root ID : 32768.00-17-2E-FF-FF-FF
Root Port i

Root PathCost : 0

Regional Root : 32768.00-17-2E-FF-FF-FF
Int. PathCost : 0

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last -

Port Port Role State Pri PathCost Edge P2P Uptime

98. show spanning—tree active Y F
POFATBANZITY) - 0fEHRERRTLET,

# show spanning-tree active
CIST Bridge STP Statu

Bridge ID : 32768.00-17-2E-FF-FF-FF
Root ID : 32768.00-17-2E-FF-FF-FF
Root Port .

Root PathCost : 0

Regional Root : 32768.00-17-2E-FF-FF-FF
Int. PathCost : 0

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last .

Port Port Role State Pri PathCost Edge P2P Uptime
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99. show spanning-tree detailed { * } YV F

ANZIT V) -DFRONTERERRLET
* UTO—ENoREOHEBEERLLGE . ZY ULFEROHERTLET .

“show spanning-tree detailed ?"¢ A hT3E, LTOHTIVY R RENET,

# show spanning-tree detailed ?
| Output modifiers
interface List of port type and port ID, ex, Fast 1/1 Gigabit 2/3-5
Gigabit 3/2-4 Tengigabit 4/6

# show spanning-tree detailed
Port Rx MSTP Tx MSTP Rx RSTP Tx RSTP Rx STP Tx STP Rx TCN Tx
TCN Rx Ill. Rx Unk.

100. show spanning—tree mst { * 1YV F

AHD MSTP JUyIDAT—RAERRLET,
* UTO—EHEENEEEERUGE. RY ULEROHPERTLET,

“show spanning-tree mst ?"E A A TRE, LTOHTIYY MR RESNET,

# show spanning-tree mst ?

<Instance : 0-7> Choose port
| Output modifiers
configuration STP bridge instance no (0-7, CIST=0, MST2=1...)
<cr>
i

# show spanning-tree mst
CIST Bridge STP Status

Bridge ID : 32768.00-17-2E-FF-FF-FF
Root ID : 32768.00-17-2E-FF-FF-FF
Root Port H

Root PathCost: 0
Regional Root: 32768.00-17-2E-FF-FF-FF
Int. PathCost: O

Max Hops : 20

TC Flag : Steady

TC Count : 0

TC Last -

Mst Port Port Role State Pri PathCost Edge P2P Uptime

ﬁ
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101. show spanning—tree mst configuration Y F
AHED MST @ VLAN TEVT SR EEHRERTLET,

# show spanning-tree mst configuration
MSTI1 ©No VLANs mapped
MSTI2 No VLANs mapped
MSTI3 No VLANs mapped
MSTI4 No VLANs mapped
MSTI5 No VLANs mapped
MSTI6 No VLANs mapped
MSTI7 No VLANs mapped

102. show spanning—tree summary Y F
ANV - IEROBEERTLET,

# show spanning-tree summary
Protocol Version: RSTP

Max Age : 20
Forward Delay : 15
Tx Hold Count : 6
Max Hop Count : 20
BPDU Filtering : Disabled
BPDU Guard : Disabled
Error Recovery : Disabled

CIST Bridge is active

103. show switch stack YV F

A IFDARYIIREEI O WV TDIERER TLET,
* UTO—ENEENEEEERUGE . RYULEROHPERTLET,

“show switch stack ?"E AN TBE, LTFOH TV FERRSNET,

# show switch stack ?

details Detail information

<cr>
E
# show switch stack
Stack Interface A : 10GigabitEthernet 2/1
Stack Interface B : 10GigabitEthernet 2/2

Forwarding Master

Stack Member SID Intf A Intf B Prio Time
*00-17-2e-FF-FF-F2 2 Local Local 1 01:27:44

00-17-2e-FF-FF-F1 1 Currently not present in stack
00-17-2e-FF-FF-F3 3 Currently not present in stack
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104. show switch stack details YV F
A1YFDARYDIRRE(C D WML B ERRLET,

# show switch stack details

Stack topology : Standalone

Stack Member Count 1

Last Topology Change: 1970-01-01T00:00:00+00:00
Master Switch : 00-17-2e-FF-FF-F2

Last Master Change : 1970-01-01T00:00:00+00:00

Stack Interface A : 10GigabitEthernet 2/1
Stack Interface B : 10GigabitEthernet 2/2
Forwarding Master
Stack Member SID Intf A Intf B Prio Time Reelect
*00-17-2e-FF-FF-F2 2 Local Local 1 01:28:30 0

00-17-2e-FF-FF-F1 1 Currently not present in stack
00-17-2e-FF-FF-F3 3 Currently not present in stack

Intf A Intf B
Link State: Up Down
SPROUT State: Down Down
SPROUT Update Counters:
Rx PDUs: 1608 0
Tx Periodic PDUs: 1607 0
Tx Triggered PDUs: 1 0
Tx Policer Drops: 0 0
Rx Errors: 0 0
Tx Errors: 0 0
SPROUT Alert Counters:
Rx PDUs: 0 0
Tx PDUs: 0 0
Tx Policer Drops: 0 0
Rx Errors: 0 0
Tx Errors: 0 0

ﬂ
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105. show switchport forbidden { * }JYYF
VLAN ID QZ1ER— DIV M-%2KRRLET,
* UTO—ENEENEEERIRUEGES . RS UEEROAERTLET,

“show switchport forbidden ?“E AT 3L, UTOHITITY FRKRRENET,

# show switchport forbidden ?
| Output modifiers

name name - Show forbidden access for specific VLAN name.
vlan vid - Show forbidden access for specific VLAN id.
<cr>

il -

# show switchport forbidden
VID Interfaces

100 2

106. show switchport forbidden name <name>J3Y> F
5% U VLAN 2O7HE 22 IER— bOTEHRERTLET,

# show switchport forbidden name V100eigyou
VID VLAN Name Interfaces

100 V100eigyou 25,26

107. show switchport forbidden vlan <vlan_id>J<¥> F
18 Lz VLAN ID 07D AZ 1L R— bOTERERRUET

# show switchport forbidden vlan 100
VID Interfaces

108. show tacacs—server YV F
AR FESNTLVS TACACS H—N\DIEHRER TLET,

# show tacacs-server

Global TACACS+ Server Timeout : 5 seconds
Global TACACS+ Server Deadtime : 0 minutes
Global TACACS+ Server Key :

No hosts configured!
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109. show terminal AY Y F
A-IF)IDIERERRLET,

# show terminal
Line is con 0.
* You are at this line now.
Alive from Console.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal width is 80.
length is 24.
history size is 32.
exec-timeout is 10 min 0 second.
Current session privilege is 15.
Elapsed time is 0 day 0 hour 28 min 49 sec.
Idle time is 0 day 0 hour 0 min 0 sec.

110. show users {* }JIVF
AECEEDTI LTV 1-YOE#RERTLET,

“show users ?"EANTBRE, UTOHITITY FRRREINFET,
# show users ?
| Output modifiers
myself Display information about mine
<cr>

# show users
Line is con 0.
* You are at this line now.
Connection is from Console.
User name is admin.
Privilege is 15.
Elapsed time is 0 day 0 hour 1 min 53 sec.
Idle time is 0 day 0 hour 0 min 0 sec.
Line is vty 0.
Connection is from 192.168.11.100:49166 by Telnet.
User name is test.
Privilege is 0.
Elapsed time is 0 day 0 hour 0 min 5 sec.
Idle time is 0 day 0 hour 0 min 3 sec.

ﬁ

FXC5428



111. show version JYVF

AHED MAC 7 RUAR VAT LI, 77— LoI7 N—JaVBEDERERTLET,

18] IRVR4U871-2

# show version
MAC Address

00-17-2e-FF-FF-FF

Previous Restart : Cold

System Contact
System Name

System Location

System Time

1970-01-01T07:14:39+00:00

System Uptime 07:14:39

Active Image

Image : managed

Version FXC5428 Ver:1.00.01
Date 2015-05-13
Alternate Image

Image : managed.bk

Version FXC5428 Ver:1.00.01
Date 2015-05-13

SID : 2

Port Count 28

Product : FXC5428 Switch
Software Version : FXC5428 Ver:1.00.01

112. show vlan {* }JYVF
AHED VLAN R EBFRERTLET

* UTFO—ENRENEBEERUIEE . Y LLBEHROHERTLET,

“show vlan ?"E A AT RE, UTFOYTIVY FBRRENET,

# show vlan ?
all
brief
id
ip-subnet
mac
name
protocol
status
<cr>

Show all VLANs (If left out only static VLANs are shown)

VLAN summary information
VLAN status by VLAN id

Show VLAN ip-subnet entries.
Show VLAN MAC entries.

VLAN status by VLAN name
Protocol-based VLAN status

Show the VLANs configured for each interface.

# show vlan
VLAN Name

1 default

Gi 1/1-2,4-24

Gi 2/1-24
Gi 3/1-24

100 V100eigyou
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— I

113. show vlan brief IV K
AHOD VLAN BHROBEERTULET,

# show vlan brief

VLAN Name Interfaces

1 default Gi 1/1,6-24
Gi 2/1-24
Gi 3/1-24

2 VLANQOOQOO2 Gi 1/2

3 VLANQOOQOO3 Gi 1/3

4 VLANO0O0O4 Gi 1/4

114. show vlan id <vlan_list>JYY F
& L% VLAN ID O1E$RE R RULET,

# show vlan id 1-3

VLAN Name Interfaces

1 default Gi 1/1,6-24
Gi 2/1-24
Gi 3/1-24

2 VLANQOOQOO2 Gi 1/2

3 VLANO0O0O3 Gi 1/3

115. show vlan ip-subnet id { * }AYYF

VLAN O IP 72y PR EDEHRERTLET,
* UTO—ENLEENEEEHERUGE. RYULEROHPERTLET,

“show vlan ip-subnet 2"t AN TBRE, UTOHTITY FRRREINFET,

# show vlan ip-subnet ?

id Show a specific ip-subnet entry.
<cr>
R
# show vlan ip-subnet
VCE ID IP Address Mask Length VID Interfaces

ﬁ
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L
116. show vlan mac { * }aYVF
MAC 7 RLAZE®D VID R UERR— FOEHRERTLET,
* UTO—EhoEENIEBEEIRLESE. Y LEEROA ERTLUET,

“show vlan mac ?"EAHTBE, UTOHTIYY RRRSNET,

# show vlan mac ?
address Show a specific MAC entry.

<cr>
E
FXC5428# show vlan mac
MAC Address VID 1Interfaces

117. show vlan name <vword32>J3IY F
&7 L7z VLAN & H SR ESN T3 VLAN ID DfESRERRLET,

# show vlan name test

VLAN Name Interfaces
3 test Gi 1/3-4

118. show vlan protocol{ * } JYV F

FORILA—A VLAN DIEHRERTLET,
* UTO—EHOEENEEEERUGA. RY ULEROHFERTLET,

“show vlan protocol ?"E A AT RE, UTFOHTIYY R RENET,

# show vlan protocol ?
eth?2 Ethernet protocol based VLAN status

1lc LLC-based VLAN status
snap SNAP-based VLAN status
<cr>
R
# show vlan protocol
Protocol Type Protocol (Value) Group 1D
EthernetII ETYPE:0x800 1
Switch 1
Group ID VID Ports
1 1 GigabitEthernet 1/4
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119. show vlan status { * }JYVF

AVUBITI—ATED VLAN S EERRLET,
* UTO—EHEENEEEERUGAE. RYULEROHFERTLET,

“show vlan status ?"E AN TBRE, LTFOH TV FRERFRSNFET,

# show vlan status ?

admin Show the VLANs configured by administrator.
all Show all VLANs configured.

combined Show the VLANs configured by a combination.
conflicts Show VLANs configurations that has conflicts.
gvrp Show the VLANs configured by GVRP.

interface Show the VLANs configured for a specific interface(s)
mstp Show the VLANs configured by MSTP.

mvr Show the VLANs configured by MVR.

nas Show the VLANs configured by NAS.

vcl Show the VLANs configured by VCL.

voice-vlan Show the VLANs configured by Voice VLAN.

<cr>

# show vlan status

GigabitEthernet 1/1

VLAN User PortType PVID Frame Type Ing Filter Tx Tag
UVID Conflicts

Admin C-Port 1 All Enabled All except-native 1
NAS

GVRP
No
MVR
No
Voice VLAN
No
MSTP
No
VCL
No
Combined C-Port 1 All Enabled All except-native
1 No
GigabitEthernet 1/2
VLAN User PortType PVID Frame Type Ing Filter Tx Tag
UVID Conflicts

Admin C-Port 1 All Enabled All except-native 1

MVR

No
Voice VLAN

No
MSTP

No
VCL

No

ﬁ
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18] IRVR4U871-2

Combined C-Port 1 All Enabled All except-native
1 No

10GigabitEthernet 1/1
VLAN User PortType PVID Frame Type Ing Filter Tx Tag
UVID Conflicts

Admin C-Port 1 All Enabled All except-native 1
NAS

GVRP
No
MVR
No
Voice VLAN
No
MSTP
No
VCL
No
Combined C-Port 1 All Enabled All except-native
1 No
10GigabitEthernet 1/2
VLAN User PortType PVID Frame Type Ing Filter Tx Tag
UVID Conflicts

Admin C-Port 1 All Enabled All except-native 1

MVR
No
Voice VLAN
No
MSTP
No
VCL
No
Combined C-Port 1 All Enabled All except-native
1 No
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120. show voice vlan {* }JIVF

B VLAN O1E#RERTLET,
* UTO—EHEENEEEERUGAE. RYULEROHFERTLET,

“show voice vlan ?"E AN TBE, LTOHTIYY R RENET,

# show voice vlan ?
| Output modifiers

interface Select an interface to configure
oui OUI configuration
<cr>

# show voice vlan

Switch voice vlan is disabled

Switch voice vlan ID is 1000

Switch voice vlan aging-time is 86400 seconds
Switch voice vlan traffic class is 7
Telephony OUI Description

00-01-E3 Siemens AG phones
00-03-6B Cisco phones

00-0F-E2 H3C phones

00-60-B9 Philips and NEC AG phones
00-DO-1E Pingtel phones

00-E0-75 Polycom phones

00-EO0-BB 3Com phones

Voice VLAN switchport is configured on following:
GigabitEthernet 1/1

GigabitEthernet 1/1 switchport voice vlan mode is disabled
GigabitEthernet 1/1 switchport voice security is disabled
GigabitEthernet 1/1 switchport voice discovery protocol is ouil
GigabitEthernet 1/2 :

GigabitEthernet 1/2 switchport voice vlan mode is disabled
GigabitEthernet 1/2 switchport voice security is disabled
GigabitEthernet 1/2 switchport voice discovery protocol is ouil

GigabitEthernet 1/24

GigabitEthernet 1/24 switchport voice vlan mode is disabled
GigabitEthernet 1/24 switchport voice security is disabled
GigabitEthernet 1/24 switchport voice discovery protocol is oui
10GigabitEthernet 1/1 :

10GigabitEthernet 1/1 switchport voice vlan mode is disabled
10GigabitEthernet 1/1 switchport voice security is disabled
10GigabitEthernet 1/1 switchport voice discovery protocol is oui
10GigabitEthernet 1/2 :

10GigabitEthernet 1/2 switchport voice vlan mode is disabled
10GigabitEthernet 1/2 switchport voice security is disabled
10GigabitEthernet 1/2 switchport voice discovery protocol is oui

ﬁ
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121. show web privilege group <group_name) level YV F
TNFNOBEET I —TOHELAINERTLET,

“show web privilege group ?"t A A TRE, ULTOYTITY FBRRSNFET,

# show web privilege group ?

18] IRVR4U871-2

CWORD Valid words are 'Aggregation' 'DHCP' 'Debug' 'Dhcp Client'
'Diagnostics' 'EEE' 'Fan Control' 'Green Ethernet' 'IP2'
'IPMC Snooping' 'LACP' 'LLDP' 'Loop Protect' 'MAC Table'

'MVR' 'Maintenance' 'Mirroring' 'NTP'

'Private VLANs' 'QoS' 'RPC' 'Security'

'Stack' 'System' 'Timer' 'VCL'

'VLANs' 'Voice VLAN' 'XXRP' 'sFlow'
level Web privilege group level

'Ports'
'Spanning Tree'

<group_name>ZHEE LTCAALEB &I ZDTI—TDHEHEL NI E, <group_name>EIEEE T
“show web privilege group level "t AIULEBERETOTIN—TDHEELAINERTLET,

il -
# show web privilege group level
Group Name Privilege Level
CRO CRW SRO SRW

Aggregation 5 10 5 10
DHCP 5 10 5 10
Dhcp Client 5 10 5 10
Diagnostics 5 10 5 10
EEE 5 10 5 10
Fan Control 5 10 5 10
Green Ethernet 5 10 5 10
IP2 5 10 5 10
IPMC Snooping 5 10 5 10
LACP 5 10 5 10
LLDP 5 10 5 10
Loop_ Protect 5 10 5 10
MAC Table 5 10 5 10
Maintenance 15 15 15 15
Mirroring 5 10 5 10
MVR 5 10 5 10
NTP 5 10 5 10
Ports 5 10 1 10
Private VLANs 5 10 5 10
QoS 5 10 5 10
RPC 5 10 5 10
Security 5 10 5 10
sFlow 5 10 5 10
Spanning Tree 5 10 5 10
Stack 5 10 1 10
System 5 10 1 10
Timer 5 10 5 10
VCL 5 10 5 10
VLANs 5 10 5 10
Voice VLAN 5 10 5 10
XXRP 5 10 5 10
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2% WEB [JBEE e
B2z weBlzd2d%E B

2.1 Telnet/SNMP &S

2.1.1 TelnetCLBIRIAV MEE

Telnet 2N LTAMDUE— FMEEETIHB AL, £9' IP/NetMask/Gateway({EE) 7 FLAZRE L, IVY—Ib
BEEZE>T, BEETO TS,

2.1.2 SNMPICEBIR VAV MNERE

NMS EH LTAREED)E— MEEEITIE AL, IP/NetMask/Gateway 7 FLAERELT. SNMP OB E%E
TS,

AT, SNMP v1, v2c, v3 DI—J1Y MERES LU MIB li(Interface). Bridge MIB. 802.1Q MIB LU
Private MIB &HR—FLTULVET,
WMEARTED GET 32 =71%4 (3 public”. HLUY SET J21=F14(E “private” T,

2.2 HAKRTE
CC Tl WEB 7505 ERAWVTAR DO WEB I UAY MNEIEICAOY A V93 FIEZFZHRBALVZULET,
221 A4 k%K

WEB 505 EERLTATM VT BIZUA T OFIBICHE TS,
Step 1. WEB 7505 %&£8 LFT,

Step 2. WEB F3O0H DI 7 RLANCEKREZD IP 7 RLAZEA AL, Enter ¥—2AHLET,
(WIEASRTERFE . IP PRLA. "192.168.1.17 TR EINTLET, )

Step 3. BRIV LABE CI1—Y—-& 1L NNAD—-F1ZAHLET,
(WHARER L. 11— 1M )SAT—F1EH (T admin"EBNET )

IP7RLAZEETIHAE. LTOFIBEICH TS,
1) "config” ARV REA AT BL. “(configtt” N TOVT FRRENFT
2) “interface vlan 1”13V F& A BT 3L, “(config-if-vian#’ D 7OV T FRRICEIDENNET,
3) “IP XXXXXXXXX.XXX YYY.YYY.YYY.Yyy IRV RXXXXXXXXXXX (& [P 7 RUAL yyy.yyy.yyy.yyy [d %y b2
ANEAALT. ARED IP PRLATEELET,
4) "exit” XV FEA AL, “(confightt”[CRNET o
5 IP Y= bt &R ETRE AL, “ip route 0.0.0.0 0.0.00 zzz.zzz.zzz.zzz” ARV FEA AL T,
IP Vb= bIVMNIERTELET (222.222.222.222 (5= FITA4D IP P ELATY),
6) “exit YV FEANTBE, “#'DTOVT FRERICONEDNET,
7) “show ip interface brief”dYY FEAALT, IP NELGRESNTNSNEINMFERR L TS,
8) “copy running-config startup-config” Y FEA AL T, R EEERELET,

HTTP 2R T 3ICIE, IP 2R E LEZ R M) —DICHER %R . A¥0 IP 7 ELA% WEB 75450 WEB 7 K
LAICAATRE, LTO1-FLENAT—ROOTM VEEHRREINET (T4 bOI-F L EISAT— R
“admin” / "admin” TY),

ﬂ

FXC5428



2%E WEBICLBHBTE

;

IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Default Gateway BL
Username admin
Password admin
BELA7 7t AEE®
Windows 5271 x
iexplore.exe

#-/(- 192168, HA-F-£L)RAT-FEERLTVES. F-/-08S
[CEDE. T3 FXCH28 B NERTT.

=5 1-T-£L/AT-FE R T TRESNTVEVER TES TR
ERLTEESNZT.

B |

[i20-F |

O =EtEgeTEs?

£l

CEE]:
AR I-FERBREEZIR- I THN, EBEOH N VAT LERET S ENTRETY,
BHOI-HNEEED ID EEATRIH AR, YATLREEITHICRACOTIVLEI-TDéH
FHAILET, TN O3, EEED ID EFEALTH, YVATLOEZRIV T DHFAHETY,
&KX 4 AFTOI-YOH D REFCOTM1 0T HENTRETT

CxE):

WEB J5roH(d“Microsoft IE 6.0”LAL. "Netscape V7. 1”LLE. HBWMIE"Fire Fox V1.00"LLE.
FEEIA—-3BBEE1024x768"LL L COERICHREEHRLET,
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2E WEBI[CLBERTE

T E D18 Ak

ABMO WEB YR IAY MEIEL, AT D40 FUTHEBLTUVET,

12 14 18 18 20 22 24

. FXC
FXC HHHH FHFH R -
Future X Communications

fa
g 11 13 15 17 18 21 23 25 28 27 2B r ‘4
0 L) d 0
~ System ystem Information Configuration
» Information
«1P System Contact

= NTP -
- Time System Name

=Log System Location
= Poris
» DHCP
) ety
» Aggregation
= Loop Protection
» Spanning Tree
¥ IPMC Profile
=MVR

¥ IFMC

> » LLDP
= MAC Table

= VLANS

¥ Private VLANS
»VCL

» Voice VLAN

» QoS

= Mirroring

» GVRP

= Stack

= sFlow j
» Monitor
» Diagnostics
» Maintenance
D AZa—-D4VF — Q) MYUIURY @ MTAZa—9qUkD

HE/RRIER:

@D AZa—94URY
A=D1V RITIE . REFTHR—FENBZ B A 1DV —RICRTENET,
FNEN. MConfiguration (BXE) 1*=1—. MMonitor (EZ4YUH) JAZ1—. TDignostics (M) |
AZa1—. Maintenance (AVTFVA) IAZ1-0 4 DA Z1—hoEHRSNTNET,

Q@ AMU4vEY
AZa—J4Y ROCEIRLEAZ1—-DREIER . BLUATARERER T UET,

@ MYTAZI—94VED
ARE DA VEI=TIA ABRRSINTHN, 10/100M, 1000M, 106 TYUH7yFTLTVBEE(E
INEFNT#RBITRLET,
FEER—PFEDUYDTBREICLD, BOVA—DAZ1—HRRSINET,
Logout I RAYEDYYHTBEICENA M EBOT 7 FLET,
[Show help)h'blEFRRAZ1—D Help #AID4Y FOTRRTHENATRETT

EEOE LU TOPAIVNERSNET,
0975 FEOREYTY
NVFEBREAETRCENTEET,

HTTP H#tIC LB YR IUAY MAEDFHMIE . LIROERTHRALET,
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e
2.3 MIAZ1—

2.3.1 AZ1—DHEER

CCTRENENLUTOAZ2—h RSN TVET,

1. System (VAT L)
(1) YATLA, BUWEDHEE. AT—Y3Y, Mac ID, 77— L9917 1N—Y3Y, R @R
) IPE&
(3) NTP R E
4) 54 LE&%5E
(5) log BXE

2. Port (iR— 1)
(1) R—br—LBEZFE. BET—F. AT—42A, 70—y 0=, &K/ y A X, Excessive Collision
%E

3. DHCP
(1) DHCP AX—EVH
(2) DHCP YJL—

4. Security (E¥1U71)
M) 1T EE

a) BE)AT—R EEBEESIVEELAIOEE
b) Y —l. telnet, ssh, http 1 V371—ADEREEA =
c) BE7HEADHIR
d) SSH, HTTPS %5
e) SNMP &%
f) RMON E% 5

2) 2YRI=D7PDEADEF1)T1
a) ih—FDFY FI—DIEGHOHIR
b) 802.1x XY ’I)—=DPHt ADERTE
c) ACLER%E
d) IPY—2H—RDERTE
e) ARP 1 VARD 3V ME%
(3) AAA
a) RADIUS £4&U TACACS+— /DR TE

5. Aggregation (PJU5'—3Y)
(1) 287490 MoV
(2) LACP &7

6. Loop Protection (JL—F7ATHYaY)
(M) W=7707TH3V0EE

7. Spanning Tree (A/SZU45"Y1)—)

(1) Jo-NIVE&E
a) FORIV. TIAAUTAERE
b) Forward Delay, Max Age. Hop Count, Hold Count 5%
¢) BPDU 71J3—, BPDU #i— RE&%E

(2) MSTIRYE VTR E

(3) MSTI 724 AV T4ERE

(4) CIST iR— MERTE

(5) MSTI ih— FE&E
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SnccealNNNN———

8. IPMC Profile (IP QILFFvAL)
(P RIFHFLANTOT7MI

9. MVR
(1) MVR &5

10. IPMC
(1) IGMP A3X—E VT E
(2) MLD AX—EVIEHRE

11. LLDP
(1) LLDP &5

12. MAC Table (MAC 7—7)l)
(1) I=-IVHR4 L. 5—200 . REe%
(2) A3T4Y9 Mac ID DEINHT

13. VLAN
(1) 802.1Q VLAN 5

14. 7514 AR—Fk Vlan
(1) Isolation % %E

15. VCL
(1) Mac—based Vlan %7
(2) Protocol-based Vlan £
(3) IP Subnet-based Vlan %7€

16. Voice Vlan
OV 2OV EVE
(2) OUI IV M)—ERE

17. QoS
(1) R=bDTTAILF QoS R TE
(2) R—=FAARYDVTERTE
() R—FHARTI21-YVTRTE
4) BAVI(EVTERE
(5) R—MIHYI—FITHRE
(6) "—h DSCP & %E
(7) DSCP H5 AKX TE
(8) DSCP FSVAL—YaVERTE
(9) DSCP YYE VT
(10) QoS JV FA—ILYA MR TE
(11) QoS Ab—=LIV FA-ILERTE
(12) WRED &%

18. Mirroring (IR— F35—1H)
(1) R=F35-YVTEE

19. GVRP
(1) Enable %5 Join—time. Leave—time. LeaveAll-time, Max Vlan %5
(2) R— b Enable &

20. Stack (AAvHEIa1—ILE)
(1) ARYDERTE

ﬁ
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;

21. sFlow
(1) sFlow &3

22. EZRUVH
(1) V21T —9aV TR E VAR RER R

23. ZHieE
(1) Ping #%8E
(2) VeriPHY #&E

24. AVUTFUA
(1) Y25=t
(2) MHREDIALY
Q) YI+II7DPYIT—h
(4) 7y70-F/JANF
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2.4 Configuration (BH#BEDERE)
CCTIE, BHEEDEREAHEICOVTERALET,

( » Configuration \

» System System Information Configuration

: E?lrgp System Contact
¥ Security Systern Mame

» Aggregation

= Loop Protection

» Spanning Tree

» IPMC Profile
= MVR

» IPMC

» LLDOP

= MAC Table

= VLANs

» Private VLANS
»VCL

» Voice VILAN

» Q0S5

= Mirroring

» GVRP

= Stack

\ . sFllow J

» Diagnostics
» Maintenance

2.4.1 System (YATL)
VAT LERISOVWVTERRLET

2.4.1.1 Information (YATLIEHDEEE)

System Location

CCTlE, YATLA., REGFT. VATLELERLDREEITOCENTEET,
I Configuration ] —T System |—[Information | &DyD 3 3E. L TOEEIARREINET,

System Information Configuration

System Contact

System Name
System Location

| Save || Reset |

ﬁ
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2.4.1.2 P (IP &%)

CCCIEDNS =B IP 7RLADZREEITVET,
IP S EAZ1—(E. THost JE— FETRouter [ E— FHDBIRT B ENATRETT S

(1) TSystem]—=TIP1&DUYHTBE, U TOEIEDARRSINET,

IP Configuration Host/Router £~

Mode

From any DHCP interfaces
2 |Configured
nterta

From this DHCP interface I

IPv4 DHCP IPv4 IPv6

Delete VLAN Current Mask Mask
Enable Fallback Lease Address Length Address Length
O 1 O 0 192.168.11.208 24
IP Routes

Delete MNetwork Mask Length Gateway Next Hop VLAN

Add Route

Save

Mote: the next hop VLAM can be set only in IPvG.

DNS H—N&ERT 35 &, T/ IP A ALTESL,
DHCP D347 MEBEEBRNCT BE . DHCP H—)\ha BEIMIC IP KSR ESNET,
DHCP D347 MEREEEMNICTIE. FHCTIP DR EETHIENTEET,
(2) EEALD"?"7A42VED)yHTRE, BIEmANOER (COWTOFRBAELH LRy T 7y IR RENET,

2.4.1.3NTP (NTP 8&5€)

CCTIIARED NTP O EEITICENTEET,
[ Configuration ] = System |=INTP &0y T 3L, ROBEN R REINET,

NTP Configuration

Mode Disabled g
Server 1

Server 2

Server
Server 4

Server 5

| Save || Reset |

ARHEENTP FO RV ESFR— LTV NTP H—)\DoBEZIEHREAF THENTEET,

COMEBEERICLTHL NTP =)D IP ZA A LTI,
GES)HEEEBNCTBICE, RYMI—DBEEEICLOT. FTFNTP H—1D IP ZEAFTILELRHNET,
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2.4.1.4 Time (341 LE&5E)

CCTRBZIDER EZITICENTEET,
HI—84 LOEFE#ITOICIE. [Configuration]— T System = Time 1&D)vD 93, L TOEEHBRRINF
7,

Time Zone Configuration

Time Zone Configuration
Time Zone MNone v
Acronym |{ 0 - 16 characters }

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time gEeEELIE]

Start Time settings

Month
Date
Year
Hours
Minutes

Month
Date
Year
Hours
Minutes

Offset settings
Offset (1 - 1440) Minutes

NTP ZfE2T. B LY -V ERE TS ENTEET, NTP TE ZE DTy IR MBRD ARG F IR (B E
0)EEELTHHEHARNERASNEIT (REHFEL, UTC EFFENZLOTHN, EXBFITI_vIiE
HERERE (GMT) ) o T\ ADEERER B EREFTBCEICEN . YATLATEAAY IV M) B IEREICEE 5%
LET,

A=1LA4 LICIE U TREDRZIER T TSI, BEVDIM LY -V DREEITOTEL,

MIY—84 LIHREICED . BEORZILD 1 BrfE BCOAT LA LERET SN AIRETT
FIRBFREICIR T R ZERETHET, TOHMY V-3 LR E ML TEET,

ﬁ
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L ——

2.4.1.5Log

Y—=NT7FVAIC Syslog =107 FLAERELET . CNUCED, syslog =/ INI AV MIEEERSNET .
A0 DNS HEEN BB AL, RAMRELTHERRIEETT (Pv4 OFH X,

CC Tl Syslog Y—NZERFELET . COMBEZERNICTBE. Syslog Y—NICARY MY GREREINET,
[ Configuration | — I System | =l Log |&DUvDT3E, LLTOBEIRRINET,

System Log Configuration
DR Lt |Disabled ||

Disabled

Server Mode
Server Address
Syslog Level

Syslog UNJIVTIE, syslog H—NISEEENI AV —JDTERZEINTELT,

AMBE-REIUTOEBITY,

- Info D ER, BE, I5- M- YEEELET,
- Warning : Z& I5-Xvt—I%EELET,

- Error I —YREELET,
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2.4.2 Port (18— FERSE)

CCTlE, R—bR—L. R—FOUVDIREDFER S, BIEEE. 70—V O—Ib, ZRKIL—LYA4 X, DUT3aY
TR 0=y bA-ILBEDEREEITVET,

CCTR. BR— PR EEITIENTEET,
lConfiguration |- Ports1&0')y7 9 3E, LT OBEEIRREINET,

Port Configuration for Switch 1

. Speed Flow Control Maximum Excessive
Link e Configured cu;rxent Cu.lr;ent Configured F;?:;e Collsmn

= == (v O 10056 == ~
1 Port 1 1Gfdx Auto v X X O 10056 Discard v
2 Port2] @@ Down Auto v x x O 10056 Discard v
3 Port3| @ Down X x O 10056 [Discard v|
4 Port4) @ Down X X O 10056 Discard v
5 Port5| @ Down X x O 10056 [Discard v|
6 Pori6| @ Down % X O 10056 Discard v
7 Pat7] @ Down X X O 10056 [Discard v|
8 Ports) @ Down X x O 10056 Discard ¥
9 Ports| @ Down X 4 O 10056 [Discard |
10 Port 10| @ Down X % O 10056 Discard ¥
11 Port11] @ Down X X O 10056 [Discard |
12 Port12] @ Down X X O 10056 [Discard V|

R—FDERE

Name: BFAVR71-AEERADAREERLET .

Speed: BIERESIUBEAROREETNET,

Flow Control: L EBEEROIO-HIEEHRELET.

Maximum Frame RRIV—LBA X% RE LET . $8E(311518-10056 )31 ~T

S, . . RETRHEE . AIEET B0 b DB

U YTl — LREICH I L TOB M RERL TS,
Excessive Collision g — v g N s
Mo, ¥ = BBEHOT T REOREELET

ﬁ
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2.4.3 DHCP

COEEL. DHCP BEEICOVWVTA T DAZ1—EHR—FLTLET,
2.4.3.1 Snooping (DHCP AX—E V)

DHCP AX—EVH (%, DHCP 5547 /% =)\ T®H DHCP Ayt —JiEREE 1R T 3 HEETT,
CNICED, RIER DHCP H—/\DB AR IENTEET,

DHCP MEREAZ1—IE. L TOEBNTT,
- B/ ENDETE

* DHCP £FaUT17—AR-20HKE

+ Trusted/Untrusted DE%E

(1) DHCP ME&FE&4TIICIE. [Configuration] —> TDHCPJ > [Snoopingl&#DUvyD T 3L, U T DBEEN TR
ShZET,

DHCP Snooping Configuration

Database
Agent URL
Timeout interval 300 seconds
Write delay interval QD] meconds

DI | T

Port Mode Configuration for Switch 1
Port Mode

EN
rusted W
rusted W
Trusted W
Trusted W

rusted W

II

II

—

I

[==TN NI = IS N R S R S

—

() BEALO?7A4IVENIYITEE. BEANERE OV TORBAZLH LR T Py IRRTEINET,
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2.4.3.2 Relay (DHCP YL—I—-J1U )

CCTld. DHCP YL—B LU DHCP Ol ATttt 82158 ELET,

DHCP UL—I(Z. ERBHTRYM A VDDF4T7 Y b LUH =)\ T DHCP Ayt —JM#EZEEITIEHICER
LET,

D347 b0 DHCP )7y b DHCP H—NITEE TR, TDHCP #7930 82 (L&D DHCP YL—I—Y1V MY,

DHCP UDIA My MIAF E B EERDAH . H—)3D DHCP /$5y b DHCP 5354 7 MI%{E 3 3 F(C DHCP
D=1ty Mo EDERERMOBREET,

DHCP H—NZZDIEHREAWNT, IP 7RLA, FRIZZOMDEIN L TRYY—ERITULET, BFICCOAT V3V,

Bl DA TVavMBLTIE—F IDATVav@)D 2 2O TA T3V R ETRECL THERELET,

[E#8 ID DY T4 T VaVICFUDIA M 2E L ERICET 2 ERIEFNILIICHKESN . JE—F D DY TS
VAVICIZEROYE— MAIDRA MRS ENHRTEREZIETILOICRESNTNET,

AHEDEIHR ID DEZEIIT4 )34 FITHN, 74—y MI"vlan_id”,“module_id”, “port_no“EBNFET
"vlan_id”“)\TA—=R%, FEED 2 )\ MEITVLAN ID 2% LET . "module_id”/\5A—41F, €EV1—ILIDD3IFEBD
N MY RPOVEEEET0). ARVHTIVEB D5 A E switch IDIERLET),

"port_no” I\IA—=H(E 4 BED)IM FTHD, [R—bES 12RLET,

JE—MID (E 6 /N1 FTHD. MOEDIEIL DHCP JL—I—J1Y bD MAC 7 RLADEERILTT

CC_TCld. DHCP & %1/ %3, VLAN DLV YEHRELET,

(1) DHCP &ZFE%{TICId. MConfiguration] —> TDHCP] > TRelay |59YUvH 3 3¢, L TFOEEHRTEN
7,
DHCP Relay Configuration

Relay Mode Disabled V|
Relay Server 0.0.0.0 |
Relay Information Mode Disabled 4
Relay Information Policy RBRGEE e

| Save || Reset |

(2) BEALO"?"PAIVED)YITBE. BERORE OV TOSRBAEEE LRV T 7y INRTSNETS,

ﬁ
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e
2.4.4 Security (E2¥1YT/18R5E)
CCTClE, EFaA)T/ICBET R EICOVVTERBALET,

2.4.4.1 Switch (AMMyFEEB EOtEF1YT1)

1-HOBELAIGE, 1~15 RREECHDNTVET, LA 153, EDTIN—FACETHEATTRETHD. T2
DIRTEEETIENTEET, ENLUSNDBELAIUONTIE, ETIN—-TOBELAINESBL TS,
1-HDEBELAINE, PHEAEDT I —TOBELAIVLL EDIEICRELTTEL,

TIAIRERETIE. TI—TOTLAI 5 1FFERDAT7IEA LA 101 FEER/T7IEATT,
VATLAVTHIA(VIbo1707y 70— R, TIHHAFRELE) ZTHGEETUAIN 1518 EEBDFET,
BE LA IREEBERITZHOV R, TUAIL10JFBEI S E(FPHDV M, TUAIL 51T AR TP HD
VEBNET,

1. User (BEBEHLUVI-YPHLALRNIDESE)

(1) 1—-YHEETOICIE. TConfiguration] => [Security] > Switch] => Users1Z&DUwhd 3L,
UTOE@EIRRINET,

Users Configuration

User Name Privilege Level
admin 15

| Add New User |

(2) <Add Ner User>ih3V&ED)wDT3E, UTOBEIRTINET,

Add User

User Settings

User Name

Password

| Save || Reset || Cancel |

ENENRELLEWLAILCIEUT, -5 & NAT— R, BELAIL (1~15) EEINH TS,

) E@EALO"PAIVEDVYITEHE. BIEANEE IOV TORAZEE LRV T 7Y TIHRRSNET .

FXC5428 m



2E WEBIILBHE

T
2. Privilege Level (A—HO&5ELAIVCONT)

(1) A-HYO7HEALANIOFZREEITOICIE. [Configuration] —> [Security] —> [Switch] —> [Privilege
Levels]20)yD¥ 3L, LTOBEENRRINET,

CERC]: AHEEE, WEBERMAELBDET 207, AHEEICLITIIEIELEE .

Privilege Level Configuration

Privilege Levels
Group Name Configuration Configuration/Execute Status/Statistics Status/Statistics

Read-only Readiwrite Read-only Read/write

Agaregation

DHCP 5 W 10 v 5 W 10 W
Dhcp_Client 5 W 10 v 5 W 10 v
Diagnostics
Fan_Control
Green_Ethernet 10 v 10 v
IP2 10 v 10 v
IPMC_Snooping A W 10 v 5 W 10
LACP 5 W 10 W 5 W 10 W
Loop_Protect
MAC_Tabl
Maintenance
Mirroring 10 v 10 v

) EBEALO7AIVEDIYITRHE, BIEANEBICOWVTORAERE

ol
&

r

LRy TPy IR RENET,

3. Auth Method (BREE A R DERTE)

CCTClE. BBEEA K DERTE (Console, Telnet, SSH, Http 1 V371 &1TLVET,

COEEICED, BBDIMTY M UBII—-AEN LTAMYFADNT A VT BB 01— RN AT REICNET,

* console: AVY—)lDim R EI§

+ telnet: UE—FIVY=IL7DE A (Telnet) DR FEIH R

+ ssh: PFIUTATRESNLIE-FIVY-ITHEA(SSH) BOR M iHR

+ httpNeb 7505 Web H— DT HINL BEDIVTUYDZEZIERDEETO NV EFER LRBIRER

(1) SEFAREHRTETBICIL. Configuration] —> [Security] —> [Switch] —> [Auth Method 1%
DUyhT e, UTOBEARREINET,

Authentication Method Configuration

console W
telnet radius no v no W
) FEEE.CS no % mo A
http local | no v no W

(2) BEALO"?"PAIVED)YITBE. BERNOEE OV TORBAERE LRV T 7Y INRTESNES,

ﬁ
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4. SSH
COOBEREICED, SSH D F )T HREE AR/ EMHRELET, .

(1) SSH OEBFEEITOICIE. Configuration] —> TSecurity] —> TSwitch] —> TSSH1&EDUYDTBE.
UTOBE@ENARTRENET,

Disabled

Mode || Enabled

| Save || Reset |

2 EEELO"?7A4IVEIVITEE. BEAOEER (COVTOSBEERE LRy I 7y InRRENET,
5. HTTPS D} 5E
COREBEICED. HTTPS Ot TAHBER B/ EMICEE LET ., .

(1) HTTPS M&EEEITOICIE. [Configuration] —> [Security] —> [Switch] —> THTTPS1&Dvhd 3L,
UTOBEENRRINET,

HTTPS Configuration

Mode | Disabled v
Automatic Redirect gEalE=lEN L
Certificate Maintain JEIE v
Certificate Status Switch secure HTTP certificate is presented

| Save || Reset |

() BEALO"?"7PA4IVEDYITRE, BEANEE OV TORAZEH LR T 7Y IRRREINET,

6. Access Management (BB 7O ADHIR)
CCTE.BEBY-2M U871 AN 7O AHIBETVET,

(1) POEABEOETEEITOICIZL. Configuration] —> [Security] —> Switchl —> [Access Management |
#DUvDd B, LTOEEIRTSNET,

Access Management Configuration
[Modo | Dsabiis |
Enabled
Delete VLANID StartIP Address EndIP Address HTTP/HTTPS SNMP TELNET/SSH

(2) BEALO"?"PAIVED)YITHE. BEROERE OV TOSRBAELE LRV T 7y INRTSNET,
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7. SNMP

SNMP (. 'Simple Network Management Protocol IDB&E THD, 2y rI—HEED TCP/IP D—ERTT,
SNMP &0, 2HBRYNI=DATITH FORY FI-DEBIEEADS AN ATREICEDET,
2y rI—DEBYATLIE, SNMP ZREL TSR =D oD My, FEEERBHERIETRCLIC
&N, Ry MI-DOMEEEE T HEN AT REICHNET,

1) System (Y ATLDEXTE)

(1) YATLEBEDOAZ1—EHTFTBICIE. [Configuration] —> TSecurity] > [Switch] —> TSNMP] —>
[System | &ED)YDT 3L, UTOEENRRTINET,

SNMP System Configuration

s SNMP vi '
Version
Read Community [JEIRIIERE!

e T | private
Engine ID 200007 e50171000001

| Save || Reset |

) EEALO"PAIVEDVYITEHE. BIEANEE IOV TORAZELE LRy T 7Y TINRRSNET .

2) Trap (VT8 7E)

(1) PV TEZRTETBICIE. [Configuration] —> [Security] —> Switch] —=> TSNMP] => [Trapl&HUwh
T8 UTOEEIRRINET,

Trap Configuration

Global Settings

Mode | DisaBIEd

I
Trap Destination Configurations

Delete Name Enable Version Destination Address Destination Port

| Add New Entry |

| Save || Reset |

(2) <Add New Entry>R3VED)YDT BE, L TOBEIEHNRTENET,

ﬁ
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SNMP Trap Configuration

Trap Config Name
Trap Mode Disabled e
Trap Version SHNMF vic e
Trap Community Fublic

Trap Destination Address
Trap Destination Port 162

Trap Inform Mode Disabled A
Trap Inform Timeout (seconds) QE
Trap Inform Retry Times 5
Trap Probe Security Engine ID QSiENED W
Trap Security Engine ID

Trap Security Name Mone 4

SNMP Trap Event for Switch 1

1= [lwarm Start LI Cold Start
Link up ® none 'C'spec:iﬂl: ) all switches

[UCETC [ |- Link down ® none O specific O all switches
LLDP ®none ) specific ( all switches

1= [] Authentication Fail

1= [lsTP LIRMON

() BEALO"?"7A4IVENYIT R, BEANER B OV TORBAZLH LRV T Py IRRTEINET,

3) Communities (SNMPv3 J31=F/E&5E)

(1) SNMPv3 7Ht AfEREERTE T BICIE. [Configuration] —> TSecurity] —> [Switch] -> TSNMP] —>
[Communities |&D)yD 9 3E, L TOBEIRRTSINET,

SNMPv3 Community Configuration

Delete Community Source IP Source Mask

| Add Mew Entry | | Save || Reszet |

(2) BEALO"?"PAIVED YIS BE. BEROEE OV TORBAZRE LRV T 7y INRTENES,

FXC5428 m



2E WEBIILBHE

4) User (SNMPv3 1—H385€)

(1) SNMPv3 1—HiEHEHRTETBICIL. [Configuration] —> Security] —> Switch] -> TSNMP] —>
[Users1&0UvD T 3L, UTOEENIRTENET,

SNMPv3 User Configuration

_ Security Authentication Authentication Privacy Privacy
Delete Engine ID Level Protocol Password  Protocol Password
O 200007e5017f000001 default_user MNoAuth, NoPriv Mone None Mone Mone
| Add New Entry | | Save || Reset |

() BEALO"?"7PAIVENIYITRE, BEANEEB OV TORAZLH LRI Py IRRREINET,

5) Groups (SNMPv3 J)l—7 D% E)

(1) SNMPv3 POt AEHERTE T BICIE. Configuration] —> [Security] —> [Switch] —> TSNMP] —>
[Groups |ED)YD T 3¢, U TOBEENTKRINET,

SNMPv3 Group Configuration
Delete Security Model Security Name

O vl public default_ro_group

Il vi private default_rw_group

| V2c public default_ro_group

Il vac private default_rw_group

| usm default_user default_rw_group
| Add New Entry | | Save || Reset |

) E@EAELO"PAIVEDVYITEHE. BIEANEE IOV TORAZELE LRI 7Y TIHRRSNET .

SNMPv3 Group Configuration

Delete Security Model Security Name Group Name

] v public default_ro_group
Il V1 private default_rw_group
|:| v2C public default_ro_group
Il vac private default_rw_group
|:| usm default_user default_rw_group

=X jpubic 1] |

| Add New Entry | | Save || Reset |
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6) Views (SNMPv3 E1— D 5E)

(1) SNMPv3 E1—1&E$RZRE T BIC(E. Configuration] —> [Security] —> Switch] -> TSNMP] ->
[Views DD 3E, UTOBEENERRINET,

SNMPv3 View Configuration

Delete ViewName View Type OID Subtree

N default_view [0 A
excluded |

| Add New Entry | | Save Reset |

() BEALO"?"7PA4IVEDYITRE, BEANE ROV TORAZLH LR T 7Y IRRREINET,

7) Access (SNMPv3 7D A% 5E)

(1) SNMPv3 7Dt AR EEEREITOICIE. [Configuration] —> TSecurity] —> Switch] —> TSNMP] —>
[Access |&EDUYDT3E, LLTOBEEMARRINET,

SNMPv3 Access Configuration

Delete Group Name Security Model Security Level Read View Name Write View Name
O default_ro_group any MoAuth, MoPriv defauli_view
[0  default_rw_group any  NoAuth, NoPriv |default_view V| [default_view V|

| Add New Entry | | Save || Reset |

(2) BEALO"?"PAIVED)YITHE. BERORE OV TORBAZLE LRV T 7y INRTSNES,
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8. RMON

RMON (Remote Network Monitor)lc&D, %Y FI—DEBEL, FR(FELUA-DbIERITO LAN RI0EE
BROEZA)VY . BB BLUE IS TNV1—TA TR DEEFREAFTIENTEET, T, 2ub
D—=DFZA)IT AT LICENIR B T REREHREEZ LET, RMON (E, 731 A ("probes &4 1V0) BEZRUVY
FHECEDYR—PLET,

BIZE LAN 24 9F(CF . MIBEZN LT M5249070—-ELTIRERE Moy Tl RERY T MoI7HEEN. FDMIB (S
REREINFET, VIMIITI-VIIY MIETREINEL., 574D A-HYAVR71- 2N LEDIEHRERY NI
EEECIRETIENTTEETT,

1) Statistics (RMON #EFHERDEE)
CCZClE. RMON #fEHEROIY MDEI/EIBREITOICENTEET,

(1) RMON #sHEHERE T BICIE. [Configuration] —> Security] —> Switch] —> TRMON] —>
[Statistics J&DUYD T 3L, UTOEEINRRINET,

RMON Statistics Configuration

Delete ID Data Source

| Add New Entry | | Save || Reset |

(2) <Add New Entry>iR3V&EDYDT3E, LT OEENRTSNAIH, FHOD ID 58 E LTS,
RMON Statistics Configuration

Delete Data Source

Delete || | 1361212211 o

Add New Entry | | Save || Resest |

() BEALO"?"7PA4IVEDYITRE, BEANER OV TORBAZEH LR T 7Y IRRREINET,

2) History (RMON DBEDEEE)

CCTld. RMON BEDOIY M)DEM/HEIBREITICENTEET,

(1) TConfiguration] —> [Security] —> Switch] —=> TRMON] -> THistory |&D)yDd 3L,
UTOBEEIRRINET,

RMON History Configuration

Buckets

Delete ID Data Source Interval Buckets Granted

| Add New Entry | | Save || Reset |

ﬁ
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(2) <Add New Entry>RBVED)YDTBE, LT DEIEHRTINDEN., FIRD ID /% E LTS,

RMON History Configuration

Data Source P
Delete |[ | 1361212211 0| | 1800 | 50|
| Add New Entry | | Save || Reset |

@) EEALO?PAIVENIYITRE, BEAOEER IOV TORBAZEHE LR T 7y IRRRSNET,

3) Alarm (75— LODEXE)
CCTClE. RMON 75—LDOIY M)OEM/EIBRETICENTEET,

(1) 7P5—LEBEEITOICE. TConfiguration] —> [Security] > Switchl —=> TRMON] —> TAlarmi%
D)yhg s, UTOEEIRREINET,

RMON Alarm Configuration
Startup Rising Rising Falling Falling

el e R pe Alarm Threshold Index Threshold Index

Add New Entry | | Save || Reset |

(2) <Add New Entry>ihAVEDUYDT3E, LITOBENRRINDLD, FRD ID £ E LTS,

RMON Alarm Configuratien

B Sample Startup Rising Rising Falling Falling
e 1 Eoed VEREELS D Alarm Threshold Index Threshold Index
Delste 30| 136121221 00| [Deita | 0 [RisingOrFalling V| 0 0 0 0
‘ Add New Entry ‘ ‘ Save ” Reset |

Q) BEALO"?"PA4IVENIYITRE, BEANE ROV TORBAZEHE LR T 7y IRRREINET,

4) Event 1RV MDERTE)

CZTClE. RMON ARV MOTI Y MDBIN/BIRREITICENTEET,

(1) TConfiguration] —> [Security] —> Switch] —> TRMON] -> [Event #HDUyD ¥ 3L, LITOEEH
RREINET,

RMON Event Configuration

Delete ID Desc Type Community EventLast Time

| Add New Entry | | Save || Reset |
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—_— I

(2) <Add New Entry>RAVEDYDTRE, U TOBEENR RTINS, FiED ID #%E LTESL,

RMON Event Configuration
Delete ID Desc Type Community Event Last Time
Delete public 0
| Add New Entry | | Save || Reset |

3) EBEALOD"?"PAIVED)YITBE. BEROIERE OV TORBAZLE LRV T 7y INRTSNES,

ﬁ
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2.4.4.2 Network(%y ;FI—DEBDtF1)71)

CCTE Ry M)=DEE Ot F1) T 8EEICOVTEREALET,

1. Limit Control (V¥ ;I FA—=ILODEETE)

U3y IV MO UEEIZED. $55E LE— RO 1— PR OBIRETSCE

WTEFYT, MAC 7 FLAB LU VLAN ID

(CED, I-HEHALET UV IV FA-IERRICTE, R—+DI1-HCLB 7 I AR L REHRERIRET
T, EDLREEZDE. —EDRENRITSNET,

(1) YIyhIdy bO-)LigeeRER E T BICIE. Configuration] —> TSecurity] —> Network] —>
['Limit Control1&D)vD 9 3L, LT OEEMNKRRINET,

Port Security Limit Control Configuration

System Configuration

Mode

Port

*

|Disabled v|

Aging Enabled

Aging Period 3600 seconds

Port Configuration for Switch 1

Mode Limit Action

== L 4 = L
Disabled » 4| |None A4
Disabled » 4| |None A4
Disabled s 4| |None (¥
Disabled » 4| |None A4
Disabled » 4| |None A4
Disabled % 4/ [Mone A4

1
2
3
4
5
i}

State

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Re-open

Reopen
Reopen
Reopen
Reopen

Reopen

Reopen

) BEALO"?"7PA4IVED)YITRE, BEANER OV TORBAZEH LR T 7Y IRRREINET,
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2. NAS (802.1x %Y FI—=DPHEADERE)

IEEE 802.1X 3 TlL, R— M =207Ht 2V MO-ILOFIEEEZELTHD. 1-HICERI A AT EFIRH
SBBIEILED. RYRI=DADFELBTHEAEHIELET , 12 LD RS—)\, )\vHI Y R —/{(RADIUS)
(L& T, RYRI=DADTOE AN HF RSN I—FHNEIDEHIBTLET . Zhib® RADIUS(SDIY Y —1IDE%
%E &, Configuration]—[Security | > TAAA JDFETERERTHETT,

IEEE802.1X FRAETIE, R— MM —2ADARL—aVvEERZLTVETH, IFZELE RS T IR TACEF2UT
LOFIRBENIHNES,

MAC A—2EREEIC LD, BUR— P ETEHOI-YDOEEEN AT e ED . 1—H(EE 2 DY AT LI 802.1X
BRI ITRI1T7EA VA=V T RLERHDEE .

AH(E, I—Y D MAC 7 FLAZEST, I\WOIY FI—NADZEEZITVET .

RAFZCLIFRIER MAC 7 RLANMER SN AT REMEN H B8, MAC A—REBEE(S. 802.1X FREELDNG
XTI MECEDET,

(1) KDY EI=D7HE AT =N DFZEEITIICIE. [Configuration] —> Security] —> Network] —>
INASZDUvh g3, LTOBENIRREINET,

Network Access Server Configuration

System Configuration

Mode Disabled w
Reauthentication Enabled O
Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds
Hold Time 10 seconds
RADIUS-Assigned Qo5 Enabled O
RADIUS-Assigned VLAN Enabled [l

Guest VLAN Enabled O

Guest VLAN ID 1

Max. Reauth. Count 2

Allow Guest VLAN if EAPOL Seen

Mac Auth Usemame Format [with-nypnen  v[Lowercase V]

Port Configuration for Switch 1

RADIUS- RADIUS- Guest
Port Admin State Assigned Assigned VLAN Port State Restart
QoS Enabled VLAN Enabled Enabled

: O ] ]
- Globally . R—

1 |Force Authorized v Disabled Reauthenticate Reinitialize
: Globally . A—

2 |Force Authorized W Disabled Reauthenticate Reinitialize
: Globally y A—

3 |Force Authorized W Disablad Reauthenticate Reinitialize
i Globally . R

4 |Force Authorized W Disabled Reauthenticate Reinitialize
s Globally - —

5 |Force Authorized W Disahled Reauthenticate Reinitialize

ﬁ
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|
3. ACL S¥%E

ACL &, TAccess Control List(PH A3 FO—JWWAR) IOBETT , Chld. ACE DUART—=TILTHN., COUAF
T, P2V PO=ILOIY MIBEEN, TOLA, FRETOTSLBEDHEED NST49DDATITH b
[CEERI /BB ENTE R D1-YEENFNIEE LET(ACE 1F. [Access Control Entry |ORETHN. 45 E D ACE
ID [CEEEM FoNB 7O A RSOV TR RSN TNET),

ACE (%, 320 7L— LA FA =2y ML T ARP, IPv(4)E. 2 2D ACE PO Y3V Era] /4B R) TSN T \E
3, ACE [Cld. B2 D7 TVr—2ay THIAR BER & \TA—ADF T3V DN S ENTNET,

EBYDEARBER M5749D4TIID MR, €D ACL DFRIFHEFNET BELAIVCID, FEFT IV
D7 IEDEENHIFISNET,

ACL OEE[}, ENETNDRRICHEUT ACE DB LM TETIEH. FEEICEHICBIEENHIET . 2y rI—
DTIF ACLIE, KA M/ B == LTEBBY—EAR—FOURA S, B2y FI-DY-E2EHEL, ENENT-E
ADFERAEEF R /AEESNARAN S —NDUAFERBELTNET,

ACL [E, BEIPAT7—A— IV ERHRICRAE PS40V ERIMT B LR ESNET

ACL R EICREENT 75N 2 WEB EEIZLLTFD 3 2T,

1) Ports GR—F)

ACLR—FDEEFEZRNT, AAR—MRYY—ID DEINHTETVNET , cNE. B— D ;749D IR
WIC, R=PFETI—TLTBEICEATT , b5749DRYD—(4. "Access Control List”[CERELET, FREA
HAENEFNDR— FTEITEED b5 719D D45 (Action/Rate Limiter /Port copy, TDM)EERTE T DL AIRE
TY, ACE WvFUHE—HUESEICOHEREINET,

COBE . ETDR—MIBEEDHBENKEHNET,

SHICOLVTIE. WEB BEIE D help 1§3R1ES B LTS,

=077 MR

(1) TConfiguration] —> 'Security] —> Network] —> TACL] -> [Ports]&#DUyH T 3L, LT DEEH

KRN,
ACL Ports Configuration for Switch 1
= 0 == L == LY = LY = L = o == L =
1 0| |Permit v Disabled v Disabled | |Disabled | |Disabled | |Enabled »| 43793200
2 0| [Permit v| [Disabled v|  [Disabled v| |Disabled | [Disabled | [Enabled | 0
3 0| [Permit v| [Disabled |  [Disabled w| [Disabled v| [Disabled »| [Enabled v| 0
4 0| |Permit v Disabled w Disabled | |Disabled | |Disabled v | |Enabled 0
5 0| |Permit v Disabled Disabled | |Disabled | |Disabled v | |Enabled v 0
] 0| |Permit v Disabled Disabled | |Disabled | |Disabled »| |Enabled v 0
7 0 [Permit v| [Disabled |  [Disabled w| [Disabled v| [Disabled »| [Enabled v| 0
8 0| [Pemit v| [Disabled |  [Disabled | |[Disabled | [Disabled | [Enabled v| 0
9 0| |Permit » Disabled Disabled | |Disabled | |Disabled v | |Enabled v 0
10 0| |Permit v Disabled w Disabled | |Disabled | |Disabled v | |Enabled v 0
11 0| |Parmit » Disabled w Disabled w#| |Disabled »| |Disabled »| |Enablad » 0
12 0| |Permit v Disabled » Disabled | |Disabled | |Disabled v | |Enabled v 0
13 0| |Permit » Disabled w Disabled | |Disabled | |Disabled »| |Enabled v 0
14 0| [Permit v Disabled v Disabled | |Disabled w| |Disabled w| |Enabled v 0

2 EEALO?PAIVENIYOTRE, BEAOER IOV TORBAZEHE LRI 7y IRRRSNET,
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2) Rate Limiters(L— MJ3IvA—)
CCTE L=PMZYR—5 R ETHENARETT , L—MIZvA—( 15 ERBEICH DN TUVET (BF) 1-1024 )V

rEBFY) . "Ports” B LU Access Control List” AZ1—0 ACE FzlE A AR—MMIL—FJIvA ID #EINH T3S
ENNTEET,

L=y rORRGE:

(1) TConfiguration] —> [Security]l —> [Network] —> TACLJ] —> [Rate Limiters1&#DUvD3 3L, LLTD
BEEIRRINET,

ACL Rate Limiter Configuration

Rate Limiter ID Rate (pps)

1

L= = e B = T L L L

=
=

—
-

=y
%]

—
a2

—
=

=
o

el el Bl el el Bl Bl Bl el Bl el el el el el B

16

2 EEALOPAIVEIIYITRE. BEANEEICOVNTORBAZLH LR TPy IRRRINET,

ﬁ
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3) Access Control List (Z9tA3Y FO—IJWAR)

CCTlE. ACE OB EAHTIOA AR EMNOR TRFTO)ERLTVNET,

TR TE. SOF—TIUEZHTT, AATL—LIE ACE E—ET 2485 M ACE NEELEEETE, 20

WHACE% 1 DDHEIFULET, ACE [C—ET 3L, TL—LICRHULTT7HavErErl /R #1171, 0D ACE (ZBS

EOHBENEZFET,

ACE RY—HEREINBE, R)Y—, AAR—FOVThh., HRIVIEEDA HiR— M A1y F24K) BEEM T

WAl BT,

ACE RUY—H'ERESNSE, WEB EE D Ports” Dik— DY )L —TERREF(TH AT BE TS, ACE TR E ATAER/N
IA—R—(FTKEhBNFT , FHICONTIE. WEB EIE D help TEHRIES B LTIZEL,

ACE D LPRIZ641TT,

ACL IV MJERTE:

(1) ACL &R TE T 3BICIL. [Configuration] —> Security] —> Network] —> TACL] —> [Access Control
List &0y T3, L TOBEEIRRSNET,

Access Control List Configuration  auto-refresh |:|| Refresh || Clear H Remove Al |

lngmss FO"C}\' ! Frame . Rate Port
Port Bitmask  Type UM |imiter Redirect COUNter

ACE

2) “W"EDIYITRE, UTOEEIRRINET,

ACE Configuration
Ingress Port Qe A4 Action Permit W
Policy Filter QEW) A REICREI gL (Disabled v
Frame Type QREL 4 Logging Disabled »
Shutdown Disabled
Counter 0
MAC Parameters VLAN Parameters

Any W

VILAN ID Filter
Tag Priority Any w

| save || Reset || cancel |

Q) EEAELO?7PAIVEDVYITEHE. BIEANEE IOV TORAZEE LRV T 7Y TIHRRSNET .

FXC5428 m



2.4.4.3 IP Source Guard (IP Y=AH—F)
IPY—2H—Rid. DHCP AX—EVTF—=FIVCH LT, bS749D0 7400 EITHID IPY—-2AT )y IEF

BT RTBIEICED, DHCP AR—EVI DT FSAMR—FD IP F5749DEHIBRTHENTEET
SNICED, BIDRAMILS 1P 7 FLABRECERASNSCENBBACTENTEET,

1. Configuration (IP Y—AH— FDERE)

(1) B/ BIADERTE . HA4FI9DD547 0 M EERTETBI(CE. Configuration] —> TSecurity] —>
INetwork] —> TIP Source Guard] —> [Configuration]#DUyD ¥ 3L, L TOEEIRRINET,

IP Source Guard Configuration

Mode | DigEbled
Enabled

| Translate dynamic to static |

Port Mode Configuration for Switch 1

Port Mode  Max Dynamic Clients

ol W | 4
1 [Disabled s || Unlimited w
2 |Disabled || Unlimited V|
3 |Disabled || Unlimited V|
4 |Disabled V|| Unlimited V|
5 |Disabled || Unlimited V|
6 |Disabled | Unlimited b
7 |Disabled % || Unlimited W
& |Disabled V|| Unlimited V|
9 |Disabled || Unlimited V|
10 |Disabled || Unlimited vl

) E@EAELO"PAIVEDVYITEHE. BIEANEE IOV TORAZEE LRV T 7Y TIHRRSNET .

2. Static Table (R3T19D IP Y—AH—FF—TILDOER5E)

(1) TConfiguration] —> 'Security] —> [Network] —> TP Source Guard] —> [Static Table|&D)vDT BE.
LTOBEEARRINET,

Static IP Source Guard Table for Switch 1
Delete Port VLANID I[P Address IP Mask

| Add New Entry |

| Save || Reset |

ﬁ
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(2) <Add New Entry>RAVEDYDTBE, U TOBEENRRINDED, FiED ID #HE LTESL,

Static IP Source Guard Table for Switch 1
Delete Port VLANID IP Address IP Mask

| Add New Entry |

| Save || Reset |

Q) BEALO"?"7AIVENYIT R, BEANE ROV TOHRAZLH LR T Py IRRREINET,

2.4.4.4 ARP Inspection (ARP 1Y ARTY3Y)
CCTlE. ARP A UARD 3V REDR EHITULVET  ARP A Y ARDYaVIR, X 1T/ D DHERETT , ARP
Ty XZUHTRIECELT, LAY 2 R RI=DISEH SN TVBRA R, FRETF N AR EEZ (T
BETNoOREETOVILET, H3I ARP UDIA M EDIEEDH EIBT R ENTTEETT,
1. Port Configuration(iR— FDEREEH /(T B)

(1) TConfiguration] —> [Security]l —> Network] —> TARP Inspection] —> [Port Configuration|%
HUyhg3E, LTOBEEHARRINET,

ARP Inspection Configuration

Ty [oisatied V|

| Translate dynamic to static |

Port Mode Configuration for Switch 1
Port Mode Check VLAN Log Type

e L4 < L4
1 |Disabled | |Disabled w
2 |Disabled | |Disabled |
3 |Disabled V| |Disabled V|
4 |Disabled V| |Disabled ¥| |None |
5 |Disabled V| |Disabled V| |None |
6 |Disabled | |Disabled v MNone v
7 |Disabled | |Disabled v None
& |Disabled V| |Disabled V| |None |
9 |Disabled w| |Disabled V| |None |
10 |Disabled | |Disabled | |None |
11 |Disabled V| |Disabled v| |None |

2 EEALO?PAIVEDIYITRE, BEAOER IOV TORBAZEHE LR T 7y IRRRSNET,
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2. VLAN Configuration(VLAN £%5€)

(1) TConfiguration] —> [Security]l => Network] —> TARP Inspection] —> [VLAN Configuration %
DUyDTRE. UTOBENARREINET,

VLAN Mode Configuration |Ref|135|'| || |<= || == |

Start from VLAN |1 | with |2[I | entries per page.

Delete VLANID Log Type

| Add New Entry |

| Save || Reset |

(2) <Add New Entry>R3VEDUYDTRE, LT OEIENRRTSNDENH, FHIED ID 55 E LTS,

VLAN Mode Configuration | Refresh H |<= || == |

Start from VLAN |1 |wit|1 |2[I |entn‘es per page.

Delete VLANID

| Add New Entry |

Log Type

| Save || Reset |

() BEALO"?"7A4IVENIYIT R, BEANERE OV TORBAZLH LR T Py IRRTEINET,

3. Static Table (R371YD ARP A VARDY3VDIY M)%ERET 3)

(1) TConfiguration] —> [Security]l —> Network] —> TARP Inspection] -> [Static Table |&D)yDT3BE.
UTOBE@EIRRINET,

Static ARP Inspection Table for Switch 1
Delete Port VLANID MAC Address |P Address

| Add New Entry |

| Save || Reset |

FXC5428
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(2) <Add New Entry>iN3VED)wDT3E, LI TOBIENRTEINDENH., FROD ID 2/ ELTESEL,

Static ARP Inspection Table for Switch 1
Delete Port VLANID MAC Address IP Address

| Add New Entry |

| Save || Reset |

Q) BEALO"?"7AIVED)YITEHE, BIENNDEE IOV TSR LRy T 7y ThR RSN
7,

4. Dynamic Table (347399 ARP A Y ARD Y3y T—T IV ek =T 3)

(1) TConfiguration] —> [Security]l —> Network] —> TARP Inspection] —> [Dynamic Table |&5')vD
T3 UTOBE@EIRREINET,

Dynamic ARP Inspection Table for Switch 1  Auto-refresh [|| Refresh H |== || - |

Start from (Port 1 s, VLAN |1 . MAC address |00-DG-DG-¢}U—UU—UU |and IP address
[0.0.0.0 \with [20 | entries per page.

Port VLANID MAC Address IP Address Translate to static

Mo maore entries

2) BEALO"?"PAIVED)YITHE. BERANDERER [COVTOSBAZRHE LRV T Py INRRINET,
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2.4.45 AAA(AAA H=)IDtF1YT4)

CCTlE. AAA DEREETVET,
1. RADIUS (RADIUS H—){D&5E)

RADIUS [&. TRemote Authentication Dial In User Service IOBSTY,

DY RI)=070RVICED, A-HHME & (COVE1-3&EFEHELED, RYR)=DY—E2EZNLTE
FPOEAR, BRI, PHVU MEBEITHOCENEETT,

RADIUS H#—=\E. ChoDHY—E 2% THH—TT,

(1) RADIUS H—D&ZFEE{TOICIE. Configuration] —> [Security] -> TAAA] —> TRADIUS &Sy
DB UTOEEIRTINET,

RADIUS Server Configuration
Global Configuration

Timeout 5 seconds

Retransmit 3 times

Deadtime 0 minutes

Key

NAS IP-Address
NAS-IPvE-Address
NA S Identifier

Server Configuration

Delete Hostname Auth Port AcctPort Timeout Retransmit Key

| Add New Server |

| Save || Reszet |

(2) <Add New Server>INAVEDYYDT BE, ROBIEN FRRENDILH. FNFNEZA AL TS,

RADIUS Server Configuration
Global Configuration

Timeout 5 seconds

Retransmit 3 times

Deadtime 0 minutes

Key
NAS-IP-Address
NAS-IPv6-Address
NAS-ldentifier

Server Configuration
Auth Acct _
Deleta Hostname Port Port Timeout Retransmit Key
Delete 1812 1813
Add New Server

ﬁ
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2. TACACS+(TACACS+H—)\D{E)

TACACS+Z. I Terminal Acess Controller Access Control System Plus IOB&E T,

Zo7O0RVIE, V=8—, 2y :T=D75E 20—, 12U LDEFE Y- NENLTHORY FI)—HIVE1—4
BT AH % _57 yrI)=DFORINTT,

TACACS+Y—=NTLD, FREE. BF Al 7NV M —E AR E R TITICENAIBETT

(1) TConfiguration] —> lSecurity] => TAAA] —> TTACACS+IEDUyHT 3L, LI TOEEHNREREN
7,

TACACS+ Server Configuration
Global Configuration

Timeout 5 seconds
Deadtime g minutes

Key |

Server Configuration

Delete Hostname Port Timeout Key

| Add New Server |

| Save || Reset |

(2) <Add New Server>ihAVEDUYDTBE, ROBENTRREINDLNH. TNENEZA LTS,
TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime QL minutes
Key |

Server Configuration

Delete Hostname Timeout

Add New Server

| Save || Reset |

3) EBEALOD"?"PAIVED)YIT B, BERNOEE OV TORBAZRE LRV T 7Y INRTESNES,
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2.4.5 Aggregation (PHV5'—=Y3v)

R— 755 =23y (Link Aggregation)ld. ##R— FERATAWSCEICED., R—FOKIRZEEZ TV D&
EERLIE, aATAEOLNE VT REOSHET,

2.4.5.1 Static (ABT1YDERE)

TR 7TV —Yav MR e B E TRETHENTEET,

(M

Aggregation Mode Configuration

Hash Code Contributors

Source MAC Address
Destination MAC Address [

IF Address

TCP/UDP Port Number

%]

%]

Aggregation Group Configuration for Switch 1

Port Members

[Configuration] —> [Aggregation] —> [Static|&DUYDT3E, LTOEEIRRINET,

GrouplD 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
QLI N ONONCRONONONONONORONORONONCRORONONORONONONORCRONORORORO)
1 ONONCHONONCEORORONONONONONORONONORORONONORORORCNONORONS
2 OO0O00CO0CCO0O0OQ0O0O00CO0O0O00COO0OO0O0O0O0O0OCCOO0O
3 O000CO0CO0O00O00CO00CO000O0C0C00CC0O0
4 [oNoNoNeNONONoNONONONORONONORONONONONONORORONORONONORONY)
5 OO0 0CO0O0C0O0O00O00000CO000O00C0O00CC0OO0
6 O0000C0O0O0C0OO0O0O00000OCOOOCOO0OO0OOOCOCOO0O
7 OO0 0000000000000 0C0O00O0O00C0O00CC0C0OO0
8 ONORCHONOROCRCHONONONORONONORONORORORONORORONORONONORONG)
9 O0000C00C0C0O0000000O0O00CO0O0O0OC0O0COC0OO0
10 OO0 0COO0COO0O0O0O0O0O00OCOO0COOOO0O0O0OO0OCOO

[ Aggregation Hash JE— FTl(&. Hash Code Contributors IDAZ1—DHHnERLT, 7L—LD
EER—MEEHULET, 7IU5—0avd I —7d, &K 8 R— FMETEERENATRETT,
['Aggregation Mode Configuration|DAZ1—DHh'bn, HEVDI-FRIEICADETR— MR ES
TS

(2) BEALO"?"PAIVED)YIT B, BERORE OV TOSRBAZLE LRV T 7Y INRTESNETS,

ﬁ
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2.45.2 LACP

LACP &l3., EH O EMLR— FMERRATUEDDHREBIFr2ILELTIRSEHOTO M IIIDIETT L IETF [T
DIELEBROVEDTHB IEEE 802.3ad DB TRESNTLVET,

(1) LACP MERFEZITOICIE. [Configuration] —> [Aggregation] —> TLACPI&DYDT 3L, LLTOEEH
RRSNET,

LACP Port Configuration for Switch 1

Port LACP Enabled Key Role
* ] E | o= W
C0
» 0O
3 O
¢ 0
5 O
s O
7 O
8 O

() BEALO"?"7PA4IVEDYITRE, BEANDER OV TORBAZEH LR T 7Y IRRREINET,
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2.4.6 Loop Protection (Jb=F7ATH YY)

CCT =770 T D03 BEDER E A EICOVWTERBALET,

IW=THRETERE, VTV A LBERSNBZECED, RYMI—DEENE | EFFESNBATRESENHNET,
W=FTOTDIaVEEECEN, R— P ETRETINOOESEEETEENTEET,
W=FTOT00a0E/RICTBE. TXCEE)E— FIAEMICHES>TNWSIEE. R—MIIL—-FTOTH Y300 PDU %
BRELET. -\ ERHETIE, R—MIDvyMOYVENID ., FEEZDERETLIRLET,

ey MU, —EDRIR TR ERTFETT,

(1) V=T77OT0vavDF/FEEITOICIE. [Configuration] -> Loop Protection &7)yDd 3.
UTOEEHIRRINET,

Loop Protection Configuration

g Ceneral Settings
Global Configuration
Enable Loop Protection RINEENERYS
Transmission Time 5 seconds
Shutdown Time 180 seconds
g Port Configuration for Switch 1 |
Port Enable Action Tx Mode
R ]
1 M  [Shutdown Port v|[Enable V|
2 [ Shutdown Port ~||[Enable |
3 [ Shutdown Port v|[Enable V|
4 vl Shutdown Port “||Enable v
5 =i Shutdown Port ~||Enable
6 i Shutdown Port “||Enable v
7 =i Shutdown Port “~||Enable v
8 [ Shutdown Port v||Enable v|

(2) EEALD?7AAVED)YITEE. BIERADERE OV TORAZLEH LRV TPy TR TSNET,

ﬁ
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2.4.7 Spanning Tree (R/SZY5YU—)

ANZVOVY—(F, RV RD=DFRAOVRODORY M) =DDI—T &[5 1ET 3D TFA R TT,
2YRD=DDI—THEETDRE, FST19DDZLBNIERBEE XY FI—DDIL—TITENRY M I—DRFRRE(C
BDET, 208, RYMI=DDI—THELRE, AIZUTV—-TORIUED., —FUEEEEBERICTOY
DLET, Y MI—=DFORI—DEEB (LD M) —DIEENE B INDE. BIE(STPDIFEIII30F) ). RSTP
DIGEEM30 BUTNHRELET,

A#ETIE, MSTP/RSTP/STP #REEH R— FL TR, CITIE. ANZUTY)—DERE A EICOWVTERAL
7,

2.4.7.1 Bridge Setting (STP JUyJDEREH %)

CCTE AT -0 T )TN TOREFEICOWVTEHRBALES,

(1) STP J)wIDZEFEEFTIICIL. [Configuration] —> 'Spanning Tree] —> Bridge Settings&D)wHd3E.
UTOBEEARRINET,

STP Bridge Configuration

g Esic Setings |
Protocol Version M3TP W
Bridge Priority 32765 i
Forward Delay 15
Max Age 20
Maximum Hop Count Qi

Transmit Hold Count Qi3]

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

oo

Port Error Recovery
Port Error Recovery Timeout

2) EEALO"?"PAIVEDIYITRE. BERORE OV TOSRAZEE LRV T 7Y INRTINET,
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2.4.7.2 MSTI Mapping

CCTClE MSTIRVE VI DR EETVET,

(1) MSTI YYD R EHEITOICIE . [Configuration] —> [Spanning Tree] —> TMSTI Mapping 1 Z27')yDd 3E.
LUTOBEEIRREINET,

MSTI Configuration
Add VLANs separated by spaces or comma.

Unmapped VLANS are mapped to the CIST. (The default bridge instance).

Configuration |dentification
Configuration Name 00-17-2e-1b-b8-00
Configuration Revision [l

MSTI Mapping

MSTI VLANs Mapped

MSTIM

MSTI2

MSTI3

MSTI4

MSTIS

MSTI6

MSTI7

ID ($. VLAN h'b MSTI ORYEV I & AT 3HICRRIEIE V3V THERSNET,
Fwdild. ZHEIEVEVayERE L. BHEICELRO MSTI HDOAIZUH Y -0 VLAN-to-MSTI mapping
REEHETILENHIFS,

2) BEALO?74IVED)VITEE. BEADER [COWTOHRAZRE LR TPy INRRSNET,

ﬁ
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2.4.7.3 MSTI Priorities

CCTClEMSTI A A T1DHREEITVET,

(1) MSTI FFAFUT1DEZREEITOICIE. [Configuration] —> Spanning Tree] —> TMSTI Priorities | %
DUDTRE. UTOBENARREINET,

MSTI Configuration

= == A4
CIST [32768 v
MSTI1 [32768 v
MSTIZ [32768 v
MSTI3
MSTI4 [32768 v
MSTI5 [32768 v
MSTI6 [32768 v
MSTI7 [32768 Vv

CCTClE MSTI ISA AU TR ELET  ENMEVAD, TMFUT1HEENET,
FI9SIDTFIA7F)T4E MST A VARV AEE (S, 6 )31 FD MAC 7 RLATERESN., TUvJ OB R F5
ERULET,

2) EEALO"?"PAIVEDIYITRE. BEROEER OV TORAZEE LRV TPy INRTENET,
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2.4.7.4 CIST Port (CIST K—H)

CCTlE. CIST iR— MO EEITIENTEET,
(1) TConfiguration] —> [Spanning Tree] —> [CIST Ports1#D)yD 93, LTOEERHIRRINET,

STP CIST Port Configuration

m CIST Aggregated Port Configuration

5TP I Admin Restricted Point-to-
Port Enabled Path Cost Priority Edge

Role TCN point

[128 v| [NorEdge v|
B GiST ol P o o i 1

Admin Restricted Point-to-

UL Edge ge Role TCN point

0 = VP v o 0O O == v
1 0 [28v] NoEwev] @ O O O
2 O [128 v| [Non-Edge v| o 0O g
3 [ [128 v| [Non-Edge V| o 0O O
L (128 | [Non-Edge V] W [0 [ O
5 O (26| [NonEdse V] 0O o0 O
6 O [128 v| [Non-Edge V| o O O
T O [126v] [NonEagev] ™M O O 0

(2) BEALO"?"PAIVED)YITBE. BERORE OV TORBAZLE LRV T 7Y INRTSNETS,

ﬂ

FXC5428



2.4.7.5 MSTI Port (MSTI ii— FDERE)

CCTlE. MSTI R— PR EEITLET,

2%E WEBICLBHBTE

(1) MSTIR—POFHEERFRTBICIL. [Configuration] —> ['Spanning Tree] -> MSTI Ports %

DUYDFBE, LT OBEENRTINET

MSTI Port Configuration

(2) TMSTLIEFEIRL T, <Get>RAVED DT BE, MSTI Dik— F%

MS3T1 MSTI Port Configuration

MSTI Aggregated Ports Configuration (Stack Global)

Port Path Cost Priority
:

MSTI Normal Ports Configuration for Switch 2

<

Port Path Cost Priori
* '

E e
1 [0 V]
> [0V 28
3 [aio_ V]
s (o]
5 |Auto V| 128 W

EENIRTINET

(3) EBEALOD"?"PAIVED)YITHE. BERORE OV TOSRBAZLE LRV T 7y INRTSNES,
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2.4.8 IPMC Profile (IPRIFF+A OTOTPAID)

IP YL FFvA bR} HENMERDZEEZCHLT—RITIP T-AEEETHDAKXTT,
A8=29bBLVTIAR=bRYII=D ETRAMN =V - AF4 PP T)T— 03B SRASNET,

2.4.8.1 Profile Table (FAZ74 I T—=7))

IPMC 70774 )LIZ. TIP MultiCast Profile |DR& T,
IPMC 70774 IUE IP RILFEY A A M) =L EOT7HEAIY FO—-IVICERSNET,

(1) FATPAINT—F DR EEITIICE. TConfiguration] —> TIPMC Profile] —> TProfile Table |%
D)ybg s, UTOEEIRREINET,

IPMC Profile Configurations

Global Profile Mode IDisahled

I

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

| Add New IPMC Profile |

| Save || Reset |

) BEALO"?"PA4IVEDIYITRE, BEANE ROV TORBAZEHE LR T 7Y IRRREINET,

Q) FO771 VA EEDEREFRE LT, "Rule”EF 19U LET . <Add New IPMC Profile> N3V ED)UDT 3L,
ROBEEHRRSINBDT, FLWIY MZEMU TSI MO E A EICOVNTIE,
"I Configuration] —> TIPMC Profile] —> [Address Entry|”#Z BB U TEELY),
IPMC Profile Configurations
IPMC Profile Global Setting

Global Profile Mode I Disabled VI

IPMC Profile Table Setting

Delete Profile Name Profile Description Rule

I I e Y ©

| Add New IPMC Profile |

ﬁ
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2.4.8.2 Address Entry (7 FLADIV M)

(1) PRLADIY MUEREZRITIICIE. Configuration] —> TIPMC Profile] —> [Address Entry 1%DUwhDd 3L,

UTOBEENRRINET,
IPMC Profile Address Configuration Refresh || |<< || >>
Navigate Address Entry Setting in IPMC Profile by entries per page.

Delete Entry Name Start Address End Address

l Add New Address (Range) Entry ‘

2) EEALO"?"PAIVEDIYITRE. BEROEER(COVTORAZEH LRV TPy INRTSNET,
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2.4.9 MVR RIWFFvAFLANLIY ARV —Y3Y)

MVR #EE(CED, 2ILFFrAL VLAN ETINFFrA S D100 0EEETRECLET,

INFEYASTFLET TG —230 Tl PC FERYRI=DFLE HBLMEEY M TRYDAICLZTILFFr A+
AMN)—LOZENTEETT , ROV MTRYDA, $B\E PC 212D AER— M (MVR Z{E/IHR— b
LTERESNTLVBIR—P) ITIEHRRIRETT , MAZBEFroRIVEEIRTEE, By TRvDA, HBUE PC (E
IGMP/MLD Lit— bAwt—IJ%ISwitch AJISEE LT, BEYIBIILFFr A IN—T7 L AERELET,
IIFFPALVLAN [ER T BTN TFFr AT —ADERZIEXDTYTIVIR—ME'MVR EETTR— MEEWVET,
CNIZED, EYINTFFvAL VLAN CEICHIETRFroRILOTOT71ILEED MVR #8x K 4 DFCERERIRET
T, FrorIOTOT7MIE. 714RYV D EEEED IPMC JO771 UL TEERSNET,

CCTClE. MVR BEREDER EEITLVET . MVR BEREICED., YILFFX AN S T149DEQIIFE YA R VLAN (TIEE "
THCENTTREICEDET,

(1) MVR DEREZEFTOICIE. TConfiguration] -> TMVRIEDUYDTBE. LTOBEENRRENET,

MVR Configurations

Disaled
Enabled
VLAN Interface Setting for Switch 1 (Role [l:Inactive / 5:Source | R:Receiver])
Interface
MVR MVR IGMP . ..
Delete VID Name Address Mode Tagging Priority LLQI CF:?)I;;II:I

| Add New MVR VLAN |

Immediate Leave Setting for Switch 1

Port Immediate Leave

* <=
Disabled v
Disabled v

Disabled %
Disabled «
Disabled

Disabled %
Disabled v

<

= @ N s W b =

(2) EEALD?7AAVED)YDTRE. BIERDERE OV TORAZLEH LRV TPy THRTSINET

MVR Configurations
[T [Dissticd [

VLAN Interface Setting for Switch 1 (Role [Il:Inactive / 5:Source / R:Receiver])

Delete R VID R £ P Addres ode agging Prio 0
Deee | [ ] [ | 0000 [omeme ] Cd[ dakd
Port 12 2 4 65 6 7 8 9 101112132 14 15 16 17 18 18 20 21 22 23 24 25 26 27 28
R MNNNNNNONONANONNNNONNDONONNNODONOnnn

Immediate Leave Setting for Switch 1

Port Immediate Leave
- == A

W@ e @ W =

ﬁ
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|
2.4.10 IPMC

CZTlE. IGMP AR—EVTE LU MLD AX—E VT #REE R ELFT .

2.4.10.1 IGMP (IGMP AR—EH)

IGMP &l3. Tnternet Group Management Protocol |DB& Y,

COZORINVIE, 1A=y IO RIRIVTFER AN =T DA N - EBTZEETAOMIINTT,

IGMP (&, IP RAMBLPEBEDTILFFv AR —RICEINFEREN., IILFFv AN IN—TDrAVN-ERELET,
i, I2F A MRITO ICMP ERARIC, IP WLFF v AMEBR ERRIRBE S TT L IGMP (&, 721 VETH
BLUT—LICEREN., VY- AEINHDRMICERTIENTEET,

IGMP ZX—E V&, IGMP 29 rI—D 57490 RETRIHDFIETT , COBEEEICED ., RV FI—DA1YF (L,
RAR I =50 IGMP EEEZIETERLOICHNET , CNODBIEEZIETEEICEN P IULFFYALAMN
—LICERIVIDIV TR T I ENARETT,

DUODLARERINFEvARETINAIITTEEICED, R—FTCZEUEEEDIILFELA LD FS5T7190% ]
HIBIENTEET,

1. Basic Configuration (JO—=/NIVICLREFRBREHLUR—FEEDERTE)

(1) TO-NVCLBERFESLUR— MNEEDERE Z1TIC(3. [Configuration] —> NPMCJ —>
[IGMP Snooping] —> [Basic Configuration &)y 9 3¢, L TOEEIRRINET,

IGMP Snooping Configuration
Stack Global Settings

Global Configuration

Snooping Enabled J
Unregistered IPMCv4 Flooding Enabled
IGMP SSM Range 232.0.0.0 |78 |
Leave Proxy Enabled ]
Proxy Enabled O

Port Related Configuration for Switch 2

Port Router Port FastLeave Throttling

<= A4

unlimited Vv

unlimited Vv

unlimited v

unlimited Vv

Ooooon
Ooooon

L B S

() BEALO"?"7PA4IVEDYITRE, BEANEE OV TORAZEH LR T 7Y IRRREINET,
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2. VLAN ConfigurationIGMP AX—F>% VLAN & 5E)

ZCTlEIGMP AX—E V5D VLAN T=JI DAV TFH I AETNET,

(1) IGMP AX—EUH VLAN R E%Z1T3ICIE. TConfiguration] —> TIPMCJ -> TGMP Snooping] —>
I'VLAN Configuration1&7)vD¥ 3¢, L TOBEENIRTINET,

IGMP Snooping VLAN Configuration [ Refresh || == |[ = |

Start from VLAM with E entries per page.

Ql QRrl  LLCH
Compatibility PRI RV (1 (04
[sec) sec) sec)

Delete VLAN Snooping Querier Querier

URI

1D Enabled FElection Address BET)

| Add New IGMP VLAN |

Ex

LI O#geEESR— FLTOET,

- 735 IGMP VLAN DB HN/EE/1RTF
- IGMP VLAN O#m&

- IGMP VLAN O&llf&

) BEALO"?"7A4IVENIYITRE. BEANOE ROV TORBAZLH LR T Py IRRTEINET,

3. Port Filtering Profile IGMP AX—E T R— 243U DTO774)0):

(1) IGMP AX—EVTR—=rI4LRUTDTO774 V&% E T BICIE. [Configuration] —> TIPMC1 ->
[IGMP Snooping] —> [Port Filtering Profile JZ0'JyDd 3L, L TOEEMRRINET,

IGMP Snooping Port Filtering Profile Configuration for Switch 1

Port Filtering Profile

1
2 &
3 &
L
5
G
T o
B
0 -
10 4
11 &
12 4
13 4
14 M

ddddd el dddf<|e

(2) BEALO"?"PAIVED)YITBE. BERNOEE OV TORBAERE LRV T 7Y INRTESNES,

GER]: TP VERRUER, "B 7400800 BE, TOT7AVORBIRRENET .

ﬁ
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2.4.10.2 MLD Snooping (MLD AX—E YY)

MLD &l IPv6 [[] (7D Multicast Listener Discovery IOBE T,

CO7ORIVIE, IGMP H IPv4 THEASNZDER UL, EHEEDIIVF AN AF—ERHE T370HIC, IPv6
W=BTHERINET, COTARILE. DOTOFILERT, ICMPV6 [CHEAAFNTVET,

MLD AX—EVHIZED, MLD 1Ny b eREL. FORBICIE LT EEZITVET,

AHTlE. MLD, F(E MLD AX—EYJHTY7h % MLD HIVEZ{ETIH TV FAD MLD AX—E VT &{FE A
FTBRLINCERETHENARETT,

MLD AX—EVHIE, L1¥ 2 D LAN R— FEEIRIICERET B ElCED. L4172 D IPv6 ILFFYA NS 749D%
HMEILT, 2IEEERTER—MDH IPv6 IILFFVYA NS9O EERELET,

1. Basic Configuration(JO— VIV EXREHLUR— FEEDERE)
CCTlE MLD AX—EVT B EEDE AR EETVET,

(1) FO-NVEXRZERLUR— M EDREETTOICE. Configuration] —> TIPMC] —> TMLD Snooping]
-> [Basic Configuration1&0)yD 93¢, LT DEIENRREINET,

MLD Snooping Configuration

Global Configuration

Snooping Enabled O
Unregistered IFMCwS Flooding Enabled
MLD SSM Range [fF3e:: UE
Leave Proxy Enabled (|
Froxy Enabled O

Port Related Configuration for Switch 1

Port Router Port Fast Leave Throttling

= e

unlimited
undirnited

undirnited
unlimited
unlimited s
unlimited %
unlimited %
unlimited

unlimited

L =T == B B = TR & TR S 7 R % )
oodoooooood
oodoooooood

) EEALO"PAIVEDVYITEHE. BIEANEE IOV TORAZLE LRV T 7Y TIHRRSNET .

FXC5428 m



2% WEB [LASEE ]

2. VLAN Configuration(MLD AX—E Y5 D VLAN E&5E)

(1) TConfiguration] => TIPMCJ] -> TMLD Snooping] -> 'VLAN Configuration &7y ¥ 3E.

UTOB@EIARTEINET,
MLD Snooping VLAN Configuration | Refresh || |== || == |
Start from VLAN |1 |w1'th |2CI |entrin=_~=~ pEr page.

_ _ QR LLGH
Delete YLAM  Snooping  Querier . o cupe PRI RV . (04 0.4

URI

D Enabiled Election {gec) {sec)

sec) sec)

| Add Mew MLD VLAN |

o

LI O#EEN Y R— FENTVET,

- #73{ MLD VLAN OB NN/BE/1R1F
- MLD VLAN O#R%&

- MLD VLAN O#IB&

) BEEEAELO?"PAIVEDVYITEHE. BIEANEE IOV TORAEZEE LRI 7Y TIHRRSNET,

3. Port Filtering Profile (MLD AX—E YT iR— D743 5 70771 )))

CCTlEMLD 240N =T DAY TFIAEITVNET, IP IVTFEY AN I—T DT ETVET

(1)  MLD AX—EVTR—=rDT1IVRYVTTOT7M IV ERTE T BICIE, [Configuration] —> TIPMC] —>
IMLD Snooping] —> [Port Filtering Profile 1&7)vD ¥ 3¢, L TFOBEEN R RTINET,

MLD Snooping Port Filtering Profile Configuration for Switch 1

Port Filtering Profile

1 &
2 &
3
L
5
G
T o
B o
0 -
10 &
11 4
12 4

deld <] e <l

() BEALO"?"7PA4IVED)YITRE, BEANER OV TORBAZEH LRV T 7Y IRRREINET,

CER): TPV ERRUER. " B 710080090 T 3, TOIPALONBHERRINET,

ﬁ
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2.4.11 LLDP

LLDP &%, IEEE802.1AB Z# O+ T,
F=R)UDBMEGERE /SBT3 0L TIEEES02.1ab [CENEE#E(LSNTVET,
LHEET LAN [T SN R 2R E L TR BOR EPEEEITICENTEET,

LLDP (Z. IEEE802 () LAN D3E#EEDAT—avht, RU IEEES02 M LAN (CHEFSN TV D AT—avIz,
NODEEEDEIBETOIRADEIERT FLA, BEBAORIKCLER IEEES02 ADEHZDAT—YavRI Y +D)
BHREMDIAG VAT LICL TR SN T AEEEMLET,

TORIVENLUTEESNTORIERIZ. MIB DZERIICLTAR SN, SNMP BEDEESOMLEFERLT
NMS ([CLBIERAD 7O AN AT REICHBDFET,

Tl TATO LLDP # N-HEHEEE)IDAT-IAERTLET,

(1) RAN—1EHRERTF T BICIE. [Configuration] -> TLLDP] ->ILLDP1&DUYDTBE. LLTOEEMD
RERINET,

LLDP Configuration
LLDP Parameters

Tx Interval [

LLDP Port Configuration for Switch 1

Optional TLV=
Port Mode CDP aware Port Descr Sys Name Sys Descr Sys Capa Mgmt Addr

e bl O [A

1 |Disabled s | =] =] |

2 |Disabled v O [

3 |Disshled % O [

4 [Dissbled v O 4

§ [Disabled O B4

8 [Disahled v O 4

7 [Disabled w O [

2 O [

- = -/ —_— J— —_— — —_— —_—

RICIE, BH U LLDP 2 N—KENR— FTECRTEINET

() BEALO"?"7A4IVEDIYITRE. BEANOERE OV TORAZLH LRI Py IRRTEINET,
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2.4.12 MAC Table (MACT—7)

IJL—LOYINEZE. 7L—LA® DMAC 7 FLAICEUTERNDET,

24T, TL—LDEEXDR— MEER (IL—LHO DMAC P RLAICE TN T) #2#H LT MAC 7 KLARR
—MIYEVTTBEHDT—TIVEREHLET , COT—TIICE. A3T19DBLUHA1FIVvDIV MINEENET,
28371490 T Y M, DMAC 7 RLAER— FEIDIYE VI EBE L WME S LRy M) —DEBEICLNEE E AT 5E
T9Y,

JL—LICIE MAC 7 RLA(SMAC 7 ELA) & EN. 20 MAC 7 KL A, 7L— LODEETOHEED MAC 7
RUATY, SMAC 7 FLAIRZAMYFARETHLGN . MAC T—7IUEHM 39D MAC 7 RLAICLN B BI84(ICE
HShET,

HA4+I9DIV ML, 5T 3 SMAC 7 RLAZEE DT — LI —I VT34 LRICRRSNE MG S E. MACT
—JILhLEIBRSNET,

CCTRAMFI9I MAC T—=FIVRADIY MIDRA L7 M EERE L. ART190 MAC T—JIVEERELET

(1) MAC T—7ILMEEEE1TSICIE. TConfiguration] -> TMAC Table 1 #0Uvhd3E., L TOBEEHIR RSN
F7,

MAC Address Table Configuration
Aging Configuration

Disable Automatic Aging |l
Aging Time m second

MALC Table Learning for Switch 1

Port Members
12 13 14 15 16 17 18 19 20 M 22

Auto (=) (=) (=)

Disable 3 ) 3 O O O s
Secure 0 OO 00000000

Static MAC Table Configuration for Switch 1

Port Members
Delete VLANID MAC Address 1234567291011 1213 141516 17 18 19 20 21 22 23 24 25 26 27 28

| Add Mew Static Entry |

I-IVPR4 L MAC 7 FLAZEE . 287190 MAC 7 FLADER EETLET,

I-I9084 LOT 74V M RE. [300 #1TT,

MAC 7 FLAT=TILDAZ1— DX TEE"Secure” ([CRTETEE. A3 T19D MAC IV M)DHEZEE L.
TNUADTIL—LIFTATHESNET,

(2) EEALO?7A4IVED)YDTEE. BEADEERCOWVTORRAERE LR TPy INRRINET,

ﬁ
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2.4.13 VLAN

VLAN (%8 LAN) [E. 2/ yFR— MEDBEZFIRTEHETT, L1V 2TE, RYMI—DIE EHOERLZH
BELZT0— REv AN RA VI DN TVET

AHETE, & VLAN OF7T)r—2avIliE U T, 802.1Q VLAN, 54—k VLAN, MAC A—2Z VLAN, 7Ok
TJLAR—=2A VLAN, IP 7%y rAX—2 VLAN, BLUEFE VLAN EHR—LTOET,

2.4.13.1 802.1Q VLAN

IEEE 802.1Q I3, 1 =%y bRy rI—5 ED{RAE LAN QY R— bRy bI—H38#& (VLAN) TT,

COIRE TR, IL—LENETZT ) IB LV AIVFTCHWSFIE., 1 —Y 2y IL—LOD VLAN 3T FFD VAT
LEEELET,

VLAN [C3F IS LTS R RI—HE (T s, IEEE802.1Q #EHL)ICIE, VLAN 3T HEFENFET,

2y rI)=5E® VLAN (SRS LTOEW M 749D(F 5, IEEES02.1D EHLICIE VLAN 3T EENF B,
TL— LRy FI=D0) VLAN SIS EE TZEEINDE, R— -2, FEFR—b/FORIVA=A VLAN DDFA
hESHMIE LTI BT IEn, IL—LOR—k, R—b/FORINEEB EHBEOTNHD VLAN AV )—HFk
RENFET,

£ 7L—LIE. VLAN CECRRBIEN BN EBITNEEDFEE A,

2y RI=DVLAN [CRIEUETL— L (VLAN BT &R EFR V) (E, #1717 VLAN($HBMET T4 VLAN) L TR
EEINBEFRMRELTVET,

CC T, R—Fm 802.1Q VLAN LU Q-in-Q #EEDREEITVET,
(1) TGonfiguration] => TVLANs|&H)wDT3E, UTOBEEINIRREINET,

Global VLAN Configuration

Allowed Access VLANs 1
Ethertype for Custom 5-poris R

Port VLAN Configuration for Switch 1

Pt Mode Ot pommype [ hoes  faes  Alewd o

v eV B = Ve vl
1 |N:cess V| 1| |C-Port e o Tagged and Untagged | Untag Port VLAN | |1
2 |Access W 1| |C-Port [ o Tagped and Untagged % || Untag Port VLAN W |1
3 |N:cess V| 1| |C-Port e o Tagged and Untagged | Untag Port VLAN | |1
4 |Access W 1| [C-Port b | Tagged and Untagged || Untag Port VLA | |1
5 |Access W 1| |C-Port e o Tagged and Untagged | Untag Port VLAN | |1
8 |Access W 1| [C-Port b | Tagged and Untagged | Untag Port VLAN | |1
7 |Access W 1| |C-Port L o Tagged and Uniagged % | Untag Port VLAN | |1
g |An:mess v| 1| [C-Port b ] Tagpged and Untagged * || Untag Port WVLAN % |1
O |Access W 1| [C-Port L | Tagged and Untagged | Untag Port VLAN | |1
10 |An:mess v| 1| [C-Port b ] Tagped and Uniagged || Untag Port VLAN | |1
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(2 BEALO"?"74IVED)YITEHE, BIENOEE IOV TORBAER & LRy T 7y ThR RSN

7,

R—r347
R— M3 “Unaware” [CERESNDE. RIETL—LER"ATHLIL—-L"ELT
MIBEINFT, ZIETL—LHSTHEDBETE. 8T EFR1/0- kLT

Unaware: BINFT, 7L—LlIEHR—F—AVLAN —PVIDICDS AR FENET ., Th

' (Z. 802.1Q7D AR, FEQ-in—QAHI V) UDERKRRTYT, ik— M

—AVLANEZE T 3154 . BUPVIDDIE & (& Unaware JICER E LTS
AN
A= ;HC—port AT ETL—LICRESNTIVBIGEE L. AT ETL—L

C-port: F7L—LDATCRSUTVLANICDS A FENET, Chid. 802.1Q VLAN
rSUHTT,

Soort. S—portlCERESNTNBIE A, HATL—LDORTDTPIDIXEE Y —EA

port: VLANEL TT0x88A81 T, Chld. Q-in-QPy UV DiEERTT .
S—oustom—oort: S—custom—portlCERESNTIVBIGEIE. HATL—LORTOTPIDIEY—
u port: EAVLANEL THRBRA XN ET
R— FVLAN

PVIDIZEREINET , DA FTENZVLAN IDEEDATHR— M ETE(E
SNEIL-LIEASNET,

None: COE—FI&, BE802.1Q VLAN MU DEKEL TVLANGR AT v F(CHE
BTSN TWBR—MIERINET, COT— FEFEARFCIE, "Tx Tag"ld
lUntag pvid | [CE%E LTS,

R—FDVLAN IDEERFERIRETT , IR— FTCRIELEATLBLIL— LI, R
—FOVLAN IDIZDS AR FENFET  VLANDRRE N TER MG S (R—
Specific: ATRERIEDIEE) . R— FTCRELLEIL—LIEITATZOR— D

' VLAN IDICHS AR FENET, iR— b ETEIESNEIL—-LAD D525
[+&NZVLAN ID"H”R— FVLAN ID" 2B BB AL, "DIAR TN
VLAN ID"E"VLANRD " DI L— LICHEASNET,

“Tx Tag"IC&D, R— oD TL— LOEERDITF A ENZESNET,

1) 802.1Q VLAN ERFEICHT, HR— FOFRER TEROEHITT,
Access: [Port Typel-"Unaware”, [Port VLAN Mode]-"Specific(set PVID)”, [Tx Tag]-"Untag_all”
Trunk: [Port Type]-"C-port”, [Port VLAN Mode]-"None”, [Tx Tag]-"Untag pvid”
Hybrid: [Port Typel-"Unaware”, [Port VLAN Mode]-"Specific(set PVID)”, [Tx Tag]-"Untag_pvid”

2) Q-in-Q FWEICHVT, BR—PORERTEROEBITT,
Uplink: [Port Typel-"S-port” (%3 L\, custom TPID &2 S—custom—port”), [Port VLAN
Model-"None”, [Tx Tag]-"Untag pvid”
Downlink: [Port Typel-"Unaware” . [Port VLAN Mode]-"Specific”(t+—F'A VLAN ID #“PVID”[CE&E L
F9, BRICH—ER VLAN ID #4ERL L. 2D VLAN RTO7YTIVD/8900 0D R— MO EE LTS
LYo ). [Tx Tagl-"Untag all”

ﬁ
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2.4.14 Private VLAN (754 ~X—FVLAN)

754 R—F VLAN, PVLAN TlE. R—70—FFvA A VDR—MEDOLSY 2 DR EEITVET,
PVLAN E &L THEISNTZR— MIBEISEEETTD

I32ENTEFE o PVLAN DAV —iR— MIAEE @]
A[RETT,

2.4.14.1 Port Isolation (IR—FP4Y =23V DERE)

Jillll

TR R=POPAVL— YRR E LET . BRESNIOR— ML RIU VLAN ETHEVNCEEEITICEN

TELRBNET,

(1) R=+7AYL—2aVDREEIT
DUYDTBHE LT OBENIRTSNET,

Port Isolation Configuration for Switch 1

Port Number
10 11 12 413 44 15 16 47 18 15 20

1 2 3 4 5 6 7 8 3
ooooooooooonoooonnn]nd

] =
] |
] i
O
] =
] =
] =
O

(2) BEALO"?"PAIVED)YITHE. BERORE OV TOSRBAELE LRV T 7y INRTSNET,

FXC5428 m
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2.4.15 VCL

ZDEIF. MAC A—A VLAN. 7OF2JLA—R VLAN. IP 7Ry FAR—2A VLAN SDEHEINFET,

2.4.15.1 MAC-based VLAN (MAC A—A VLAN)

VLAN AU N —=&T )Tt T3 Hi%ELT MAC 7 RUAXR—AVLAN (MAC-based VLAN) [C&1D. IL—LODEE
5t MAC 7 RLAICH LT, AT B LIL— LOERIE LD VLAN ZRE LET,

(1) MAC A—2A VLAN &% F 9 3IC(E. [Configuration] —=> TVCL] —> TMAC-based VLAN | &DYUwDd 3L,
UTOBEEIRRINET,

MAC-based VLAN Membership Configuration for Switch 1 Auto-refresh [

Port Members
Delete MAC Address VIANID 1234567831011 1213 14 1516 17 18 19 20 21 22 23 24 75 26 27 28
Currantly no entries present

Add Mew Entry

2.4.15.2 Protocol-based VLAN (FARIJLA—RA VLAN)

JORVA—=A VLAN AV N=IZREUT, BEVDOTORIVICENES 5D PC (& VLAN [CEINHTHNET,
B Z1E . IPX(Internetwork Packet Exchange), F7z (3 IP(Internet Protocol)IZEH M VLAN [CEXE T BN AT HE

T‘TD

1. Protocol to Group (FORINDTIN—FADIYEVT DERTE /EIBR)

==

(1) FARINOTIN—TADIYE VT DERTE/EIFRZEFTIICIE. [Configuration] —> TVCL] ->
[Protocol-based VLAN] —> [Protocol to Group1&#DUvDd 3L, LULTOEEIRRINET,

Protocol to Group Mapping Table futo-refresh [

Delete Frame Type Value Group Name
Mo Group enfry found!

(2) BEALD"?"PAIVED)YITEHE. BEROEE ICONVTORBAELEHE LAY T 7Y ITRRTINET.

ﬁ
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.
2. Group to VLAN  (VLAN YyEVHTIL—T DR E /8l BR)

(1) VLAN I9EVHH I —F D& E /BIREITIICIE. [Configuration] —> TVCL] -> Protocol-based VLAN]
—> [Group to VLANED)YDT 3L, LTOEERIRRINET,

Group Name to VLAN mapping Table for Switch 1 Austo-refrash [

Port Members
Delete Group Name VIANID 123456783 10111212 14 1516 17 18 13 20 21 22 23 24 25 26 27 28

Mo Group enfries

Add Mew Entry

(2 EEALD?"7A4I0EDVYITEE. BEADIEERICOVWCOFBAERHE LR T 7Y IRRREINET,
2.4.15.3 IP Subnet-based VLAN(IP H7&y =2 VLAN)

IP 7%y MR=2 VLAN Tl IP HTRY DIV RI=HDAT—YavETATREIL VLAN [CEIN S TONET .
ZO VLAN TlE, 2y RI=D7 RLAOBREREITOICERL, T=DAT— a3V TT 5N TEET,

IP #7729k VLAN (E, S5y bOAYED LA v 3 IE|RICIE U TEBDET,

VLAN AN =HERETR LT, 2YPT=DBT7RLAWBIZIE, TCP/ IP 2y rI=DDH T2y, 7 RLA) EERALE
T, 1S5y MRS L/AT R EDF A CNITIEUT—ET S IP 72y SAIC) Wy MEBEE R 13FT,

IP 729 MDDIAR FHITONE NG R, A YFDIEZE VLAN D522 FIL— IS E RSN ET,

COIP YTy MEREL, L—T1 VT HEETE ., VLAN B —T1 00280 TEHNFEE N,

IP #7229 bDDF AR TOHEEBER. ) VTy b VLAN SR ERFICOHFEREINET, N\oy b EtINBEZ 3T, @G
802.1Q VLAN X ENNHETT,

(1) IP Subnet-based VLAN %#E%E 9 3IC(E. Configuration] —> TVCL] —> TP Subnet-based VLAN %
HUyDT e, UTOBENARTENET,

IP Subnet based VLAN Membership Configuration for Switch 1 uto-refresh [
Port Members
Delete YCF 1 Mask  VLAN ;4 5678910111213 141516171819 2021 22 23 24

1D Address Length 1D
Currently no entries present

(2) <Add New Entry>N3V&DUYITHE, L TFOEENRRSNSDT, FEBCENENEZAALT
AN
IP Subnet-based VLAN Membership Configuration for Switch 1 Auto-refresh [
Port Members
Delete VCE ID IP Address L':s;:‘h ‘”I'SN 1 2 3 4 5 6 7T & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 2
Delete | [0 0.0.0.0 24 00000000000 doooooooooooao
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2.4.16 Voice VLAN(EEVLAN)

Voice VLAN (&, B F719D D4R VLAN R E TY, Voice VLAN DS FE#EFER— MIRELT,
BEET—A0 QoS BENZREEITICEILIN., BEE M IMVINBE LOEEIBHNSSLUVRELEERESE
IR TBIENTTRETT .

2.4.16.1 Configuration (Voice VLAN ERE A %)

—=

(1) Voice VLAN DR EE1TOICIE. Configuration] —> [Voice VLAN| —> [Configuration | &D)yD3 3L,
UTOEENRRINET,

Voice VLAN Configuration

Mode Disshled |

VLAM ID 1000
Aging Time BE8400 seconds

Traffic Class |G |

Port Configuration for Switch 1

Port Mode Security Discovery Protocol

= M= e W
Disabled % || Disabled »| | OUI
Disabled w ||Disabled w| | O
Disabled || Disabled | | O
Disabled s ||Disabled w| | O
Disabled *||Disabled | | QLI
Disabled || Disabled w| | CUI
Disabled *||Disabled | | QLI
Disabled * || Disabled »| | QLI
Disabled || Disabled | [ OUI
Disabled || Disabled | | O
11 |Disabled w||Dizabled w| | OUI
12 [Disabled || Dizabled | [OUI

L= T == T I = R R

=
[=]

€L £ <] €] €| €

<

CCCIIAENDE S VLAN 25 E LT,

COMBEERNCTRE., VoIP F2149DEBERAL. BHEDTFMAYTAEUTERE VLAN F57495
DIEEETVET, FF VLAN R— MEHE ORIV, OUl F72(% LLDP (CENE ST (OUI [,

MAC 7 RLADZHID3)3 FOARIAI— KT,

(2) BEALO"?"PAIVED)YITBE. BERORE OV TOSRBAZLE LRV T 7y INRTENES,

188
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2.4.16.2 OUI

ZCTClE. B VLAN(Voice VLAN)DEREICDOWTERBALET .
CCZTClE. Voice IP F5749D0 OUL T=TILDAVTFH I AEITNET, OUI [, MAC 7 RLADTRHIN3)N1 FTT,
OuUl #£2/ Wy ME, BE FS749DELTREBENET,

(1) OUI ZE&E 9 BICIE. [Configuration] —> Voice VLAN] -> TOULIEDYYDT 3L, L TOEEHIR RSN
7,
Voice VLAN OUI Table

Delete  Telephony OUI Description

O 00-01-e3 Siemens AG phones
O 00-038b Cisco phones
O  00-0fe2 H2C phones
| 00-80-b8 Fhilips and HEC AG phones
| 00-d0-12 Fingtel phones
| 00-el-75 Polycom phones
O 00-e0-bb ICom phones
Add Mew Entry

CZTlE, Voice IP 574990 OUI T=JIDAVTFHIAEITVET, OUI [Z. MAC 7 RLADTRAID 3/
1 FTY, OUI 52/ Wy MI B E M5 749DELTREBENET

(2) EIE FD<Add New Entry>RAVEDUYDTEE, LT DEIEN R REINDEH, FRICA HULTESL,
Voice VLAN QOUI Table

Delete Telephony OUI Description
O 00-01-23 Siemens AG phones
O 00-03-5k Cisco phones
O 00-0f-aZ H3C phones
[0  o060bo Philips and MEC AG phones
O 00-dD-1e Pimgtal phones
O 00-e0-75 Potycorm phones
O 00-20-bb 3Com phones

Delete | | | |
Add Mew Entry
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2.4.17 QoS

QoS (. ” Quality of Service (U—EAfE )" DIETY ,
COMEER . B2 07TV —2avFER IO ILEOFEIEERIILET,

BIERYFI=DE VP LBEEDIOIRERENETARLVEEICH L TEROXENT—AEETL G
PIVT—=0a0T—REEELET,

29RD=0F. ZeENE FRSLVREMMREGRI T —EARR B TIHENHDET,

CM QoS HEEIL. IV FY—IVFDEIRA-Ya—2avERD, 2y rD—=H) A EB T 3HDE D
12TY,

B2E7L—LIARTUE QoS VFAILHFESN . EDRHED QoS VFAILKE LT, IL—LICHTEF1—1VT AT Y
1-UUT B LVEERHORIEZITIEHCREL A THEASNET,

QoS V3, ¥1—HLUVBEEEDMDIVEVTETVET . QoS DIANTO(TN) I0ZE (I}, BAEENRLIE
BHFET,

2.4.17.1 Port Classification (R—FAHDHSA%T)

FARTOR— MR LT, ERMG QoS AADIANTOREEITVET
[DSCP Based |Z{#2C. IP AY5? DSCP ZAL\T QoS &A%/ EXICLET,

DSCP 73253 1FC2WT

A 71 DSCP H3AFDEREICITIZE. TDSCP-Based QoS JEE %5 B L TS, COBEEM! Trust | %5#
RT %L, DSCP ENEMICHNET,

AHDSCPOSANTEHDRTEICRETBEMIC DUV TIL, TDSCP Translation |H£UTPort DSCP |#S B LT
AR

(1) BR=PAADDIARITDETEEITOICIE. Configuration] —=> TQoS] -> lPort Classification %'y
T3 UTOEEIRTEINET,
QoS Ingress Port Classification for Switch 1

Port CoS DPL DSCP Baszed
S[evev
O s

0

0w D&

0% (0w

0% 0w

0% (0w

0 O &

0w |0 s

0% |OW

B0 = & im e L R =

0 s (O s

by
[=]

0% |OW

-
-

0 % 0 &

=
%]

0w |0
13 1081 s

o o A

2 EEALO?PAIVENIYITRE, BEAOER IOV TORBAZEHE LRI 7y IRRRSNET,

ﬁ
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2.4.17.2 Port Policing (ik—FA ARYYVH)

COFRFEERANT, R—FOAAL—FOFIRETVET, 7O0—-Fl#HEH S, hO70—FIEHE— FOZEE. LR
DL—MIETRE, IU—LEHELTIC, R—ATL—-LEEELET,

(1) R—PAAR)Dv—DHRFEZITOICIE. [Configuration] => TQoS] —> Port Policing/ED)yI§3E.
LUTOEEARREINET,
205 Ingress Port Policers for Switch 1
Port Enabled Rate Uhruirk

g
.

500| (kbps
500| |kbps
500| (kbps
500| |kbps
500| (kbps
500| (kbps
500| (kbps
kiops
500| (kbps
500| (kbps
500| |kbps
500| (kbps
500| |kbps
500| |(kbps
500| |kbps

[ N - T I T & | B S L T 5. I

by
[=]

-
-

by
Fed

=
[%]

SIS S L)L <

-
b

o
<]

D000 000O000O00O0O0OoOaOan

2) BEELO™"743VEDUITEE. BEAOEE [OVWTORAERE LRy TPy IR RSNET
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2.4.17.3 Port Scheduler(ih— M AAT I1—-37)

CCTROR— PO AT Y21-58L VB F1-DEH IFHRRSINET

(1) R—PHEARTI1-5—0DFEE(TOIICIE. [Configuration] —=> TQoS] —> TPort Scheduler | 25)vHd 3
& UTOEREFRTENET,

QoS Egress Port Schedulers for Switch 1

StrictPrioity - - - - - -
StictPrioity - - - - - -
StictFrioity - - - - - -
StictPrioity - - - - - -
StrictPriosity - - - - - -
StictPriofity - - - - - -

StrictPriosty - - - - - -
StictPrioity - - - - - -
StrictFriofty - - - - - -
StictPrioity - - - - - -
Sirirt Princibs - - - - - -

[ 5 IR 2 B o 1ee 10 160 16 1 169 1 1
i
\
\
i
:
i

]

(2) K—PEBEDIYITEHE. F1-DH AT I1-5-BLUF VM S-EEIRRINET,

QoS Egress Port Scheduler and Shapers for Switch 1 Port 1
St oi» ETERETRG

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit
00|

500 kbps W

kbps

azp(s .
500 kbps v

| 500 kbps

(=11 5 5]
500 kbps ¥

L1/500 kbps ¥

a6 S
500 kbps

CI[500  |[kops ¥

[]/500 kbps W

B
O
g
— HAO=-Aa-=n >

| Save || Reset || Cancel |

ﬁ
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(3) ;32490 AY1—3M4. TStrict Priority JE— F., $3MEWeighted JTE— FOWTNIZZRE LET,
[Weighted [TE— FDIZBEIZ, TNENDF1—DEH IR ESNET,

QoS Egress Port Scheduler and Shapers for Switch 1 Port 1

Scheduler Mode U=Vl o

Queue Shaper Queue Scheduler Port Shaper
Enable Rate Unit Excess Weight Percent Enable Rate Unit

a0
5::1} kbps 179% ﬁ
aif(s
/500 kbps W 17% D
5
E}{D)ﬁm kbps 7| W i ?
03}+(5) R
[]/500 kbps 175 R R
ail-(5 l []/500 kbps W
500 kbps ¥ 17% I
)
El'{D)mu khps W 17% T
=0 l
500 kbps v \
5
EHDJMD kbps & \_/

| Save || Reset || Cancel |

(4) FI249D914)8 =13, Fa—BAL, FER— MR TRELET
WINDERRT S ENENFIRENRESNET

(5) EEALOD"?"PAIVED VYIS B, EIERNORE OV TORBAZLE LRV T 7y INRRSNETS,
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2.4.17.4 Port Shaping(R—rLUF1-HHV11)1-)

CORER, FR—EBLUF1-DH P VM) -DERENRTENET,
R—FESEDUYILT, HAVIM ) - DR EEITITUELEL,

(1) TConfiguration] —=> [QoS] -> TPort Shapingl&#DVwhd 3L, L TOBEEIRRINET,

QoS Egress Port Shapers for Switch 1

dizabled disabled disabled disabled di disabled disabled disabled

disabled disabled dissbled disshled disabled disabled dissbled dissbled dissbled
dizabled disabled dissbled dissbled disabled dissbled disabled dissbled dissbled
disabled disabled dissbled dissbled dissbled dissbled disasbled dissbled dissbled
dizabled disabled disabled disshled dizabled disabled disabled disasbled  dissbled
dizabled disabled dissbled disshled disabled dissbled disabled disabled dissbled
disabled dissbled dissbled disabled dissbled dissbled dissbled dissbled dissbled
dizabled disabled dissbled disshled disabled dissbled disabled disabled dissbled
dizabled disabled disabled disabled disabled disabled disabled disabled disabled
dizabled disabled dissbled disshled dissbled disabled disasbled disasbled  dissbled
dizabled disabled dissbled dissbled disabled dissbled disabled dissbled dissbled
disabled disabled dissbled dissbled dissbled dissbled dissbled dissbled dissbled
dizabled disabled dissbled dissbled disabled dissbled disabled dissbled dissbled
dizabled disabled disabled disabled disabled disabled disabled disabled disabled
dizabled disabled disabled disshled dizabled disabled disabled disasbled  dissbled
dizabled disabled dissbled disshled disabled dissbled disabled disabled dissbled

il e [ 65 [R3]213 o 1ea1-tiemien e ks 01

(2) K—PEBEDIYITEHE. LTOLIC, R—bBLUF1-HAAT I1-58LU Y11/ - DR EEEN

RNSNFT,
QoS Egress Port Scheduler and Shapers for Switch 1 Port 1

Scheluler Mode

Queue Shaper Port Shaper
Enable Rate Unit Excess Enable Rate Unit

=9
500 kbps %
01}45,'.

[/ 200 kbps [

g@&ﬂﬂ kbps S
.I_
mHs:

[/ 200 kbps R
=.E | | S50 |[kbes v
:l-‘%)&nc kbps % [:
as]{(5) T

[/ 200 kbps
=0 l

500 kbps \
a7 5
[/ 200 kbps

ﬁ
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F5249D 28 1=, TStrict Priority 1E—F., $3L\EWeighted | E— FOVTNIZZELET,
[Weighted [TE— FDIZBEIZ, TNENDF1—DEH IR ESNET,

b5249D914 18— (3, Fa1—BAL, FEEBR—FRETHRELET, WVINHERRTHE. ENENHIREH
RESNET,

EEALD?”7AIVEDIYITEE. BEANODE B[OV TOSRBAZRH LRI TPy IHRRENET,
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2.4.17.5 Port Tag Remarking(it— FH AT DYI—F )

COAZ1—-TlF, BR—FOHNITDII-F VT E- FeRTLETS,

COE—FRIF. EFNFNLUTOAZ1—-hoiEREnET,

- Classified : D27 7&N = PCP/DE {EZ{F A,

- Default : T7#JL10O) PCP/DE! fE%{# M,

- Mapped : QoS HIABLY DP LAIDIYEVH LIEN-J3V &,
R—FESEDUYOLT, EOE AT D)I—F VT E- FEHRELET,

(1) R—FEABTOIVI—F 5 DETEEITIICIE. TConfiguration] > TQoS1 -> TPort Tag Remarking &
HUvh3E, LTOEEIRRSNET,
(o5 Egress Port Tag Remarking for Switch 1

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

ot
= B 160 1= 1ED 1Cn b (L3 1ha 1=

(== e e

s}

(2) K—PESEDIYITEHE. R— O NITDII-F VTR EDEENRTINET .

» [Classified | E— FO5&:
QoS Egress Port Tag Remarking for Switch 1 Port 1

Tag Remarking Mode [[eE=ER =

| save || Reset || Cancel |

+ [Default]E— FDIFA:
QoS Egress Port Tag Remarking for Switch 1 Port 1

PCP/DEI Configuration

Default PCP |[x] e
Default DE1  |{x] b

| save || Reset || cancel |

FXC5428



2%E WEBICLBHBTE
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+ [Mapped | E— RFDIFE:
QoS Egress Port Tag Remarking for Switch 1 Port 1

{QoS class, DP level) to (PCP, DEI) Mapping

QoS clazs DPlevel PCP DEIl

-

[EL I R S = =]

-

. O s O ea O - O

i
<
I
<

w[ra[r[a]fa][=]=
S <L L] £
ol =|[a|=]a][=|=
S <L L] £

i
<
!

3) EBEALD"?"PAIVED)YIT B, BIEROERE OV TORBAZLE LRV T 7y INRRSNETS,
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2.4.17.6 Port DSCP(DSCP DEX5E)

R— D QoS R— D DSCP NEARREEITICENTTRETT  IP DBEFEERERIC, /Iy MIBEEEM TS
BRICERALET,

(1) TConfiguration] —> TQoS] -> [Port DSCP DD T 3E. L TOEEHN R REINET,

QoS5 Port DSCP Configuration for Switch 1

Port Ingress Egress
Translate Classify Rewrite
=0 = V]
1 O EEEEED Disable v
2 | Selected Dizsable w
3 1 All Disable w
4 | Disable | |[Disable w
5 [l Disable w| |Disable v
6 ] Dizable | |[Disable w
T [l Disable w| |Disable v
2 ] Dizable | |Disable w
4 O Disable w¢| |Disable w
10 | Disable %| |Disable v

() BEALO"?"7AIVENIYITRE. BEANE ROV TORBAZLH LR TPy IRRTEINET,

CCTld. DSCP ANBSLVHNDRFEEATNET  ANREDH S . K- FIEICANEE, D525 ED
RECEETEET HAREDB AR, HR—-FDUSMTAUTEIRVEVTEATVET

* Ingress Translate( A I E#)DVT:
“Translate” h&RENTLVB15E . A1 DSCP fE(E. QoS EREMAICAID DSCP BICEHRTEET . L
HFATYE VT (ITDSCP Translation | B Ce% 5 LTES Y, 2 U7 DSCP fE(E. AH DSCP M
QoS FREICHEALET,

- Ingress Classify (A DI A5 ) ICONT:
[DSCP ingress classify |[&. DSCP h'5 QoS ADD T AL FTEITICETIEIHL(DSCP H15 QoS ADIWE
VH(dIDSCP-Based QoS & CE& E AIAE). [Port DSCP JEE M "Ingress Classify (A 71D72%
(1) ”(&. QoS 'pAER DSCP ADIYEVHETNET
Iport default]. T'VLAN 2% |, TDSCPIDL\TNHD'D QoS DIAEAFTBE. Ingress Classify (A5
DIARHICED, 2D QoS HIAZEMER DSCP (CRYEVT LET,
NEB DSCP (7L — LE{ERFD DSCP {EZZE R I 3HIC. BlIOA NIV EITIENARETT,
NER DSCP AM QoS IYE VS, TDSCP Classification |EE T E LFT .
[Port DSCP M Egress Rewrite(tH 71')54 1)1 “enable”/”Remap” D15 & &, H /Ty MIIvEY
HEITVET, OB A ITTD DSCP fEIFEEINET,

* Ingress Classify (A JIDSA5 1) DFHICOWTIE, LTOESDNTT,
- Disable : FIEE DSCP AQD DSCP ) QoS D5ANIYEV T IRIEEEINICLET
- DSCP=0: %{E DSCP NTOINEINEDFIARTLET ERBEMBIZERERINET),
- Selected : [DSCP Translation | B T8 %E LIV 7 A5 $8N B %12 DSCP OB DI AR TLET,
(“classify "D EIRSN TS IZEDH)
- Al . $ATODSCP {EICHZ.

* Egress Rewrite(tH 7154 N): tH 73/3579 b ? DSCP )51 +EHRELET .
- Disable: Egress rewrite(HH 1Y51 P& L,
- Enable: JIYEYJ LT, TDSCP Classification Bl TN Rewrite IOEX E N A $HICHNFET,
- Remap DP Unaware: I} DSCP {EN 5 DSCP Translation |EE ) “Remap DP0” % E %

ﬁ
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;
JIVEVILET,
- Remap DP Aware : N} DSCP {Eh 5 DSCP Translation | E & D “Remap DP0” ., 7= (&
“Remap DP1"DZREEIIEVTLET,

2.4.17.7 DSCP-Based QoS

DSCP ADRER T4 A)T1DIVEVT (A7)

CCTlE. #FNEFND DSCP ECEIC QoS AHDYIAN TETNET,
FS5A DSCP DEEEDIL—LDH . HFTED QoS VIABLUHERELAIADTIE VT EITNET,
7Y N5 N DSCP fEX#EH 27— LI BERINEE .

(1) DSCP A—2 QoS MERTEHEFTIICIL. [Configuration] —> TQoS] -> TDSCP-Based QoS |&D)vDT 3L,
UTOEEIRREINET,

DSCP-Based QoS Ingress Classification
DSCP Trust QoS5Class DPL

*

0{BE)

(cs1)

10000 ooOodogoOond
IRkl EE R EEE
AREERERRRR
NEAIEAIE IR I RS IR Y IEY RS IEAIEANES

D 20 =] @ th s W R =

2) BEALO?"P4IVED)YITEHE, BIERODEBICOWTOSRAELH LAY TPV IRRTEINET,
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2.4.17.8 DSCP Translation (DSCP ZEH#DEE A %)

CCTlE, $ATOD DSCP fED QoS DSCP NEARE#EIT\ET, DSCP [, "Ingress(A )",
Fld Egress(H H) " TEBREINET,

lConfiguration | —TQoS|—IDSCP Translation|&D)vDd 3L, L TFTOEEIRRSINET,

DSCP Translation

Ingress Egress

el Tran slatg Classify Rgmap
P = ] ] <= b
0 {BE) 0 (BE) b [l 0(BE) W
1 1 W [l 1 W
2 2 W O 2 W
5 3 W O 3 W
4 4 v O 4 v
5 5 W | 5 W
G 6 i O 5] "
7 7 W | 7 W
8{cs1) 8(C51) W [l 3i(C51) W
2] 2] L ] 9 W
10 (AFT1)  [10 (AF11) v [l 10 (AF11) v
11 11 W | 1 W
12 (AF12) [12 (AF12) v N 12 (AF12) v

QoS W5 AH LU DPL Iy S D DSCP #{E AT 3HI1C. A A8l DSCP #F9'#LL\DSCP [CE#LFET,

DSCP ZHAE(CIE, LT D 2 DOREH EZDNHNET
- Translate : A F1{8]0 DSCP (&, DSCP {E(0~63 DL\TNHDE)CEHATRETT,
- Classify : TPort DSCPJ*=1—TlIngess Classify IIEIRENTIVBIEEIC. DSCP EERINT 3L,
NER DSCP AM QoS DFANIYEVIHEHICLETS .

HAZRTHIGEICH AR TR ERTRER \IA—SE LT OESNTT,
- Remap DPO [C&D. TDP level 01D7L—LD)IYEVTEHIEHULET,
- Remap DP1 (C&D. TDP level 1107L—LD)IYEVTEHIEHULET,

CDEREIL. [Port DSCP*=1—0) Egress Rewrite(H Y54 MICERASNET,
SEMICOLVTIE. TPort DSCP A= 1— M Egress Rewrite(H 711)34 M) 125 B LTS,

ﬁ

FXC5428



2%E WEBICLBHBTE

;
2.4.17.9 DSCP Classification (DSCP J5A%7)

DSCP AORER T4 A)T1DIVEVY (HA)

CCTlE. QoS D5 AMMER DSCP BADIVE VI EH/ELET,

IL—LlE. TIAI MR— b, F(3 VLAN 5, 723 DSCP OLVTNHD QoS H5AZAF LT, 0 QoS ERER

DSCP [CYYEVHTBENTEET,

ChICED, WER DSCP (&, BlOH ATy TN, TL— LEZEERD DSCP BEICEEE5 2B AIREMNHNET,

Port DSCPIEIENH 7151 B S5 E (S, tH 7 DSCP {ERUSM M BRENTEET,

EEHMICOULVTIE. TPort DSCPIEE DI Egress Rewrite(HH 1154 ) 125 BLTTFEL,

(1) DSCP H35ARITDERFEEITIICIE. Configuration] => TQoS) —> DSCP Classification]&D)wh33E.
LUTOEEERRLET,

DSCP Classification

QoS Class DSCP

0 (BE)
0 (BE)
0 (BE)
0 (BE)
0 (BE)
0 (BE)
0 (BE)
0 (BE)

= T W S UR R
0049494491

| Save || Resat |

2) BEELO""743VEDUITEE. BEAOEE [OVWTORAERE LRy TPy IR RSNET
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2.4.17.10 QoS Control list (QoS AV FA=ILJAR)

QCL [ QoS 2V FA—JLIA FDRETHY. QCE DTAT—FILTT,

COTAMT=TIUE AFED IS T49DATIID P EDYFTED QoS DIAZEIC, 758F3 QoS IV bA—ILIV M)
KEENFET,

TNFNOTHEARRER F5749DI2(E, 20 OCL DRI FHEFNFET, BEIBLLICL- T, HED QoS VA
DEFED MT4907TITH FHRENET

QCE [Z. QoS #5202y FO—ILIY FDRETHD. 4 ED QCE D ID ICEHEDHD QoS HIAICDNTERIR LTI VE
7,

(1) QoSIVrA—IWAMDERFETBICIE. Configuration] => TQoS1 —> QoS Control List1#Dwhd 3L,
UTOEEARRINET,
QoS Control List Confiﬂurﬂtion

Frame Action
Type Type CoS DPL DSCP

QCE Switch Port DMAC SMAC 29 viD PCP DEI

(2) "H)"EDHYYDTBE, QoS AV O—ILIV MEZRFELET,

QCE Configuration
Port Members
11 12 13 14 15 16 17 18 19 20 M 22 23 24 25 26 T 28
MMM MMMMMMMMMWANEY P A

Action Parameters

CoS 0 v
DPL Default »
DSCP Default  v|

| Save || Reset || Cancel |

Q) EEALD"?YPAIVED)IITRE, BERADEBICONVTOHBAZEHE LRV TPV IRRTENET,

ﬁ
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2.4.17.11 Storm Control (Ar—=LIY FA=J))

FARTOR—MIA M= LIV MOV EERE ERIEETT
CCTE AZFvAMIL—4A, FA—-RE9ANIL— L, BEFRB (T39T100ENE) TIU—LDOA M= LL—FIY
FO—ILTERERTRETT,

(1) AP=L3YA-ILOFEFEEITIICIE. Configuration] —=> TQoSJ] —> [Storm Control J&D)wHT 3E.
LUTOBE@EIRREINET,

QoS Port Storm Control for Switch 1

Port Unicast Frames ] Broadcast Frames Unknown Frames

Enabled Rate Unit Enabled Rate Unit Enabled Rate Unit
+ O 500 O 500 O 500
1 O 500| |kbps O 500( (kbps O 500( (kbps W
2 | 500 (kbps v O 500| |kbps W O 500| |kbps W
3 O 500| |kbps O 500( (kbps [l 500( (kbps
4 [ 500| |kbps Il 500 (kbps | 500( |kbps
5 [l 00| (kbps v O 500| |kbps w O 500| |kbps w
6 (| 500| |kbps w (| 500| |kbps w 1 500| |kbps w
¥ [l 500| |kbps O 500( (kbps O 500( (kbps
8 ] 00| (kbps w ] 00| |kbps w 1 500| |kbps W
9 [l 500 (kbps w O 500| |kbps W O 500| |kbps W
10 (| 500| |kbps w (| 500| |kbps w 1 500| |kbps w
11 O 00| (kbps w O 00| |kbps w O 500| |kbps W

() BEALO"?"7A4IVEN)YITRE. BEANOERE OV TORBAZLH LR T Py IRRTEINET,

FXC5428 m
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2.4.17.12 WRED (Weighted Random Early Detection) 87

WRED(Weighted random early detection)ld, $REEZ AR S B2 A(C, F1—NEEHIELT, 1 V3T71—ADF2
—RNONTY P ERELET , COWRED 3. RED(random early detection) 23R LizEDTHD. I UHILF1—13¢E
NENF1-ORREEF>TVET,

BF1—DOULEMEIR. BHEDM219DD3AICEERF TN TNET,

BIZIE, F1—1F. BEEVEN Y DEBIEVBHEZREFETIENTEET, 201, F1—DEFE(R.
BERIBLEOBVN Ty M eREL. BEIBROEN STy MEEELET,

cOEIIZ, BUAYTP—2RWTITY O T— I EE L) VY MIx LT QoS DB EIBRLIF(FEITIENTE
F7, BHKIC ZED 719D ETIAF)TADB NS 719D EDEHEESNS AT HEMN S <BNFET,

(1) WRED Q& FEE{TIICIE. Configuration] —> TQoS] —> TWRED1&DYYHT 3k, L TOE@EH R RSN
7,

Weighted Random Early Detection Configuration
Queue Enable Min. Threshold Max.DP1 Max.DP 2 Max. DP 3

0 | ] 1 5 10
1 | ] 1 5 10
2 O 0 1 5 10
3 Il ] 1 5 10
4 | ] 1 5 10
5 | ] 1 5 10

(2) BEALO"?"PAIVED)YITBE. EBERORE OV TORBAZLE LRV T 7y IR TESNES,

ﬁ
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2.4.18 Mirroring (ih— F35—=12H)

FYRI=DORBDT NYT | FE 2y RI=D 57490 DEZRIITEATICR  ERDR— MHI5-)UTR—
MIOL—LODI5-)V 0TI AT LERET HENARETT (LB EDTIL—LDOIF-UVTER, L
—LEIE-FBIEERMUTY) , ERETIL—LEIF—IR—MIIF-UVT TN TEET,

(1) R=FIF-UTDFFEEITIICIE. [Configuration] —> Mirroring IEDUYD 3L, LI TOEIEHIR T
SNET,

Mirror Configuration

gl gol Disabled W

Mirror Port Configurationfor Switch 1

* == W

Disabled »
Disabled
Disabled »
Disabled »
Disabled
Disabled »
Disabled »
Disabled »
Disabled »
10 | Disabled v
11 |Disabled v
12 | Disabled »
13 | Disabled v
14 |Disabled v
15 | Disabled v

B0 =] O N o L R =

=]

37— 574901 1Ty bDEIE/ RIE . HBVREDE A DIL—LTIF—iR—MIIF-UVTEITVET,
E—F&"Disabled” SR ETHE. I5-UVTHEEIEMICENET,

() BEALO™?"PAIVEDVYITHE. BENOEE OV TORATEHR LR TTITHNRRNET

FXC5428 m
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2.4.19 GVRP

GVRP (GARP VLAN Registration Protocol or Generic VLAN Registration Protocol) (&, KiR#ERY D
—JAO VLAN ZH11H9 270 TT, GVRP [ IEEE 802.1Q [C#HLL., VLAN RET—2DTL—L0DARY
FIAEEEZLET, CNICED, 2y RI—DHESR DRI EDEI T VLAN R EEHRE BEMNICKIRTED L

JICBNET

GVRP (3. GARP (Generic Attribute Registration Protocol)lCi UTERBNET,
GARP (&, LAN ADIY FAT—2aVI 2 vF hi DI RREDE THA FOTF FLABEDREIEEE LD, &

SRR IS FIEZEZTH=HOIOMINTT,

FDEH. IV EAT—0avBLUAM9FRIART B R (CTFHEARRER TR B TIENTEET, GVRP
[Z. GARP ERHRIC, BEEFSNTUVEVI—FADIFEHRDZEEERBETEECEN. FELBRYNI=DD 574y
DEHIBRLET . ZMVFF1 EDHBEETERETIVLENHNETH., FNLUNDAMYFEITATIKRITIE L

TRENET,

2.4.19.1 Global config (GVRP QZEAKRE):

(1) HO-1IVERFEEITOICIE. Configuration] => TGVRP] —> [Global config/EHUyD 3L, LI TOEEH

RIRENET,
GVRP Configuration
[1Enable GVRP
Join-time: 20
Leave-time: &0
LeaveAll-time: | (1000
Max VLANs: 20

) BEALO"?"7PA4IVEDIYITRE, BEANE ROV TORBAZEH LR T 7Y IRRREINET,

ﬁ
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2.4.19.2 Port config (ii— ;@ GVRP &5E)

GVRP 2#EHAT3IET. A UF(E D GVRP A1 wFE VLAN SR EEHRERIRL. FELT
O—RXvAMPFRBEDIZEYA L FS719DERDBREET,
VLAN SR EIEROE SR, FHSHIBRIE GARP [CEIERTINET,

(1) I"— IO GVRP FBREEITOICIE. [Configuration] => TGVRP] -> [Port configl&DUwH T 3L,
UTOBEEIRREINET,

GVRP Port Configuration for Switch 1

= |e=

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
9 |Disabled
10 | Disabled

11 | Disabled
172 | Nicahlad

(== Y = - T -y P I .

SR EIRI BRI RIRIRIRIRIRIRIAS

() BEALO"?"7A4IVEN)YITRE. BEANOERE OV TORBAZLH LRV T Py IRRTEINET,

FXC5428 m
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2.4.20 Stack (ARvyDiE#R)

CCTIE ARYDHER A RICOVWVTERBALET

ARV BERE B PIN—TA VT BEREBEZAIYIRNDE A YF THE A HELEN, MEHICIERD
29T 1 BORBHBAMYFELTERELET (RABYIRD B A VF CECREETODENHNFE . )
B—DH T2y FR(TO- FFvAFRAM V) CHEIAMVTF 2R K 16 BETEEARETT,

ARYDHBEDRFEICONVTIE, TTHEEDREETOTh ORI —T IV EHER L TS,

(1) A3yDEHEITOICIE. TConfiguration] -> Stackl&EY)wD T3¢, LTOEENRTINET,

Stack Configuration

Stacking State Disabled
Stacking Enabled |

Delete Stack Member Switch ID Master_ . Y 25, s Switch Status  Switch Type
Capable Priority )
00-17-2e-1b-b8-0e 1 Yes = 25,28 Active FXC5428 Switch
26,27
) 26,28
Start Master Election 3728

ﬁ
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2.4.21 sFlow

sFlow (&, R—=FIOVADS VA L, FE—FEBEBOT Y TIUTCE TRYMNI=DDEZAYV T ERITIERIZHE
DEMTY , YU TUID TN B LUND VR (FNEN. 7203V T " NOUB—5 VT IV ERES) (.
FRRYII=DD S 719DEZR) T H—NITHK LT, sFlow @ UDP F—RELGEESNET,

o RH—)NE, "sFlow DL =)V, F(d"sFlow LD EFUET,

sFlow DEEHAICDULVTIE, Thttp://sflow.org IES B LTS,

(1) sFlow Q& FE%EITIICIE, [Configuration] -> TsFlow %&D)vD33E, L TOEENIRTINET,

sFlow Configuration Refresh
Agent Configuration

[127.001 ]

Receiver Configuration

Owmer =none= Release
IP Address/Hostname RIOURIXY
UDP Port 65343
Timeout 1] seconds
Max. Datagram Size 1400 bytes

Port Configuration for Switch 1

rt Flow Sampler Counter Poller
Enabled Sampling Rate Max. Header Enabled Interval
128

128
128
128
128
128
128
128

Po

Ll

JOoO00oood

Joogooaod
GDQG"GOC’!

= @ N d= W R =
(=0 =0 I=) =1 i=1 =0 =0 K=

(2) sFlow #EEZEERTELET, BEImE(E sFlow LY—IDFREER— FED flow/HD VB3 U TILDERTE D

22MCHFonET,
[EER):
sFlow DR EEAKDABVCRFESNE B, 208, BFZBIFFC sFlow B TUUT (FESHERD
7,

FXC5428 m
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2.5 Monitor(EZ3Y>H)

EHREEDBRAENDAT - IAERTLET .

» Configuration .
Hﬁv Monitor System Information  Auto-refresh []

e
» Green Ethernet Yy

» Ports Contact

» DHCP L ocation

» Security

} LACP
» Loop Protection MAC Address 00-17-2e-1b-b8-05

» Spanning Tree Model Name FXC5428

» MVR
» IPMC System Date 1970-01-01T00:09:03+00:00
» LLDP System Uptime 0d 00:09:03

« MAC Table | software |
» VLANSs Software Version 1.00.02

= Stack Software Date 2016-06-07

k = sFlow )

2.5.1 System (VATL)

CCTlE. VAT LIEHREHER T ENTEET,

2.5.1.1 Information (VAT LIEHRDERE)

VAT LIEHREFR KT BICIE. TMonitor | =T System |—TInformation1&0)vD 3 3¢, LT DEIEHN R RENF
a—

o

System Information

Contact
Name
Location

. Hardware |
MAC Address 00-17-2e-1b-bE-0e
Model Name FXCh428

Time

System Date 1970-01-01T23:08:49+00:00
System Uptime 0d 23:08:49

|

Software Version 1.00.01
Software Date 2016-01-25

FXC5428
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I
2.5.1.2 CPU Load (CPU &%)

CPU QEFRAT-AAICET 2 1E#RER T T BICIE. 'Monitor | =T System ]—ICPU Load1#D)yhd3E. LITF
NEEHTRREINET,

CPU Load

100ms 0%

Auto-refresh M

Isec 0% 10sec 0% (all numbers running average)

75%

50%

25%

2.5.1.3 Temperature GREE)

AAREOFYTDEEZRIETBICIE. TMonitor | =T System | — Temperature 1#DUvD3 3L, LLTOEE
BRRRSNET,

Auto-refresh [ ]| Refresh

FAMN Status

Mormal Work
Main Chip Temperature 52 °C

2.5.1.4 IP Status (IP &%)

IP AT—RA%RRTBICIE. Monitor | =T System|—TIP Status &7y T 3L, LTOEEIRRINET,

IP Interfaces

Auto-refresh [

Interface Type Address
0S:lo LINK  00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST=
0S:lo IPvd  127.0.0.1/8

05:lo IPv6  feB0::1/64

05S:lo IPv6 17128

VLAN1 LINK  00-17-2e-1b-b8&-0e

VLAN1 IPvd 192 .168.11.206/24

VLAN1 IPv6  fed0::217:2eff.fe1b:b8le/64

IP Routes

<UP BROADCAST RUNNING MULTICAST=

127.0.0.1/32 127.001
192.168.11.0/24 VLAN1
22400014 127001 <UP=
=1

<UP HOST=>
<UP HW_RT=

21128 <UP HOST>

Neighbour cache

IP Address

Link Address

192 168.11 1

192 168.11.17
192.168.11.23

192 168.11.31

192 168.11.32

192 168.11.155
fed0::217:2eff.fe1b:b80e

VLANT1:00-a0-de-ab-19-0d
VLAM1:00-ac-b5-ee-53-6a
VLAN1:34-17-eb-8f-61-a2
VLAN1:00-ac-4d-33-f4-67
VLANT:00-ac-bd-fb-3f-7b
VLAN1:40-61-86-b6-68-9a
VLAN1:00-17-2e-1b-b8-0e

FXC5428 m



2.5.1.5Log

H—I\7 RLAIZ Syslog =107 RLAERELET , CNITED, syslog H—/IASI AR MEEERSNET
AHED DNS #EENBEDBIBAE. RAFBELTHEATRETT (IPv4 DH R FE),
Syslog 1B ZFR <Y BICE. [Monitor | =T System |—=TLog 1 &DUvD T 3L, U TOEENRREINET,

System Log Information for Switch 1  Auto-refresh I:l| Refresh || Clear || l<< || << || == || =2 |

Level All hd
Clear Level [ L

The total number of entries is 0 for the given level.

Start from ID |1 |with |2ﬂ | entries per page.

ID Level Time Message
No entry exists

CCTR KR VAT LOTEHY R RENET,

VAT LOOY TR

Level ERLELAVDY AT LAY R R LETS,

Clear Level LRIVEEIR U . <Clear> WAV EIRT L, BIRULEELAIORYTEHEELET,
ID ID #0yh¥3E. DU DFEMEFZIEED A E— DR RENET,

2.5.1.6 Detailed Log (AYtEHRDEEH)

1) OYEROFEMERTTSBICIE. TMonitor ]| =T System ]—T Detailed Log | #DYwHT 3L,
UTOBE@EIRREINET,

Detailed System Log Information for Switch 1 | Refresh || |<< || << || >» || »>| |

Message

[ No system log entry |

2) CCTE. AU OFEMNRREINET, ID EAATRE, 20 ID OOV DFEMIRRSNET,

ﬂ
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2.5.2 Green Ethernet

Green Ethernet &(&. EEE #8E(% E 11 Ethernet)c&FEENTED ., Xy D=0 bS719DN DG NEEICHE R
DEEEHEMNZZBHAEETT,
Green Ethernet #8E(Cxt s UL Ay FREI TR A B ARENEEICBBRAEINET,

2.5.2.1 Port Power Savings

Port Power Savings Status for Switch 1 Auto-refresh [ ]
Link EEE EEE LP EEE EEE In power Acti_Phy PerfecFReach
Cap Ena Cap save Savings Savings
1 X X X X X
2 ® X X X X X
3 @ X X X X X
s ® X X X X X
5 @ X X X X X
6 ® X X X X X
7 ® X X X X X
s @ X X X X X
s O X X X X X
10 ® X X X X X
1 @ X X X X X
12 @ X X X X X
Link D= POUVDIREEZERRLET
EEE cap o ik— MY EEE [CRIELTLSDEIDERRLET
EEE Ena : iIh— FCEEE BN A $INEINERRULET (TPort Power Savings | EIE DR E N RSN
F7,)

LP EEE cap  : UUD%&AYEEE [CRIGELTLRDEINERRLET,

EEE in power save : IRFEDE B NIKE (on/off) ERTULET,

Actiphy Savings  : ActiPhy ARICLBEBHE-RCHOTWVSEERRLET,
PerfectReach Savings : PerfectReach ARICLBEBAE—FICH TS IEERTRULET,

FXC5428 m
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2.5.3 Port (18— FE&SE)

CCTlE, IR—FDOUVDIREEDREE D, BIERE . 70—V bO—IL, HERIL—LHA4 X, QUJaVE—F,
NO=JYbA-IEBEDEREEITVET,

2.5.3.1 State (iR— FDIREE)

CCTlE, R— POV DREERERTLET, R— b EDUYDTBE, BIRULER— FO#EHERER RENET,
I'Monitor |=TPorts ] =T State |1#D)yD T3¢, L TOEEHNRTINET,

Port State Overview Auto-refresh [

2.5.3.2 Traffic Overview (F5749DDIEE)

CCTEL R—hTEnfEHERERRLET,
'Monitor | =T Ports ] =1 Traffic Overview |&D)yD 3T 3E. L TOBEEDIRRSNET,

Port Statistics Overview for Switch 1 Auto-refresh []

Packets Bytes Errors Drops Filtered

Received Transmitted Received Transmitted Received Transmitted Received Transmitted Received
769489 78221 97886122 16694168 119506 119506

=

R BEIZRIR B koo e i 1 o s 1=

—
=}
Cooooooooooooooooo oo oo ooo o

CcCooooooooDoooooooooooooooooo o

CcCooooooooDooooDooooooDoooooooo
cCooooooooooooDoDooooooooooooo
COoOOoOoOoOOoOOoOOoOOoOoOoOOoOoOoDooOoOoooOoOoOooO oo
CcCooooooooooooDoDooooDoooooooOoo
(== = i e e = e = e = = - N N Y = = Y ==
CcCooooooooDooooDooooooooooo oo
cCooooooooooooDoDooooooooooooo

P [P [P [P [P [P [ [ [P
BN BRIRE RS

ﬁ
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2.5.3.3 QoS Statistics (QoS #EFH&EHR)

CCTlE, M= PECF1—D 71D #EHERERRTULET, R—FEDUYDTBE. F0R— bO#EHERN T
RENET,
'Monitor | =T Ports ] =T QoS Statistics #1773 3E. L TOEERIRRINET,

Queuing Counters for Switch 1 Auto-refresh []
7

Port Qo Q1 Q2 Q3 Q4 Q5 Qe Q
Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx
1 650639 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 78342
2 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0
4 1] 0 0 0 0 0 0 0 1] 1] 0 0 1] 0 0 0
5 0 0 0 0 0 ] 0 0 0 1] 0 0 0 0 0 0
[ 1] 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 0
i 0 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 0
8 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0
10 1] 0 0 0 0 0 0 0 1] 1] 0 0 1] 0 0 0
11 0 0 0 0 0 ] 0 0 0 1] 0 0 0 0 0 0
12 1] 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 0
13 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0
15 1] 0 0 0 0 0 0 0 i] 1] 0 0 1] 0 0 0
16 1] 0 0 0 0 0 0 0 0 1] 0 0 1] 0 0 0
i7 0 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 0
18 1] 0 0 0 0 ] 0 0 1] 1] 0 0 1] 0 0 0
19 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
20 0 0 0 0 0 0 0 0 1] 0 0 0 0 0 0 0

2.5.3.4 QCL Status (QCL AT—42)

CCTlE. QCL 1—YTEIC QCL AT—AARRRLET,
FNENDITTIE, FRESN TS QCE [LOWTRTRULET $FED QCE BiN—RFI17ICER SN BN EEN—
RYTPHIRRICENIVIUD M ELET,

I'Monitor | =T Ports | =T QCL Status1%97YUyD9 3L, L TOEEIRRSNET,

QoS Control List Status for Switch1  [Combined v|Aute-refresh [] | Resolve Conflict || Refresh |

Frame Action
Type CoS DPL DSCP

User QCE Port

No entries

Conflict

Conflict(QV 7D MICDNVT

QCLIV MDAV VI MDAT—RANRRENET  H/ W)Y —AFEHOT7S)r— a3y THASNSH. V7
UDRAT—RAN Yes | D15 E(E QCE #BMT B/HICHER)Y—-ARFIATEE A,

<{Resolve Conflict>hAVED)YHTBE, QCL IV MDEMICHER H/W YUY —AEFRKRTSECED, V7YY
MBS RN TEET,

FXC5428 m
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2.5.3.5 Detailed Statistics (#EEFH&EMDEEH)

CCTR. K- M ORETHFROFMER RLET
—MEBIRT 3L, TR hOFEEHEROFMNRRINET

I'Monitor | =T Ports ] =T Detailed Statistics &0y T 3L, LT DERIRREINET,

Detailed Port Statistics for Switch 1 Port 1 Auto-refresh []

Rx Packets 772462 Tx Packets 78596
Rx Octets 98196727 Tx Octets 16843212
Rx Unicast 82781 Tx Unicast 78588
Rx Multicast 188365 Tx Multicast 6
Rx Broadcast 50131 6 Tx Broadcast 2
Rx Pause Tx Pause

Rx 64 Bytes 432989 Tx 64 Bytes 56231
Rx 65-127 Bytes 126663 Tx 63-127 Bytes 4560
Rx 128-255 Bytes 137660 Tx 128-255 Bytes 6457
Rx 256-511 Bytes 44308 Tx 256-511 Bytes 5572
Rx 512-1023 Bytes 30276 Tx 512-1023 Bytes 47
Rx 1024-1526 Bytes 566 Tx 10241526 Bytes 5729

Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters Transmit Queue Counters

Rx CRC/Alignment

0 Tx Late/Exc. Coll

Rx QO 652662 Tx Q0 0
Rx Q1 0 T™xa1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ5 0
Rx Q6 0 TxQ6 0
Rx Q7 0 TxQ7 78596
Rx Drops 119800 Tx Drops

0

Rx Undersize 0

Rx Oversize 0

Rx Fragments 0

Rx Jabber 0

Rx Filtered 119800
2.5.3.6 DDMI

_ZCld. DDMI(Digital Diagnostics Monitor Interface)igehitrik—

FENTLVB SFP 5

VU= IDARBEITHEAS

NTWBIHEEIC, D SFP FU Y- NDIEREAT—AANRREINET

(1) TMonitor ] =T Ports | >TDDMIIED )T e UTOEIENRRINET

DDMI for Switch 1 Port 25 Auto-refresh []
Serial Info Table

Status /A
Vendor
PartNo
SerialNo
Revision
DateCode
Transceiver MIA
Ddm Info Table
Type AlarmMax AlarmMin WamMax WarnMin Current
Temperature(*C) 0.00 0.00 0.00 0.00 0.00
Voltage(V) 0.00 0.00 0.00 0.00 0.00
TxBias(mA) 0.00 0.00 0.00 0.00 0.00
TxPower(mW) 0.00 0.00 0.00 0.00 0.00
RxPower(mWW) 0.00 0.00 0.00 0.00 0.00

(2) 2O WEB BIET“?"&DUYDTBE.

REDFHMIRRSNET

ﬁ
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2.5.4 DHCP

COOHEEEIL . DHCP #EEIC OV T T OAZ -5 R— L TLET,

2.5.4.1 Snooping Table

(1) DHCP AT—HAA%FEKRTBICIE. Monitor] -> TDHCP] -> [Snooping Table |Z#DUvyD ¥ 3L,

LTOBEENIRRINET,
Dynamic DHCP Snooping Table Auto-refresh D| Refresh || [<< || 5> |
Start from MAC address [00-00-00-00-00-00 |, VLAN [0 |with[20  |entries per page.
MAC VLAN Expired Lease Source IP IP Subnet DHCP
Address ID Time Port Address Mask Server

Mo more entries

() BEALO"?"7PA4IVEDYITRE, BEANE B OV TORAZLH LR T Py IRRREINET,

2.5.4.2 Relay Statistics (DHCP UL—#t&H1E#R)

(1) DHCP YL—##stiE#REFR =T BICIE. TMonitor] > TDHCP] -> TRelay Statistics |ZD)whT 3L,
LUTOE@EARRINET,

DHCP Relay Statistics Auto-refresh [

Server Statistics

Transmit Transmit Receive Receive Missing Receive Missing Receive Missing Receive Bad Receive Bad

to Server Error from Server  Agent Option Circuit ID Remote ID Circuit ID Remote ID
0 0 0 0 0 1 0 0

Client Statistics

Transmit Transmit Receive Receive Replace Keep Drop
to Client Error from Client Agent Option Agent Option Agent Option Agent Option
0 0 0 0 0

() BEALO"?"7PA4IVEDYITRE, BEANE ROV TORBAZEH LR T 7Y IRRREINET,

FXC5428 m



2.5.4.3 Detailed Statistics ($tEH15HROEEH)

CCTlE, R—PO#EHEROFEMRER TLET,
I'Monitor ]—TMonitor |—DHCP]—Detailed Statistics D)y 93, L TOERIRRINET,

R—MERIRT DL, ZOR— OB IEROFMIR REINET

Auto-refresh []

DHCP Detailed Statistics for Switch 1 Port1 [
MNormal Forward
LLEU Client

Receive Packets

Rx Discover 0 Tx DiscovdSnooping

Rx Offer 0 Tx Offer

Rx Request 0 TxReques 0
Rx Decline 0 Tx Decline 0
Rx ACK 0 TxACK 0
Rx NAK 0 TxNAK 0
Rx Release 0 Tx Release 0
Rx Inform 0 TxInform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0
Rx Discarded Checksum Error 0

Rx Discarded from Untrusted 0

ﬁ
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2.5.5 Security (E2¥1YT/18R5E)

CC Tl EFAUTAICRET B ERMICOVTHER T HENTEET,

2.5.5.1 Access Management (75t ADHIE)

EBY—-2MVRII—ADTPHEAKIBDAT—A A% FT R T B(C(E. [Monitor |—T Security | =T Access
Management 120y 93t LT OBEENKRREINET,

Access Management Statistics Auto-refresh [] | Refresh || Clear

Interface Received Packets Allowed Packets Discarded Packets

HTTP 0 0 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 0 0 0
SSH 0 0 0

2.5.5.2 Network
1. Port Security

TR AL EOR—beF1UT1 BLUR- MEELOR— MFIITIDRAT-HAERRLET

1) Switch

KR IADR— MF1UTIDAT—AAER R T BICIE. Monitor ]—[ Security ]— [ Network ]— Switch 151
9T UTOBEENRRINET,

Port Security Switch Status Auto-refresh [
User Module Legend

User Module Name Abbr

Limit Control
802 1%

DHCP Snooping
Voice VLAN

=T

Port Status for Switch 1

MAC Count
P | eds | Smit Current Limit
----  Disabled - -
--—— Disabled
---- Disabled
----  Disabled
--—-  Disabled
----  Disabled
--—-  Disabled
--—— Disabled
----  Disabled
--—-  Disabled

=
‘|€:JIG.D 100 =t 1 10 | [y [P =
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2) Port
h—rCEDR— X 2) T DAT—HAER T T BICIE. [Monitor | —T Security ] =T Network ]—TPort Security |

—lport)&D)YDT 3L, LTOEEHNRRINET,
Port Security Port Status for Switch 5 Port 1

MAC Address VLANID State
No MAC addresses atfached

Auto—refresh ]

Time of Addition Age/Hold

2. NAS

CCTlE. -0 MAC 7 RLAREST, NwDIY FY—NADZRHEETVET,
RAFZICLBFRIEL MAC 7 RLANMERESN S ATBEMEN H B8, MAC A—REREE(F. 802.1X FREELNEZFaY
FAHMECHENET,
1) Switch
A L2EDOR— PO NAS HEEDAT—AAERT T BIC[d. [Monitor ]—>TSecurity | =>TNAS | =T Switch 1 &)y
DT3E LTOEEmIRTSNET,

Network Access Server Switch Status for Switch 5 Auto-refresh [

Port Admin State Port State Last Source LastID QoS Class Port VLANID

-P-|(.AJ|M|—L O 1D 10D [~ 132 [Q [ [0 NS =

|A—I.Aﬂ.|_\

[y
(@]

2) Port

R—FZED NAS BEEDAT—IAER KT BICIE. [Monitor ] =T Security ]| >INAS ] —Port Security |—port |

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

D)0 BE. UTOBEEIRRINET,

NAS Statistics for Switch 5 Port 1 [Port 1| Auto-refresh []

Port State

Gk F1C Force Authorized
Port State Globally Disabled

ﬁ
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e
3. ACL Status (ACL AT7—42A)

ACL AT—AA%MEZR T 3IC(E. TMonitor]—TSecurity | = Network | =T ACL Status |&DYUvDT 3L,
UTOBEEIRRINET,

ACL Status for Switch 1 |combined V| Auto-refresh [

User ACE Frame Type Action RateLimiter CPU Counter Conflict
Mo entries

4. ARP Status (ARP A7—42R)

ARP AT—H32%FRK K9 BICIE. [Monitor | = Security ] Network ] = ARP Status |&7vD93E, LI T D
ENRTEINET,

Dynamic ARP Inspection Table for Switch 1 Auto-refresh [] | Refresh || |<< || == |

Start from |Port 1 %|, VLAN 1 . MAC address |0l}—[]l]—l)[l—{l[]—[]t]—[]l] | and IP address
|D.I].l].0 |with|20 |er|tries per page.

Port VLANID MAC Address IP Address
Mo more entries

5. IP Source Guard (IP Y —A7—F)

IPY—2H—RDIEHERRTBICIE. [Monitor | =T Security | = Network | =TIP Source Guard |&D')wDTBE.
UTOBEENARRENET,

Dynamic IP Source Guard Table for Switch 1 Auto-refresh [ | Refresh || |<< || >> |

Start from . VLAN and IP address |ﬂ.[I'.EI.0 |with |20 |er|lries per

page.
Port VLANID IP Address MAC Address

Mo more entries
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2.5.5.3 AAA
1) RADIUS Overview (RADIUS DHfE)
CC Tl REI R F B CER E Al ALl RADIUS H—NDAT—AAIEHRERTULET,

(1) TMonitor] —> TSecurity] => TAAA] => TRADIUS Overview | ZD)vDd 3¢ L TOBEEN R RENE

3-0

RADIUS Server Status Overview

Auto-refresh [

IP Authentication Authentication Accounting Accounting
Address Port Status Port Status
1 0000 0 Disabled 0 Disabled
2 0000 0 Disabled 0 Disabled
3 0000 0 Disabled 0 Disabled
4 0000 0 Disabled 0 Disabled
5 0000 0 Disabled 0 Disabled
iR

Y-NE—FRICEMCBOETH, "dead-time"HINSE. BEHRICBNET, CORELLBEIETOIE
O ACKRTSNET . EROY - \BEVBIEEOHORENRELET,

) BEALO"?"7PA4IVEDYIT R, BEANOE B OV TORAZLH LRV T 7Y IRRTEINET,

2) RADIUS Details (RADIUS DHEEE)

(1) TMonitor] —> TSecurity] => TAAA] > TRADIUS Details |E#DYUvHT 3L, L TOBEEHIRRENET,

RADIUS Authentication Statistics for Server #1 [Server#1 v| Auto-refresh [ | Refresh |[ Clear |
Receive Packets Transmit Packets

Access Accepts

Access Rejects

Access Challenges
Malformed Access Responses
Bad Authenticators

Unknown Types

Packets Dropped

IP Address
State
Round-Trip Time

Access Requests
Access Retransmissions
Pending Requests
Timeouts

Lo B e e Y e e e e

Other Info

(==l = =]

0.0.0.0:0
Disabled
0 ms

RADIUS Accounting Statistics for Server #1

Receive Packets

Transmit Packets

Responses 0 Requests 0
Malformed Responses 0 Retranzmissions ]
Bad Authenticators 0 Pending Requests o
Unknown Types 0 Timeouts 0
Packets Dropped 0

IP Address 0.0.0.0:0
State Dizabled
Round-Trip Time 0 ms

() BEALO"?"7PA4IVED)YITEE, BEANEEB OV TORBAZLH LRI 7Y IRRTEINET,
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2.5.5.4 Switch

RMON
_CClE. RMON #fEtHEHRER RSN TEZET,

1) Statistics (RMON #iFH5 DR E)

RMON #tst1E&R %% E I 3ICI1d. [Monitoring] —> TSecurity] —> Switch] —> TRMON] -> [Statistics %
DUyDTBE. UTOBENARREINET,

RMON Statistics Status Overview Auto-refresh [
Start from Control Index IC' with entries per page.

Data
ID Source Drop Octets Pkis

64 65 128 25 512 1024
Frag. Jabb. Coll. B ~ ~ ~ o -
Y185 157 255 511 1023 1588

Broad- Multi- CRC Under- Ower-
cast cast Errors  size size

(ifindex)
No more entries

2) History (R FE)

RMON DB 158 EFR R T BICIE. 'Monitoring] —> Security] —> TSwitch] —=> TRMON] -> THistory %
D)ybs 3, ULTOEEIRRINET,

RMON History Overview Auto-refresh D| Refresh || I== || S |

Start from Control Index ICI and Sample Index ICI with entries per page.

Broad- Multi CRC Under- Over-
cast cast Emors size size

History Sample Sample

Drop Octets Pkts Frag. Jabb. Coll. Utilization

Index Index Start
No mare entries

3) Alarm (75—1Ls)

RMON 75— LIE#rZER T T BICIE. Monitoring] —> lSecurity] —=> Switch] => TRMON] => TAlarm1%
DYyh9 e, ULTOEEIRRINET,

RMON Alarm Overview Auto-refresh D| Refresh || |== || == |

Start from Control Index |CI |wi1|1 |2[] | entries per page.

Sample Value Startup Rising Rising Falling Falling
Alarm Threshold Index Threshold Index

ID Int | Variabl
nterva ariable Type

MNo maore eniries

4) Event (1AVH)

RMON 4 Ay MEEEFR T T BICIE. [Monitoring] —> Security] > Switch] => TRMON] -> TEvent %
D)wbs 3, UL TOBEEIRRINET,

RMON Event Overview Auto-refresh |:|| Refresh || == || 58 |

Start from Control Index D and Sample Index |D |w1lh |2|] | entries per page.

Event
Index
No more entries

Logindex LogTime LogDescription
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2.5.6 LACP

LACP &ld. EHOYIBMER— FERRP TUEDDREBHFrRILELTIRSIZHOTOMIILDIETT,
IETF (LB BRBRDOVEDTHS IEEE 802.3ad DF TIREINTLET,

2.5.6.1 System status (YATLAT—42R)

LACP DVATLAT—HARR T BICIE. TMonitoring] —> TLACP] -> [System status|&D)vDd 3L, LL
TOEEHRRINET,

LACP System Status Auto-refresh [ ]| Refresh

Aggr ID Partner Partner Partner Last Local

System ID Key Prio Changed Poris
Mo ports enabled or no existing partners

2.5.6.2 Port Status (iR—FAT—32R)

LACP Dih— PAT—AAERRTBICIE. Monitoring] => TLACP] —> TPort Status1#9V)vyD 33, LLTDE
ENRTEINET,

LACP Status for Switch 5 Auto-refresh [

Partner Partner Partner
System ID Port Prio
Mo - - - - -
No = = = = -
No - - - - -
No = = = = -
No - - - - -
No = = = = -
Mo - - - - -
Mo = = = = -
Mo - - - - -
No = = - - -

Port LACP Key AggriD

O OO ~OU AW =

—

ﬁ
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2.5.6.3 Port Statistics (I— FOEEHEER)

LACP OYATLAT—RAEF T BICIE. [Monitoring] > TLACP] -> lPort Statistics |&DYvHT3E. LA

TOB@ENRREINET,
LACP Statistics for Switch 1 Auto-refresh [ | | Refresh Clear
Port LACP LACP Discarded

O Received Transmitted Unknown lllegal

1 0 0 0 0

2 0 0 0 0

3 0 0 ] 0

4 0 1] 0 0

5 0 1] ] 0

G 0 1] 0 0

7 0 1] ] 0

8 0 1] 0 0

9 0 1] 0 0

10 0 1] 0 0

11 0 1] 0 0

12 0 0 0 0

13 0 0 ] 0

14 0 0 0 0

15 0 1] ] 0

16 0 1] 0 0
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]
2.5.7 Loop Protection (Jb—=F7ATH YY)
CCTRI—=TTOTD YV EEDERE A EICOVTHRALET

W=THFETBE, TV A LIERENBIECED . RYMI—DEENSI ERESN B ATREMEDHIET
W=FTOTDIaVREICED R— b ETRETINOOEEER BT HENTEET,

W=TTOF0aVERRCTBE. TXEEE)E— FIERICEOTLSIEE . IR—MIIL—TTATI Y300 PDU %
RELET W—TI\WOERETRE, R—MIIvyMDUENED ., FZBZOEMELEZLET .
vy MIDYREE L, —EORIFR TR ERRETY .

(1) W=FFATHYavDAT—RAER KT BICE. TMonitoring] -> TLACP] -> lPort Statistics 1#7UvD
J3E LTOBEENRRINET,

Loop Protection Status for Switch 5 Auto-refresh []
Port Action Transmit Loops Status Loop Time of LastLoop
No ports enabled

2.5.8 Spanning tree (RAIS=Y5Y-)

ANZTVY=F . 2y RI=DMROVRORY FI—=DDI—T &1L T 2D TA ML TT,
2YRD=DDI—THERETDRE, FST19DDBZLBNIERBEE . XY FT=DDIL—T(CENEY FI—DHRFRRE(C
BDFET, 20k, 2y rI—=DDI—THELRE, AIZUHY)-FORIUCED . I —-F Uk EGE B EIRCTOY
DLET, 2y MI=D FMORI—DIREICEDRY FI—DIEENE T INDE BE(STPDIFAE30F 1. RSTP
NHEEEFT30 HUTHHELET,

A#ETIE, MSTP/RSTP/STP #REEHR— FL TR, CITIE. ANZUTY)—DERTE A EICOWVTERAL
7,

2.5.8.1 Bridge Status (FUyYAT—H2)

STP JyInEREEHRER T T BICIE. Monitoring] —> TSpanning Tree] —> [Bridge Status &#9UvyDd3E,
UTOBEEIARRINET,

STP Bridges Auto-refresh []

Topology Tgﬁ:#;?

Port Cost Flag Last
lgp  32768.00-172E-1B- 32768.00-17-26-1B- 0
- B&2-0E B8-0E -

Bridge ID

Steady

ﬁ
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2.5.8.2 Port Status (R—FAT—32R)

2%E WEBICLBHBTE

STP J)YIDAT—AAEHEER T BICIE. Monitoring] —> Spanning Treel —> [Port Status |&ZD)yDT3E.

UTOEENRRINET

STP Port Status for Switch 5 Auto-refresh [
Port CISTRole CIST State Uptime

51
h2
53
54
55
56
5f
58

50

2.5.8.3 Port Statistics (iR— FO#EEHER)

Non-STP
Non-STP
Non-STP
Non-STP
Non-STP
Non-STP
Non-S5TP
Non-STP

AMAn_QTD

Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding

Frnniardinn

STP J)yI#rstiEErEER T B(CI&. MMonitoring] —> 'Spanning Tree] —> [Port Statistics J&7)vD T3
ECUTOEEERRENET,

STP Statistics for Switch 1

Port

MSTP RSTP STP TCN MSTP RSTP

Transmitted

Mo ports enabled

Auto-refresh D‘ Refresh H Clear |

Discarded
STP TCN Unknown

lllegal

FXC5428 m



2% WEB AREE [ —
2.5.9 MVR

MVR #EEE(CED., TILFFrAL VLAN ETIILFFLA MRS T49DDEEERTREICLET,
INFFrAPTLEPZTUS—2au Tl PC FERYFI—DTLE, H$B0EEY M TRIDAICELZ DI F LA
AN—=LOZENTRETT , BEDOTY MM TRYDA, HB LM PC 21 20MAER— b (MVR Z{EHIR— e
UTERESNTVSR— ) TG AT RETT . MAZEFroRIVEEIRT 2L, By MTRYDA, HB00ME PC [
IGMP/MLD Lik—kAyt—I%ISwitch AJISIEELT, BYIBIIILFEFYAMNIL—T7RLARHRELET,
YFFLYALVLAN [ERTBIVINTF R AT —ADEZIELRDTYTIVDR—ME'MVR EETR— MEEWVET,
CNITED, B TFFr AL VLAN CEICHIETBFroRILOTOT74 )V 26D MVR Zix K 4 DE TR ERIRET
T, FrorIOTOT71IE . 74RYV D EEEED IPMC FO771 UL TEERSNET,

2.5.9.1 Statistics (MVR #EH&ER)

MVR Q#f st EEHRERRT BIC(E. Monitoring] -> TMVR] —> [Statistics |&DUwDT3E, LTOEEH R

TeNFET,
MVR Statistics for Switch 1 Auto-refresh []

IGMP/MLD IGMP/MLD IGMPv1 IGMPv2/MLDv1 IGMPv3/MLDv2 IGMPv2/MLDv1
Queries Queries Joins Reports Reports Leaves

Received Transmitted Received Received Received Received

No more entries

2.5.9.2 MVR Channel Groups (MVR F¥RILTIL—7)

MVR OF vx I —T&FTTBICIE. TMonitoring] => TMVR] -> TMVR Channel Groups 9)yDd 3¢,

LTOBEEIRRINET,
MVR Channels (Groups) Information for Switch 1 Auto-refresh [ | Refresh || [<< || >> |
Start from VLAN and Group Address | i |with |20 | entries per page.

Port Members
VLANID Groups 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 23

Mo more entries

2.5.9.3 MVR SFM Information (MVR SFM 1&#8)

MVR O SFM (&% &R <7 B((E. TMonitoring] => TMVR] -> -TMVR SFM Information | &7UyD 33, LITF
DEENRRINET,

MVR SFM Information for Switch 1 Auto-refresh |:|| Refresh H |== || > ‘

Start from VLAN and Group Address | :: |with |20 |

entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more eniries

ﬁ
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2.5.10 IPMC

2.5.10.1 IGMP Snooping

IGMP &l3. Tnternet Group Management Protocol JDB& TY,

cO7ORVE., A1 V3—2y M TORINRIIF RV AN I —TOAV N - EEBTZEEFEIONINTT,

IGMP (&, IP RAMBLUEBFEDIIFFr AR —RCENFERSN. ILFFvAMI—TOAVN-EFRELET,
CNIE. AZF A MAIFD ICMP ERFRIC, IP I FF v AMERR E R AT RGERSD TY L IGMP ([F, AU 54 VETH
BLVT—LICERSN VY- A IDHMEMICERTIENTEET,

IGMP ZX—E VI IGMP Xy rI=D 57490 % 25T BHDFIETT . COMEBEICED, RYMI—DR1YFIE.
KA I—BFED IGMP B{EZRETEILIIHNET, CNoDBEEZIETHEICLD, IP IILFFrA AR
—LIZHERIVDDYYTERETHENTEETT,

DUODLRERIINFERASETMINA)ITTEEICLD, R—FTCRZEULEHEDIILF XA D 571905 H|
EWTBENTEET,

1. Status (AT—42)

IGMP AX—E VT DAT—H A% FRK 7T BICIE. [Monitoring] —> TIPMC] -> TIGMP Snooping] -> [Status|%
D)ybede, U TOE@EIRRINET,

IGMP Snooping Status for Switch 1 Auto-refresh []

Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2Reports V3 Reports V2 Leaves

ID Version Version Status Transmitted Received Received Received Received Received

Router Port

O @O0~ W -

=

2. Group Information (JIL—71&5$R)

Hl—-TiE#HRERRTBICE. Monitoring] —> TIPMC] -> TIGMP Snooping] —> [Group Information &5y
DYBE. UTOEENRRENET,

IGMP Snooping Group Information for Switch 1 Auto-refresh [l‘ Refresh || |<=< H > |

Start from VLAN and group address |224.0.0.[} |with |20 | entries per page.

Port Members

VLANID Groups 1234567891011 12 13 14 1516 17 18 19 20 21 22 23 24 25 26 27 28
Mo more entries
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3. IPv4 SFM information (IPv4 SFM 1§3R)

IPv4 SFM (ErER R~ T BICIE. [Monitoring] —> TIPMC1 —> TIGMP Snooping] —> [1Pv4 SFM information ]
ED)vhT . UTOBEEIRTEINET,

IGMP SFM Information for Switch 1 Auto-refresh |:|| Refresh H |== H == |

Start from VLAN and Group |224.D.(].{] |with |20 ‘ entries per page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
No more entries

2.5.10.2 MLD Snooping

MLD &lZ. IPv6 [EIFTDI Multicast Listener Discovery IOBE T,

CO7ORVIE, IGMP B IPv4 TiERSNZDER ULSIC, R EDVIFEFv AN AT —ER B T30IC, IPv6
V=B TFERAINET, COFORIIVE, tDTFORILERWNT, ICMPV6 (CHEFHAFNTLET,

MLD AX—EVHICED MLD N5y b eREL. FORBICE LT EEZITVET,

AHTlE. MLD, F2(E MLD AX—EYTHTY7h % MLD HIVEZETIH TV FAD MLD AX—E VT &{E A
FTRLINCERETHENARETT,

MLD AX—EVHIE, L1 2 D LAN R— MEEIRIICERET B ElCED. L4172 D IPv6 ILFFYA NS 749D%
HMEILT, 2IEEERTER—MDH IPv6 IILFFVAM S I1vDEERELET,

1) Status (MLD Snooping DAT—4A)

MLD AR—EVHDAT—RAER R T BICIE. [Monitoring] —> TIPMC1 -> TMLD Snooping] -> [Status %%
Jyh9 B U TOBEENIRRINET,

MLD Snooping Status for Switch 1 Auto-refresh []| Refresh || Clear |

Statistics

VLAN Querier Host Querier Queries Queries V1 Reports V2 Reports V1 Leaves

ID Version Version Status Transmitted Received Received Received Received

Router Port

Port Status
1 -

w00~ N

ﬁ
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2) Groups Information ()L —71&$R)

MLD AX—EVH 0T I —FiEEHEFR T T BIC(E. [Monitoring] > MPMC] -> TMLD Snooping] => 'Groups
Information 1 &7)wD 93, U TOEENRREINET,

MLD Snooping Group Information for Switch 1  Auto-refresh D| Refresh H |<< H . |

Start from VLAN and group address |ff00:: | with |20 |

entries per page.

Port Members

VLAN ID Groups 1234567891011 12 13141516 17 18 19 20 21 22 23 24 25 26 27 28
No more entries

3) IPv6 SFM Information

IPv6 SFM (%R =7 BICIE. Monitoring] => TIPMC] > TMLD Snooping] > T1Pv6 SFM Information
ED)yhe B, LTOEEIRREINET,

MLD SFM Information for Switch 1 Auto-refresh [ ‘ Refresh H |== H =3 ‘
Start from VLAN and Group |ff00:: | with |20 |entries per
page.

VLANID Group Port Mode Source Address Type Hardware Filter/Switch
Mo more entries
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2511 LLDP

LLDP &ld. IEEES02.1AB Z# 7O ML TT,
FTRVHRBOEGERE/EIETZ 70V T IEEES02.1ab [CLDNBE L SN TNET,
LHEET LAN (TSN B ERE U TEBOREPEEETHIENTEET,

LLDP (£, IEEES802 M LAN D#E&EFENDAT—avh, B U IEEES02 M LAN (CIEFHSN TR D AT—Y3y
[C. CNODEEEDEBEITOAADERT7 LA, BEEAOARAKICHER IEEES02 A\DEHRDAT—3Y
R FOERERDAD Y AT LICE TR SN2 T e BALET .
FORIVENLTEESNTOSERIE. MIB DZERIICEI>TAIZEN., SNMP BEDEE IO M ILEFERL
T NMS [CLBIEHRADTHE AN T REICEDET,

2.5.11.1 Neighbors (R4 /\—1&&R)

2 N—1EHREFR T B(CIE. TMonitoring] > TLLDPJ-> Neighbors |ZDUvDT3E. LI FTOEEHFRRE
nxd,

LLDP Neighbor Information for Switch 1 Auto-refresh []

LLDP Remote Device Summary

Local Chassis Port Port System System Management
Port ID ID Description Name Capabilities Address
MNo neighbor information found

2.5.11.2 EEE

EEE (&3 &R BIC(E. TMonitoring] => TLLDP1-> TEEE1&EDUYDTRE. LTOEEH R RENET,

LLDP Neighbors EEE Information for Switch 5 Auto-refresh []
Local Tx Rx Fallback Echo Tx Echo Rx Resolved Tx Resolved Rx EEEin

Port Tw Tw Receive Tw Tw Tw Tw T™w Sync
No LLDP EEE information found

ﬁ
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2.5.11.3 Port Statistics (iR— MEFHER)

R—FOFEHEHRERTTBICE. Monitoring] —> TLLDPJ —> [Port Statistics |1&0)yD 7 3E, LT OE
EHhRRINET,

LLDP Global Counters for Switch 1 Auto-refresh [

Global Counters
MNeighbor entries were last changed 1970-01-01T00:00:00+00:00 (99305 secs. ago

Total Neighbors Entries Added 0
Total Neighbors Entries Deleted 0
Total Neighbors Entries Dropped 0
Total Neighbors Entries Aged Out 0

LLDP Statistics Local Counters for Switch 1
Local ™™ Rx Rx Frames TLVs TLVs Org. Age-

Port Frames Frames Errors Discarded Discarded Unrecognized Discarded Outs

1
2
3
4
5
B
7
8
9

o
(=]
o
(=]

(== = R e I = [ e I = B e Y )
cCooocooooo
[ T T o N e e Y s Y
cCoooooooo
cCooocooooo
[l e T o Y e i e i e
(== == B e i = B} ae I = B R e )
oo oo ooodo
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2.5.12 MAC Table

IL—LOYINEZIE. 7L— LD DMAC 7 L ALK U TERNFT,

21 9FE. TU— LDZEELDR— MEHR (TL—LRAD DMAC 7 RVAICE TNV B2 LT, MAC 7 FLAZER
—MZRYEVT TR0 T—TIVEBHLET . COT—TIVICIE. A8 T49DELUTAM1FIvDIV MIREENET,
A3T49DTY MIE, DMAC 7 RLAER— MEIDTYE VT EEE LSS (LR M) —D EBE(CLDER E ol &L
_Clg-o

7L—LIZIE MAC 7 ELA(SMAC 7 ELA) & FEN. 20 MAC 7 KL AL, 7L—LDEETOHEIED MAC 7
FLATY, SMAC 7 FLAIZZMYF RATHVLN . MAC T—FIUIEAMF+3I9D MAC 7 FLAICED B EIRIICE
FINET,

HA+I9DIV ML, 53 SMAC 7 RLAZEE DT — LI —I VT84 LRICRRSNE MG & E. MACT
—JILhoBIRESNET,

(1) MAC T—7J V&R TT 3(Z1E. TMonitoring] -> TMAC Table #0)vD ¥ 3, L TFOEEIRTEINE
7,

MAC Address Table for Switch 1 Auto-refresh I:‘| Refresh || Clear || |==< || == |

Start from VLAN and MAC address [00-00-00-00-00-00 | with[20 |entries per page.

Port Members
Type VLAN MAC Address CPU 1 2345678910111213 141516 17 18 19 20 21 22 23 24 25 26 27 28

Dynamic 1 00-01-8E-T7B-84-50 %
Dynamic 1 00-08-CR-FO-AF-1D
Dynamic 1 00-0C-25-3B-CB-34
Dynamic 1 00-0C-25-C1-92-A5
Dynamic 1 00-0C-29-C1-92-AF
Dynamic 1 00-0C-25-C1-92-B5
Dynamic 1 00-0C-25-C1-92-C3
Dynamic 1 00-0C-25-C1-32-CD
Dynamic 1 00-0C-25-C1-92-D7
Nunamir 1 n0-00-29-01-92-r1

ﬁ
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2.5.13 VLAN

VLAN (%8 LAN) [E. 2/ yFR— MEDBEZFIRTEHETT, L1V 2TE, RYMI—DIE EHOERLZH
BELZT0— REv AN RA VI DN TVET

AHETE, & VLAN OF7T)r—2avIliE U T, 802.1Q VLAN, 54—k VLAN, MAC A—2Z VLAN, 7Ok
TJLAR—=2A VLAN, IP 7%y rAX—2 VLAN, BLUEFE VLAN EHR—LTOET,

2.5.13.1 Membership (VLAN *2){=)

(1) VLAN OAVN—BFRFRTBICIE, Monitoring] —=> TMembershipl —> [vlans] &7y d3E. LLTOEEH
RERINFET,

??
VLAN Membership Status for Combined users for Switch 1 Auto-refresh []

Start from WLAN | 1 | with |2O | entries per page.

Port Members
VLANID 1 2 3 4 5 6 7 8 9 10 1112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

1 V| V| V| ¥ | W | 7 | ¥ | ¥ | % | ¥ [ | | ¥ | 7 | | ¥ | ¥ | ¥ | Y | ¥ | ¥ [V Y | | Y YA
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Gl ]
2.5.13.2 Ports (ii— M&E)

(1) VLAN DAV —%FR KT BICIE. TMonitoring] —> TPorts]—> Tvians1&#9UyD33E, L TOBEEIRRINF

7
VLAN Port Status for Combined users for Switch 1 Auto-refresh []
Port Type Ingress Filtering Frame Type PortVLANID Tx Tag Untagged VLANID Conflicts
1 C-Port W All 1 Untag PVID No
2 C-Port i All 1 Untag PVID No
3 C-Port W All 1 Untag PVID No
4 C-Port i All 1 Untag PVID No
5 C-Port W] All 1 Untag PVID No
6 C-Port i All 1 Untag PVID No
7 C-Port [ All 1 Untag PVID No
8 C-Port i All 1 Untag PVID No
9 C-Port i All 1 Untag PVID No
10 C-Port W All 1 Untag PVID No

ﬁ
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2.5.14 Stack (ABYDEEE)

ARYDHEEICIOT BREBRPIN—TAVTERFLZAIVIADER/VF THETHILICLB BN,
MERCEERDOR1YTH 1 BEOREBAIYFELTEIELET,
ARYIRDE AL YFCEDRENFETY,

(1) VLAN OAVN\—-%&&R KT3I, TMonitoring] -> TStack1&0yD33E, UTOBEENRRINET .

Stack Status
=Y Stacking Disabled |

2.5.15 sFlow

sFlow (&, R—FIDVADI VA L, FE—FEBBOY Y TIITICE TR MNI—DDEZR VT RITIERIZHE
DEMTY , YO TIIDEITINTY B LU RO VR (FNEN., "JO0-3 T " Do —3 DT IV ERES) [F.
FRRYRI=DD 57495 ZAYVTH—NIZR LT, sFlow @ UDP 7—R&LTEESNET,
o RY =L, "sFlow DL Y—)V", FlE"sFlow ALDIERVET,

sFlow QFFHMICDLVTIE. Thttp://sflow.org 1E#S BB LTS,

(1) VLAN OAV)\—%%HRT3ICE. [Monitoring] -> [sFlow1&0Yv)T3E, U TOBENRRINET,

sFlow Statistics Auto-refresh |:|| Refresh || Clear Receiver H Clear Ports

Receiver Statistics

Owner <none:s
IP Address/Hostname RIXIRIRI]
Timeout

Tx Successes

Tx Errors

Flow Samples
Counter Samples

L o o e e

Port Statistics for Switch 1

Port Flow Samples Counter Samples

D00 =Wk =
o e T s Y e o e e
o e T e e Y e Y e e ) e
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2.6 Diagnostics (2 Hr#RE)

AHETIE, ping TAL, BLY TX K= bOT—TIVRFRICEIRY M- DEEREZ M EITVET

» Configuration i

» Monitor ICMP Ping

7 I:l“;’?r?gus“cs IP Address 0.0.0.0
= Ping6 Ping Length |56
= VeriPHY Ping Count g
-i;;e;gﬂlbc:wce Ping Interval |1
s Factary Defaults
» Software
» Configuration

2.6.1 Ping

CCTClE. IP EEEORIEMROEDIC. ICMP @ PING IS5y Me#IE TR ENTEET,

(1) TDiagnostics] -> TPing1&0)yD33E. LTOEENRRTINET,

ICMP Ping

IP Address 0.0.0.0
Ping Length |56
Ping Count 5

Ping Interval |1

<Start>NIVED VDT HE ICMPIITy MRS SN REERERE V- TV ABSHLVEER
R RSNET

ICMP ECHO_REPLYDIP) 7y bE2E LT —AZ2FBICER LT —IAR—A (ICMP header) &9
HRE T8N MIICEDET,

COEEE, TRTDINTY M LDISEERIETHET. LA LPI METEBMICEHFINET,

(2) BEALO"?"PAIVED )OS BE. BERORE OV TOBRBAZLE LRV T 7y INRTSNES,

ﬁ
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2.6.2 Ping6

CCTld. ICMPV6 5 DRIREARRDIZHIC. ICMPV6 PING )30y MR {ETRIENTEET,

(1) TDiagnostics] -> Ping61Z0JvD 3 %L, LLFOBEEMNKRRINET,

ICMPv6 Ping
IP Address 0000000000000
Ping Length 56
Ping Count 5
Ping Interval i
Egress Interface

<Start>R3V&EDJYITBE. ICMPVE /U7y MYEE SN, IS EERERE Y- TV ABSHLUVEERMN
RRNET,
COEEIE. TRATDITY M LDISENRIESNSET, FLEAM LTI METEBMICEHRINET,

(2) EEALO?74IVED)YDTEE. BEADERE(COWVTOBRAERE LR TPy INRRINET,

2.6.3 VeriPHY (U—7 Vi)
ZZTld. 10/100/1000M K— k) VeriPHY (r—F L B D3R 2 £ 1T LVET
(1) =7 EZEm%ETSICE. IDiagnostics] -> VeriPHY1&DUvh33E. LTOBEEDERRSINET,

VeriPHY Cable Diagnostics for Switch 1

|

=z W
g

[i== =R W= R AL S PR

Cable Status
Length A PairB LengthB PairC LengthC PairD Length D

(== =R B - R T A L (Y
it
[#5]

-

=
| O R R T N B
I A T R T N B
I T R T N T R B |
[ T R T N T B B |

—

R—PEIEELT<Star>&0)v 33k, Z0OR— FOZ D BIBINET , ZERICIETH 5 B EFEMMIET,

FTARTHOR— MBIREN TR IS A, ZEICTHI1SHIEFEELET, £ T T5E. BRI EEMICEHRS

N T—TIWAT=RARICT—T I EEHOFERNIRTINET,

[EER):

VeriPHY (&, [7~140m QR EDT—T IV OWTIF IEFEICEITT EENTEET,

10/100Mbps H— M. VeriPHY OB)ERFICUVDAD VT B8, 10Mbps F7zld 100Mbps DEER— T
VeriPHY 2281731583, VeriPHY KE T F3FThBLELENET,

(2) BEALO?7PAIVEDVYITRE, BIEADEBICOVTOHRBAZREE LRV TPy IRRRSINET
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2.7 Maintenance (AYTFVA)
CCTClZ. XD?%DZ(DR?"L\(DU?'— FoYIRIITPOEFHAEIR, NVIPYTDHRTEMNANT. I%EQ;"'E"E’E’%‘B)
[CDOWTERBALET,
» Configuration
» Monitor

= Diagnostics
= Ping

Restart Device

Are you sure you want to perform a Restart?

= Maintenance
= Restart Device

« Factory Defaults

» Software
» Configuration

2.7.1 Restart (YATLYT—H)

CCTlE. AEOBESEITVET,
(1) YATLO)T—IEITIICE, TMaintenance] -> lRestart Device 1#7)vD3%E, U TOEEIR RS
nEd,

Restart Device

Are you sure you want to perform a Restart?

-Yes : A¥EEEHLET,
-No : BHfEeg%{THTIC. [Port State Overview JE@EICENZT,

(2) BEALD?PAIVEDIYITRE, BEADEEBICOVTOHRBAZRHE LRV TPy IRRRSNET,

ﬁ
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2.7.2 Factory Defaults (#1858 EICET)

(1) MEARFEICETICE. TMaintenance] -> [Factory Defaults 15953 3¢, L TOEEHR RSN
7,

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

CCTlE. AEBOZR e TIHBEAFFREBICRTENTEZT(IP REDH RIFENZET, ),
FULLERTERICIERAING . BEEITILERHDFEH,

-Yes | AHDHRTEETIGHABOIKECRELET,

-No : FZBEZEULYMTICZ. TPort State Overview]BEEICREDEY,

(2) BEALO?7PAIVEDYIT L, BIENOE B OV TORBERB LRI Py INRRENET,
2.7.3 Software (Y7 bI17)
CCTR YT MII7O7yTO—-RFEY T MITTDERFE A EICOWTERBALES
2.7.3.1 Upload (VY7MI1707vy70—K)

(1) Y7 b1 7%7y70—F33I(CI&. Maintenance] —> [Software] —> [Upload |&D)yD93E. LT OEIE
BIRREINFET,

Software Upload

=i Upload

VI MIIT7DTPYTA— FEITIICE. <SEB>KRIVEDUYDLT, YIMII7OREFSFEERL.
<Upload>HAav&ED)DLET,

VINIIT7DBEFHZTIEE . BFHFIBIN TS BED A —INRRINET,

H1~2 2 RiBTdE. VIMNIITOEFNET L. BEELET,

AHETIE, YIRIITDND Py T REE Y R— FLTWET, YIMIIPOEFHE . LW IMIITERE
VI R17ICOINEDD. ROV I 7B RICLET, HULWN—=Jav0VI M7 EERLENE S
lNmage Select |[E[E M<Activate Alternate Image> RV EDI DT B EICLH>THINCTHENRIRET
7,

(Z£]

EHPIE, Web ADPIEANFETL TS IIICRZETH, BREBEF LD, BREZLLLILENT
TZE&W, AN —EHPICEREYLIHE . MohDEENEEDAIREMENHIETT
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2.7.3.2 Image Select (Y7 MII7EEEHZ)

CCTClE, RETIREASELB>TBY I oz P(Active Image)e . XY 7 P17 (Alternate Image)lCOWNTDIE
WARTEN, FRHTEYINITPEEIRTBENMRETT,

(1) BAEMRALTLBYIII7EEEHZBICIE. TMaintenance] —> [Software| —> lmage Select |%
HUyhg3E, L TOEEHARRINET,

Software Image Selection

Active Image
Image  managed
Version 1.00.01
Date 2016-01-25

Alternate Image
Image  managed.bk
Version 1.00.01
Date 2016-01-25

Activate Alternate Image Cancel

[GEER):
1. BEETHROVYIMNII7HRBOVIMNIIFZOGEE. R DY I MIT7DHRRREN., <
Activate Alternate Image > NAVIFEINICHENFET,

2. REVIMII7EFERALTWSE ST R AMBIREL Y I M7 ICRENHIHEE Y. FHTYD
FITTEYINEZEEOEBT)., HLLWWIMII7E7YIO—FTBE, “Active Image” DAAY MIFHL
WIRITT7HI VA R=IbEN, TN EZIERDET,

ﬁ
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2.7.4 Configuration (config 774 ILDE&E)

CC TR, config 771 IVDERTE A % (T71 VDR 3O00—RPyT0— K, BRE. BIBRFE) (CDOWVTERBAL
gg—o

2.7.4.1 Save startup-config (2B config 77M1ILELTRETB)

(1) #2E1A config 771IVELTREFET BICIE. [Maintenance] —> [Configuration] —> [Save startup—config]
ED)vh3 3. UTOBEEIRREINET,
{Save Configuration>ih3 > &D DT BET, ITED Config 77/ IVERL B Config 771 ILELTRELE
7,

Save Running Configuration to startup-config

Please note: The generaticn of the configuration file may be time consuming, depending on the amount of non-default
configuration.

| Save Configuration |

(2) BEALO Y PAIVEDDTEHE, BENOEE OV TORBAERH LRy TPy IRERENET,
2.7.4.2 Download (config 774 ILMAHYO—F)

(1) config 771 )VEAIYO— FF3BICIE. TMaintenance] —> [Configuration] —> [Download 1&7)yD9 3L,
UTOBEENRREINET,

Download Configuration
Select configuration file to save.

Please note: running-config may take a while to prepare for download.

| FileName |
O running-config

C default-config

O startup-config

O backup-config

O backup-config_20160314
O test

‘ Download Configuration ‘

(2) COE@ICTADYA— RLELY Config 771 )L%:ER L. <Download Configuration> i3V &EDUYDTBET.
ER U Config 774 L&A YO—-RULET,

(3) EBEALO"?"PAIVEDVYITHE. BERODIRE OV TOSRBAELE LRV T 7y INRTSNET,
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2.7.4.3 Upload (config 7P/ ILOPY7O—F)

config 774 IDPYTO— F&EITIICIE. [Maintenance] —> [Configuration] —> [Upload1&DUvyD33E, LLTD
BEHIRTINET,
Upload Configuration
File To Upload
08

Destination File

File Name Parameters
O running-config ® Replace Merge
( startup-config

O backup-config
O backup-config_20160314
O test

Note: File system is full; either delete a file to make room, or select an existing file.

‘ Upload Configuration ‘

(1) config 774 LD TPYTO— FEITIICIE . <BSBORIVEDYYOL TPy IO— RT3 T771 )V ERIRLET,

(2) "Destination File” *Z1—d&". R %) 15A—4 (Replace (JTL—2R) /Merge (T71 V&I ET2) BRIRL
T. {Upload Configuration>ih3 V& JyHLET

(3) BEALO™?"PAIVEDVYITHE. BENOEE OV TORATEH LR TTITHNRRNET

ﬁ
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2.7.4.4 Activate (config 771V EEHNICTB)

config 771 VBB MICTBICIE. Maintenance] —> Configuration] —> Activate IZD)yD T 3L, LT DE
EHRRSINET,

Activate Configuration

Select configuration file to activate. The previous configuration will be completely replaced,
potentially leading to loss of management connectivity.

Please note: The activated configuration file will not be saved to startup-config
automatically.

O default-config

O startup-config

O backup-config

O backup-config_20160314
O test

‘ Activate Configuration |

“File Name” *Z1—4&". AL Config 774 L& & #EIR LT <Activate Configuration> haV&ED)YHTBHE
T, BIRUE Config 771V EBZIICLET,
Config 771 IVERANCTBEICEINENEFTHERALTUVETI7MIN LEESN 3., BB EEGEI N TLED

ATREMN HNFET

GEE):

CC Cconfig 774 IVERAICLTE, FD771)VIE BEIIICE S A config 771 IWELTREFESNLGULVEDFE LT
1ZELY,

AL U config 771 IV EREEIA config 771 ILELTRETB1HE (S, [Save startup—config | EE T " Save
Configuration” haV&EDI L TLESY,
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2.7.4.5 Delete (config 774 VEHIERT 3)

(1) config 771V &HEIBRT BIC(E. Maintenance] —> [Configuration] —> Delete 1&7)y03 3L,
UTOBE@ENARTRENET,

Delete Configuration File

Select configuration file to delete.

O startup-config
 backup-config
 backup-config_20160314
O test

Delete Configuration File

(2) BIEALO"?"PAVED YD T3, BEIEmANIE B ICOWTOHRBEL&H LRy TPy INRREINET,
HIRRT B 771 L2 EER LT, <Delete Configuration File>ihaVEDUYDLTIREELY,

(3) EBEALD"?"PAIVED)YIT B, EBEROIRE (COVTORBAZLE LRV T 7y INRTSNETS,

ﬁ
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